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ABSTRACT. QR code is widely used by smartphone payment, but the security problems
are still happening such as payment theft due to malicious replacement of QR code. In this
paper, we propose a simple authentication of QR code based on the checksum verification
with OCR. The proposed checksum of the message text of QR code is generated and then
is pasted beside the QR code. Based on QR code with its checksum, the authentication
performs the checksum verification using OCR. The simulation results indicate that the
proposed QR code can be successfully authenticated under print-and-scan scenario.
Keywords: QR code authentication, OCR, checksum

1. Introduction. QR code has very high popularity to be used in smartphone payment. Merchants
request for payment codes from the third-party platforms like Alipay and WeChat Pay. The payment
codes provide media to make payment between merchants and customers. In general scenario, customers
use smartphone to scan specific QR codes of merchant’s owners. Then, customers input money amounts
and then confirm the payments by entering a password. The payment is processed and both the customer
and merchant receive a confirmation.

Although QR code brings much convenience of transactions, it causes some security issues. Payment
theft is one of the most common security concerns. Thefts maliciously replace merchants’ payment QR
codes with their own, as shown in Fig.1, which is captured from the news report [1]. Customers scan the
fraud code to be redirect to theft’s accounts by which thefts steal money from the QR code payment.
The kind of theft is hard to unveil promptly, if merchants and customers do not confirm each other.

FIGURE 1. Malicious replacement of payment QR code [1]

In the past, most of the authentication of QR code depended watermarking with a signature [2]-[3].
The signature is often generated by processing the message text loaded in QR code. The processing
often includes hashing and encryption. The hashing transforms the message text into an abstraction or
so-called a digest. The digest is generally encrypted into the signature with a private key. Finally, the
signature is watermarked into QR code. During authentication, QR code with watermark is extracted
out a signature. Then, the extracted signature is decrypted into a digest with a public key. Finally, the
decrypted digest is used to compare with the original digest to perform the verification.
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Although the watermark of QR code hiding the signature can solve counterfeiting, it is still face the
attack problems. When the watermark meets an attacking such as geometrical transformations, the
signature could not be successfully extracted from the watermark. As a result, the authentication for the
attacked genuine QR codes fails in possibility. Moreover, print-and-scan scenario is still very challenging
to these watermarking QR codes for authentication because of imaging distortion after scanning [4]-[6].

Recently, the paper of [7] presents a system to generate and verify secure QR codes using a digital
watermarking. The system embeds tamper-resistant information in QR codes to make unauthorized
modification more difficult. By the way, the authors develop a neural network to verify the genuinity
of scanned QR codes. Another work of [8] proposes a three-layer protection scheme for QR codes. The
data is first encrypted by AES. Then, a multiplexing method integrates two independent dichromatic QR
codes into a single printed chromatic code. Finally, the dichromatic code is recovered through specific
wavelengths. The mechanism provides separate channels as a physical access to restrict unauthorized QR
codes.

This paper presents a simple authentication method using OCR to prevent payment thefts. The
message text of a QR code is computed into a checksum. The digit images of the checksum is warped
and pasted beside the QR code. During the QR code payment, the image of QR code with its checksum
is scanned. The verification of OCR’s recognition in the checksum area performs to authenticate the
QR code. Because the digit image of the checksum is visualized, the fake QR codes are effectively
unveiled by the checksum authentication or merchants. In addition, the proposed method of the checksum
authentication is quite simple and robust to imaging distortion while code scanning.

The rests of the paper are organized as follows. Section 2 presents the proposed QR code authentication
with OCR. Section 3 describes the proposed method in details. The simulation results and comparison
are given in Section 4. Section 5 concludes the paper and gives future works.

2. QR Code Authentication Using OCR. In our proposed authentication, we design a new com-
bination of QR code and its checksum in image form. As shown in Fig.2, a message text such as
"www.fjut.edu.cn” is loaded into QR code generator to create its corresponding QR code image. Mean-
while, a checksum generator is proposed to generate a four-digit checksum according to the message text,
such as [7,6,5,9] for "www.fjut.edu.cn”. Taking the QR code image as a background, we warp and paste
four digit images of checksum along the right border in a vertical arrangement. Digit images from 0 to
9 could be prepared at the advance for warping and pasting. As a result, the QR code can carry its
checksum to allow the authentication using OCR.
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FIGURE 2. Generation of QR code with checksum

During the authentication, the image of QR code with its checksum is scanned into QR code detector,
as shown in Fig.3. Then, two areas of QR code and checksum are obtained to respectively input QR code
decoder and OCR. The QR code can be decoded out its message text. The message text is computed
by checksum generator and the checksum (C'S7) is obtained. Meanwhile, OCR recognizes the checksum
area of the inputting image to obtain the recognition result (C'S3). C'S; and CSy compare and if equal
to approve the QR code authentication. If C'S; does not equal to C'Sy then the authentication is not
approved.

In the practices of the authentication of the proposed QR code with checksum, we consider three condi-
tions to be encountered and an example is given as the following. Two message texts of ”www.fjut.edu.cn”
(fjut in abbreviation) and ”"www.fjvt.edu.cn” (fjvt in abbreviation) are used to generate two QR codes,
in which respectively play a genuine code and a fake code. In the other word, fjvt’s QR code intents to
pretend fjut’s QR code. Then, the two checksums of fjut and fjvt are respectively computed into 7659
and 7639. Therefore, fjut’s QR code with 7659 and fjut’s QR code with 7639 are given to authenticate,
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as shown in Fig.4(a)-(b). Although the two codes and their corresponding checksums can be approved by
smartphone scanning, fjut’s owner can easily distinguish the fake code from different checksums. That
also means that 7659 can be approved but 7639 cannot be approved by the vision of fjut’s owner. If fjvt’s
QR code is advertently with fjut’s checksum i.e. 7659, as shown in Fig.4(c), smartphone scanning do not
approve the fake code even if fjut’s owner is unaware or unnoticed to approve it. Therefore, a genuine
code can be approved by both of its owner’s vision and smartphone scanning, but a fake code cannot be
approved by both of that.
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FIGURE 3. QR code authentication using OCR
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FI1GURE 4. Three conditions of QR code authentication using OCR

3. Proposed Method. As mentioned in the above section, our proposed authentication requires han-
dlings including checksum generation, image warping for checksum during generation and authentication,
and OCR for checksum digits. The following subsections describe the details of these handlings.

3.1. Proposed checksum generation. Luhn algorithm [9] is a simple check digit formula which is
used to validate identification number. In our work, we modify and extend Luhn algorithm to generate
a four-digit checksum for the message text of QR code, as detailed in the following.

An array is used to store the string of a message text which is coded into a QR code, denoted by ¢. The
array of ¢ contains n elements such as [cg, ¢1, ¢a, . .., ¢n—1], Where ¢; represents the i-th character’s ASCII
code. To weigh every elements of ¢, a multiplier array is designed by [w1, wa, wa, we, w1, wa, Wa, Wa, . . .],
where two multipliers of w; and ws compose a sequence of wq,ws, we,ws. Then, the sequence repeats
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until the multiplier array reaches the length of n. w; is assign to a large weight and meanwhile ws is
assign to a small one. w; and we are experimentally assigned to 2 and 1/16 respectively. We denote
the multiplier array by m;. The weighting calculation performs the element-wise multiplication to ¢ and
m, and then floor operation applies every productions of ¢ * m; in order to taking integer, as shown
in Eq.(1). An array of p stores the weighting results and the symbol of (x) represents the element-wise
multiplication.

p = floor(cxmy) (1)

After the above calculation, we transform every weighting result to the sum of a quotient and a
remainder. Every element of p is divided by a number of b to obtain the quotient and the remainder and
then the two numbers add together as shown in Eq.(2). (/b) and (%b) represent the integer division and
modulo with b respectively and an array of t stores the sums of p/b and p%b. b can be assigned to 16.

t=p/b+ p%b (2)

Then, we perform a summation to all elements of £ and assign the result to a variable of s. Finally, 1st
digit of checksum (d;) is calculated by the following equation, where %10 is taking module 10, so that
(s + dy) becomes multiples of 10.

dy = (10 — (s%10)%10 (3)

We use a right shifting operation to vary m, array by assigning (i + 1)-th element to i-th element and
assigning the first element to wo such as from [wl, W, Wa, W, W1, W2, W, W2, . . ] to [wg7 w1y, Wy, W, W2,
w1, Wa, Wa, W, ...]. The shifting result is denoted by an array of ms. mo replaces my and Eq.(1)-
(3) run again to obtain the 2nd digit of checksum (d3). Similarly, we vary msy to be mg such as
[wa, wa, w1, We, Wa, Wy, W1, W, Wy, Wa, . ..] to obtain 3rd digit of checksum (ds) and vary ms to be my
such as [wa, wa, W, W1, W, Wa, Wa, W1, Wa, Wa, W2, . . .| to obtain 4th digit of checksum (dy).

Table 1 demonstrates the checksum calculation for the string of "www.fjut.edu.cn”. The array of ¢
contains the ASCII codes of characters of ”www.fjut.edu.cn”, as listed in 3rd column. Then the multiplier
array of mj weighs ¢ array to store in p array using Eq.(1), as listed in 4th column. p array transforms
into t array using Eq.(2), as listed in 5th column. s variable is equal to the summation of all elements in
t array and d; variable is calculated by Eq.(3) as 1st digit of checksum. Similarly, the weighting arrays of
mso, My and mg3 are respectively applied to obtain do, d3 and d4 as 2nd, 3rd and 4th digits of checksum.
Finally, the four-digit checksum for ”"www.fjut.edu.cn” is assigned to [7, 6,5, 9], as listed in the last row.

TABLE 1. Checksum calculation for the string of ”www.fjut.edu.cn”

i |char | ¢ | mq p t mo P t msz | p t my | p t
0| w [119| 2 [238| 28 [|[1/16| 7 7T 1/16| 7 T 1/16| 7 7
1 w [ 119]1/16 | 7 7 2 | 238| 28 || 1/16| 7 7T 1/16 | 7 7
2 w [119|1/16| 7 7Tl 1/16| 7 7 2 238 28 ||1/16| 7 7
3 . 46 | 1/16 | 2 2 || 1/16 | 2 2 || 1/16 | 2 2 2 92 | 17
4 f 102 2 |204| 24 || 1/16] 6 6 || 1/16 | 6 6 || 1/16 | 6 6
5 j 106 | 1/16 | 6 6 2 212 17 ||1/16| 6 6 || 1/16 | 6 6
6 u | 117]1/16| 7 7T o1/16 | 7 7 2 234 24 ||1/16| 7 7
7 t 116 | 1/16 | 7 7Tl 1/16 | 7 T 1/16 | 7 7 2 1232 22
8 . 46 2 92 | 17 || 1/16| 2 2 || 1/16 | 2 2 ([ 1/16 | 2 2
9 e |[101|1/16 | 6 6 2 [202| 22 ||1/16] 6 6 || 1/16 | 6 6
10 d |100|1/16 | 6 6 ||1/16| 6 6 2 1200 20 || 1/16| 6 6
11 w |117|1/16 | 7 7Tl 1/16 | 7 7T 1/16 | 7 7 2 1234 24
12 46 2 92 17 1/16 2 2 1/16 2 2 1/16 2 2
13| ¢ 99 | 1/16| 6 6 2 198 | 18 || 1/16 | 6 6 || 1/16 | 6 6
14 n 110 1/16 6 6 1/16 6 6 2 220 | 25 1/16 6 6
s | 153 s | 144 s | 155 s | 131
d1 7 d2 6 d3 5 d4 9
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3.2. Image warping of checksum during generation phrase. Once our proposed checksum is gen-
erated according to a QR code, we can warp and paste the four digit images of checksum beside the
QR code image. To perform the warping, the QR code is first required to be detected and its border is
given at the same time. As shown in Fig.5, the border of a QR code is obtained and is drawn by a red
rectangle. We take the right sideline of the border, i.e. the line from point ¢; to point g5. The line of
q1-q5 is equally divided into four parts to distribute four digits of checksum, as shown four lines of g;-¢2,
q2-q3, q3-q4 and g4-g5. The digit warping is carried out by a similarity transformation from a digit image
to a QR code image [10].

As shown in Fig.5, the image of 1st digit of checksum of 7 warps into the QR code image with the
similarity transformation with two corresponding point pairs, i.e. (p1,q1) and (ps, ¢2), where p; and po
are respectively the top-left and bottom-left corners in the digit image of 7. Finally, the digit image of
1st digit of checksum is warped and pasted to align with the line of g;-¢g2. A homogeneous transformation
matrix is determined by the two point pairs and then the matrix is used to the affine transformation
of the warping from digit image to QR code image. Similarly, the images of 2nd, 3rd and 4th digits of
checksum are warped and pasted to align on lines of ¢2-q3, ¢3-q4 and g4-¢s5, respectively.

FiGURE 5. Warping of 1st digit of checksum

P1 P2 ps
Backward
<
P4 P3 Pe
Forward -

FI1GURE 6. Forward and backward warping between normalized framework
and captured image

3.3. Image warping of checksum during authentication phrase. During authentication phrase,
when an image of QR code with checksum is captured by a camera, an image warping of checksum is
needed for OCR. We prepare a normalized framework which can contain two images of QR code and
checksum, as a square attaching a rectangle drawn by red lines, as shown in Fig.6. The linkage of four
points of p1, p2, p3 and ps encloses around the square, while the points of ps, ps, pg and ps link into
the rectangle. The QR code is detected in a capture image and its border is enclosed by q1, g2, g3 and
q4. The points of py, p2, p3 and py in the normalized framework and the points of g1, g2, g3 and g4
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compose the four pairs of (p1,q1), (p2,42), (3, q3) and (p4, qs). The four pairs can be used to compute a
projective transformation matrix for the forward warping [10] from the square of normalized framework
to the border of QR code. At the same time, the points of p5 and pg is also warped into the points of g5
and ¢g using the projective transformation. As a result, the quadrilateral enclosed by ¢o, ¢5, g and g3
can catch the four digits of checksum. Similarly, the other projective transformation matrix is computed
using the four pairs of (g2, p2), (¢5,p5), (¢6,p6) and (g3, p3). The backward warping can perform the
digits of checksum into the normalized rectangle enclosed by po, ps, ps and p3. Finally, the normalized
digits are obtained for OCR.

3.4. OCR for checksum digits. After the image warping of the checksum, OCR is allowed to recognize
the normalized digits. During training phrase, firstly, binarization segmentation detects digits from the
checksum area, and then a feature extractor capture digit’s features, such as convexity, number of holes,
horizontal projection and vertical projection. Secondly, we choose SVM with RBF kernel and apply
one-versus-all strategy to build an OCR classifier of 10 classes meeting 0,1, 2,...,9. Finally, we use a set
of digit images containing 0,1,2,...,9 to train our OCR classifier under a specific font. During testing
phrase, the features of the four-digit checksum input into the trained OCR to return recognition results.

4. Experimental Results and Comparisons. To evaluate our proposed method, we collected 30 QR
codes for payment from the internet. 30 images of QR code are listed in two tables of 5 rows by 3 columns
in two pages. We computed every QR codes and generated their checksums and then attached the check-
sums beside the corresponding QR codes. To simulate print-and-scan scenario, we printed the two pages
of the QR code and then captured two images using smartphone. As shown in Fig.7(a)-(b), each QR
code with its checksum is displayed with their corresponding message texts in a single grid. Fig.8(a)-(b)
demonstrated the simulation results for testing images. We first detected QR codes and drew the code
borders by red lines. Then, we decoded QR codes and computed their checksums, as shown in red in the
bottom-left corners of the code borders. Finally, we recognized the digit images of the checksums and
displayed the results in blue in the top-right corners of the code borders. All of the checksums of the QR
codes can be recognized correctly and authenticated successfully.

We take SVQR code [2] to make comparison with our proposed method in several aspects such as
complexity, encryption, watermarking, construction costs and scope of application, as listed in Table 2.

TABLE 2. Method comparison

. SVQR code

Our proposed

Complexity

Very high, multiple processes in-
clude hashing, encryption and
watermarking.

Low, two steps is merely needed,
including checksum generation
and digit image pasting.

watermarked to embed into QR
code.

Encryption Yes, the QR code’s hashing value | No, the checksum represents as
is encrypted into a signature. a plain text to convert into an

image form.
Watermarking Yes, the encrypted signature is | No, the image of the checksum

pastes beside QR code.

Construction costs

More than in general, it needs
an extra certificate authority for
code encryption and decryption.

Very low, only checksum genera-
tion is needed.

Scope of application

Very limited, only useful in elec-
tronic form.

Very wide, available for print-
and-scan scenario.

5. Conclusions and Future Works. This paper has presented a simple authentication of QR code
using OCR. We developed a new checksum generation according to the message text loaded in QR code.
The checksum is represented by image form and pasted beside the QR code. During the authentication,
the digit image in the checksum area is detected and recognized by OCR to provide the checksum ver-
ification. The simulation results indicate that the proposed QR code can be successfully authenticated
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under print-and-scan scenario. As a result, the proposed authentication is effectively to prevent from
payment theft of QR code.

The proposed checksum generation is designed by the reference of Luhn algorithm. Like other many
hash functions, our method calculates hash values i.e. checksums from a huge domain to a finite value
domain. The hashing collision is unavoidable that means two different message texts probably generate
the same checksum. The situation limits that our approach cannot become a completely reliable au-
thentication of QR code. However, QR codes are often provided to merchant owners or individuals by
third-party payment corporations. Given a merchant QR code with its checksum, a theft want to obtain
his own QR code with the same checksum, which is very difficult because the generation of QR codes
is completely determined in the side of third-party payment corporations. Thefts almost cannot bypass
third-party payment corporations to produce fake QR codes which disguise genus QR codes under the
same checksum. Despite this, the proposed authentication method is still quite promising. The future
research will be taken to discuss the problem of the checksum collisions.
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