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ABSTRACT. Watermarking has risen to be an efficient method for safequarding
digital content against unauthorized access, duplication, and modification. Qver
time, thorough research has been done for the purpose of enhancing its robust-
ness, imperceptibility, and security. In this paper, a comprehensive literature
review s presented to encompass the fundamental principles, characteristics,
classification methods, and real-world applications of watermarking. Numerous
embedding strategies, encryption techniques, and attack scenarios are examined
to provide a complete understanding of the resilience and performance of wa-
termarking systems. Beyond reviewing existing developments of watermarking,
this paper explores the impact of deep learning on modern and advanced water-
marking techniques which highlights recent progress in adaptive and intelligent
frameworks for watermarking and outlines prospective directions for future ex-
ploration, offering valuable insights for both academic researchers and the pro-
fessionals in this field. Ultimately, this paper serves as a key reference for under-
standing evaluation metrics and loss functions used to optimize watermarking
embedding and extraction. This review merge current studies to guide practition-
ers and researchers in the latest digital watermarking advancements, facilitating
further innovation.

Keywords: Digital watermarking, Watermarking attacks, Transform domain,
Deep learning.

1. Imtroduction. Due to the widespread digital content and the rise of digital sharing, deep-
fakes, and Al-generated content, the protection of intellectual property (IP) and the assurance
of data integrity have gained paramount importance. Ensuring authenticity and preventing
unauthorized use has become increasingly difficult, and this is where watermarking comes into
place. Nowadays, watermarking has become critical for protecting ownership, verifying content
integrity, and maintaining trust in digital media.
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A digital watermark is an excellent way to secure personal data and prevent unauthorized
distribution of multimedia files. This technique involves the insertion of hidden but detectable
information into the multimedia content, which helps in authentication, copyright protection, and
tamper detection. The watermarking techniques have improved greatly over the last decades;
they have been significantly advanced in adding new methodologies to fight off emerging security
threats and attack strategies.

This paper systematically explores watermarking, covering its applications, characteristics,
classifications, and common embedding and extraction methods. It focuses on robustness through
encryption and the role of deep learning in current watermarking systems. The paper also exam-
ines the impact of scaling factors, the embedding area of watermarks in images, and evaluation
performance metrics that determine the success of watermarking systems. Moreover, through
this literature review, knowledge gaps will be filled and researchers will be provided with a clear
explanation of the current trends, challenges, and future directions in the field of digital wa-
termarking. Knowledge obtained is crucial at all levels of watermarking processes and systems
development as it will form the basis of development not only for more reliable and effective
systems but also for more protected data and products in the global interconnectedness.

Figure 1 shows a classification chart that provides an organized overview of the topics covered
by the research. The figure also serves as a visual aid for readers, helping them understand the
general idea of the research and discover the relationships between the various theories presented
within it.

Watermark

Concepts

FiGURE 1. A structured overview of the topics covered in this re-
search.

2. Related works: Strengths and Weaknesses. Over the years, there has been a lot of work
that has investigated digital watermarks from the perspectives of robustness, imperceptibility,
security, and implementation details. Many of these contributions have significantly advanced
the field, introducing innovative techniques with unparalleled strengths. These strengths include
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high capacity, attack resistance, or computational efficiency, depending on each work’s focus.
While these contributions have significantly accelerated the field, they often have limitations.
For example, they are limited to the use of specific techniques or lack a comprehensive analysis

of multiple embedding and attack scenarios.

This review highlights strengths of existing works and identifies gaps, such as effects of en-
cryption strategies and the balance between robustness and accuracy. The analysis highlighting

these strengths and gaps is presented in Table 1.

TABLE 1. Strengths and Gaps of recent watermarking literature.

Reference | Strengths Gaps
1
1 e Addresses ownership and copyright protection. e Ignores attack types.
e Maintains imperceptibility. e No discussion on capacity (BPP).
e Uses semi-blind approach. e Omits scaling factor usage.
e Tackles false positives. e No computational analysis.
e Embeds principal component of watermark. e No encryption techniques used.
2
2 e Secures medical images and EPR. e Ignores attack types.
e Maintains visual and diagnostic quality. e No capacity metrics (BPP).
e Categorizes MIWT into four classes. e Lacks scaling discussion.
e Reviews key evaluation metrics. e No efficiency analysis.
e Suggests future innovations. e No deep learning usage.
& e Focuses on tamper detection and recovery. e Ignores attack resilience.
e Ensures imperceptibility. e Lacks BPP metrics.
e Describes hybrid approaches. e Omits scaling factor usage.
e Supports tamper localization. e No timing/efficiency analysis.
e Highlights optimization needs. e No encryption discussed.
(4] . . : :
e Uses privacy-preserving techniques. e Ignores attack resistance.
e Maintains data integrity. e Lacks capacity metrics (BPP).
e Aligns with watermarking goals. e No mention of scaling.
e Identifies security needs. e No timing/efficiency data.
e Proposes secure transmission strategies. e Omits encryption use.
) e Focuses on copyright protection. e Lacks attack details.
e Ensures imperceptibility and robustness. e No BPP discussion.
e Discusses static/adaptive scaling. e Limited on scaling usage.
e Emphasizes transform domain methods. e No PSNR/BER analysis.
e Addresses robustness, time, and quality. e Lacks encryption techniques.

3. Watermarking Applications. Watermarking is one of the most widely used digital rights
management techniques that is applied to many applications with the aim of preventing unau-
thorized use, ensuring integrity, and enabling traceability. As technology is getting more and
more advanced, watermarking is still an essential part of secure communication and digital rights
management [6]. Some important applications of watermarking are shown in Figure 2.
In the following, we will provide a brief description of each applications and as follows:

Copyright Protection: Copyright protection in watermarking refers to embedding hidden in-
formation into digital media in order to prevent unauthorized use, duplication, or distribution



1212 A. N. Jasim and S.H. Abdulhussain

Telemedicine

Watermarking

Applications

FIGURE 2. Some important applications of watermarking.

that ensures rightful ownership and legal protection [7].

Telemedicine: In telemedicine, watermarking embeds hidden data in medical images to ensure
integrity, authenticity, confidentiality, and traceability [8].

Military: In military applications, watermarking embeds hidden data in digital media to ensure
integrity, authenticity, and confidentiality in defense operations [6].

Remote Sensing: Watermarking in remote sensing refers to embedding hidden information
into data to ensure data integrity, authenticate sources, and protect copyrights [9].
Transaction Tracking: In watermarking, transaction tracking embeds hidden data to monitor
content distribution, verify authenticity, and control IP [10].

Tamper Detection: In watermarking, tamper detection embeds hidden information in digital
media to ensure content integrity and authenticity, enabling identification and localization of
unauthorized alterations [11].

Image Authentication: In watermarking, image authentication embeds hidden information
into an image to verify originality and detect unauthorized alterations, ensuring integrity and
identifying tampered regions [12].

Digital Forensics: Digital Forensics in watermarking involves the use of digital watermarking
techniques to verify the authenticity, integrity, and origin of digital media. By embedding unique
identifiers or authentication data into media files, investigators can detect tampering, trace the
source of unauthorized distributions, and establish the provenance of digital content [13].
Content Privacy: Content Privacy in watermarking refers to embedding information within
digital media to protect sensitive data, ensuring that unauthorized access or distribution is pre-
vented. This technique not only protects the content but also maintains the confidentiality of
the information which prevents misuse or unauthorized sharing [14].

Remote Education: In remote education, digital watermarking is employed to embed hidden
information within digital educational resources such as videos, and documents to ensure content
integrity, authenticate users, and protect IP [15].

E-Voting: In electronic voting, watermarking is employed to embed hidden information within
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electronic ballots or voter data to enhance security, ensure authenticity, and maintain the in-
tegrity of the voting process. This technique helps in preventing fraud, verifying voter identities,
and ensuring that votes are accurately recorded and counted [16].

Health Care: In the healthcare sector, watermarking involves embedding hidden information
within medical data, such as images or electronic health records, to ensure their authenticity,
integrity, and confidentiality. This technique protects patient information, verifies data origin,
and detects unauthorized alterations. Therefore, it maintains trust in medical communications
and diagnoses [17].

4. Watermarking Characteristics. The term 'Watermarking’ is described and defined ac-
cording to special features such as robustness, invisibility, and privacy. A strong and resistant
watermark can withstand attacks while remaining invisible to preserve the quality of the content.
Its efficiency depends on balancing durability and distortions, along with reliable and verifiable
embedding. Some characteristics to consider when evaluating watermarking efficiency are shown
in Figure 3.
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F1GURE 3. Various important characteristics of an effective water-
mark.

5. Classification of Watermarking Methods. Watermarking methods are classified into
three main categories based on accessibility, embedding domain, and key attributes. Accessibility-
based watermarking includes public schemes, which are openly available, and private schemes,
restricted to authorized users. Embedding domain classification differentiates spatial domain
techniques that modify pixel values directly, transform domain methods embedding watermarks
in frequency components, and hybrid approaches combining both. Attribute-based classification
considers security (robust vs. fragile), extraction (blind vs. non-blind), and visibility (visible vs.
invisible). These classifications help determine a watermarking method’s suitability for different
applications. Figure 4 illustrates the three basic categories of watermarking methods and their
sub-classification methods.

5.1. Based on Accessibility. One of the categories that assists in classifying the watermarking
system. It enables the authorized users to access the embedded watermark. It can be further
classified into:
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5.1.1. Public. In this scheme, the watermark is accessible to everyone or a specific group, making
it easily modifiable and less secure [18].

5.1.2. Private. In this scheme, the watermark is accessible to only verified or authentic users.
This watermark is embedded using a secret key which is shared only among authenticated indi-
viduals.

5.2. Based on Embedding Domain. The embedding domain is another category under which
the watermarking techniques can be classified. This domain affects the robustness, imperceptibil-
ity, and effectiveness of the watermark. Choosing an embedded domain determines the resistance
of the watermark to attack/manipulation and the quality of the original content. Knowing the
various embedding domains helps select the right watermarking technique for an application [19].

5.2.1. Spatial Domain. In digital watermarking, the spatial domain directly manipulates the
pixel values of the image to embed a watermark. Such a method changes the intensity or color
of specific pixels to reflect the desired information. Spatial domain techniques are simple and
computationally fast techniques that are very common in many applications. They are, however,
less robust against some image processing operations and attacks than the transform domain
methods [20]. They are divided into:
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o In digital image watermarking, the Least Significant Bit (LSB) method embeds watermark
data by altering only the least significant bits of pixel values, which minimally affects
visual quality and is practically undetectable. While LSB is computationally efficient and
preserves high image fidelity, it is generally less robust against image processing attacks
like compression or noise addition [21,22].

e Block-Based: In the block-based method, the process involves partitioning the image into
non-overlapping blocks and placing the watermark in each segment. This allows local-
ized embedding, which may improve robustness against localized attacks and speed up
processing [23].

e Additive-Based: In digital watermarking, the additive-based spatial domain method em-
beds a watermark as pseudo-random noise by directly adding it to pixel values. Its main
advantage is simplicity, but it may be less resilient to attacks like compression or noise
addition compared to other methods [24].

e DC Coeflicients: In digital image watermarking, the DC coefficients method in the spatial
domain involves embedding watermark information into the Direct Current (DC) compo-
nents of an image. The DC component represents the average color or intensity of a block
of pixels, making it less sensitive to minor alterations and compression, thereby enhancing
the robustness of the watermark [25, 26].

e BRINT: The BRINT method, belonging to the spatial domain, enhances texture feature
extraction by improving rotation invariance and noise robustness. Its ”averaging before
binarization” strategy reduces noise sensitivity, making it ideal for watermarking where
robustness against distortions is crucial. BRINT ensures stable feature representation
under transformations, improving watermark embedding and extraction reliability [27].

5.2.2. Transform Domain. Another domain in digital image watermarking is the transform do-
main, where an image is transformed from its spatial domain to the frequency domain for embed-
ding watermark information. This approach basically exploits the mathematical characteristics
of transforms such as the Discrete Cosine Transform (DCT), Discrete Fourier Transform (DFT),
or Discrete Wavelet Transform (DWT) to embed watermarks that are less sensitive to the human
visual system (HVS) and more robust against usual image processing (IP) operations [28,29].
The transform domain can be divided into:

e Discrete Cosine Transform (DCT): DCT is an image transformation technique from the
spatial domain to the frequency domain for embedding watermark information into fre-
quency components in digital image watermarking. With this approach, the properties of
DCT are exploited to balance imperceptibility with robustness. Using DCT, spatial data
can be transformed into the frequency domain and reverted back to the spatial domain
through the Inverse Discrete Cosine Transform (IDCT) [30].

e DWT (Discrete Wavelet Transform): The Discrete Wavelet Transform (DWT) is a trans-
form domain technique that decomposes an image into four frequency sub-bands—low-low
(LL), low-high (LH), high-low (HL), and high-high (HH)—facilitating watermark embed-
ding that balances imperceptibility and robustness. The LL sub-band holds the image’s
approximation (primary structure), while LH, HL, and HH contain details like edges and
textures. This decomposition can be applied recursively to LL, forming a multi-level hi-
erarchy. DWT coefficients in the LL sub-band typically have higher magnitudes than in
other sub-bands [31-33].

e SVD (Singular Value Decomposition): Singular Value Decomposition (SVD) is a funda-
mental matrix factorization technique in linear algebra, widely utilized in digital image
watermarking within the transform domain like compression, information hiding and noise
reduction [34].
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SLT (Slantlet Transform): The Slantlet Transform (SLT) is a linear transform that extends
the discrete wavelet transform (DWT) by providing improved time localization and two zero
moments, making it particularly advantageous for applications like image watermarking
[35].
FFT (Fast Fourier Transform): The Fast Fourier Transform (FFT) is an algorithm for
computing the DFT (and its inverse). Direct computation of DFT requires time, whereas
FFT reduces this time and is much faster for large datasets. This is done efficiently by
factoring the DFT into smaller DFTs (see Cooley-Tukey algorithm). The watermark must
be embedded into a host signal, such as audio or video, in digital watermarking. In such
systems, the frequency components of the host signal are manipulated by FFT so that the
watermark is imperceptible but robust to attack [36].
IWT (Integer Wavelet Transform): IWT is a fully discrete wavelet transform defined in
the integer domain, without using floating-point precision. This property makes IWT very
useful in digital watermarking systems where embedding and extracting watermarks are
required very accurately [37].
FRT (Fractional Fourier Transform): The Fractional Fourier Transform (FRT) is a gen-
eralization of the traditional Fourier Transform (FT) for signals in intermediate domains
between frequency and time. Introduced by a fractionally ordered parameter «, the FRT
gives a continuum of transformations corresponding to each rotation in the time-frequency
plane. This property makes the FRT particularly suitable for signal processing applications
like digital watermarking [38].
RDWT (Redundant Discrete Wavelet Transform): Is an extension of traditional Discrete
Wavelet Transform (DWT), which overcomes the shift variance problem of DWT. Instead
of down-sampling the signal, which may lose the information as in DWT due to its shift-
variant characteristic, RDW'T keeps the same size as the original signal. Such redundancy
enables a finer localization of the frequency components, which makes RDWT very suit-
able for digital watermarking applications. RDWT decomposes an image into sub-bands
without down-sampling, preserving the original resolution [39,40].
NSCT (Non-Subsampled Contourlet Transform): NSCT is an advanced image transfor-
mation technique that provides better representation of image features than traditional
wavelet transforms. It has two major components:

— Non-Subsampled Pyramid (NSP): Decomposes an image into a low-pass sub-band and

several high-pass sub-bands without down-sampling, which ensures shift invariance.
— Non-Subsampled Directional Filter Bank (NSDFB): Directional filtering is applied to
the high-pass sub bands to capture geometric structures in multiple orientations.

NSCT is utilized in watermarking thanks to its high directional selectivity, improved geo-
metric attack resistance, and the frequency representation that is better than that of a
traditional wavelet-based method [41,42].
Zernike Moments: Zernike moments, introduced by Teague, are orthogonal moments de-
rived from Zernike polynomials defined over the unit circle in polar coordinates. Widely
used in image processing and pattern recognition, they provide a compact, rotation-
invariant image representation. In watermarking, Zernike moments enable robust em-
bedding against geometric transformations like rotation, scaling, and flipping [43,44].
Racah Moments: Racah moments are orthogonal moments derived from Racah polyno-
mials, originally introduced by Wilson and later adapted by Zhu for discrete settings.
They are valuable in image processing, pattern recognition, and signal representation due
to their robust feature extraction. Their key advantage is discrete orthogonality, making
them well-suited for digital image analysis and classification [45,46].
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e Tchebichef Moments: Tchebichef moments are orthogonal moments derived from discrete
Tchebichef polynomials and are defined directly in the image coordinate space. Unlike
traditional moments like Zernike, they require no numerical approximations or coordinate
transformations, making them computationally efficient. Well-suited for object classifica-
tion and image reconstruction. Tchebichef moments maintain discrete-domain orthogonal-
ity, as the underlying Tchebichef polynomials are generated using a recurrence relation [47].
This ensures minimal redundancy and improved numerical stability [48,49].

o Krawtchouk Moments: Krawtchouk moments are discrete orthogonal moments derived
from Krawtchouk polynomials linked to the binomial distribution. Unlike moments such as
Zernike or Legendre, they capture local image features by varying a probability parameter,
enabling region-of-interest analysis. Computationally efficient without requiring spatial
normalization or numerical approximation, they maintain discrete orthogonality, reducing
redundancy. Applications include image reconstruction, pattern recognition, and object
classification [50].

5.2.3. Hybrid Domain. Hybrid domain in watermarking combines domains such as spatial, fre-
quency, and transform domains in order to embed watermarks into digital content. This exploits
the strengths of the respective domain to provide robustness and imperceptibility, which the
single-domain approach cannot achieve. Hybrid watermarking techniques combine these domains
to leverage the benefits of each for watermarks that are as robust as well as imperceptible [23].
Watermarking using hybrid domains combines domains such as spatial, frequency, and transform
domains to embed watermarks into digital content. This exploits the strengths of the respective
domain to provide robustness and imperceptibility, which the single-domain approach cannot
achieve. Hybrid watermarking techniques combine these domains to leverage the benefits of each
for watermarks that are as robust as well as imperceptible [51,52]. Table 2 shows a comparison
between the three domains of watermarking.

TABLE 2. Cross-Domain Comparison of Watermarking Techniques.

Domain | Complexity | Robustness | Capacity | Actual Logic

Spatial Low Low Medium | Directly modifies pixel values

Transform Medium High Medium | Converts data to frequency domain
(e.g., DCT, DFT)

Hybrid High High High Combines spatial and frequency do-
main techniques

5.3. Based on Attributes. Security, extraction process, and visibility are three key attributes
defining watermarking techniques. Security classification distinguishes methods based on re-
silience to attacks like removal or tampering. Extraction-based classification depends on how the
watermark is retrieved—whether the original image or watermark is needed for detection. Vis-
ibility classifies the watermark as perceptible or imperceptible. These classifications help select
suitable watermarking methods by balancing robustness, usability, and security.

5.3.1. Security. In digital watermarking, security-based classification considers the watermark’s
resistance to unauthorized detection, removal, or alteration. It assesses how well the water-
mark withstands intentional attacks on its integrity or concealment. Based on this attribute,
watermarking can be categorized into [53]:
e Robust Watermarking: is a technique in which the watermark is created to resist numerous
kinds of attacks or modifications, maintaining its integrity and detectability even after
substantial alterations to the digital content [54].
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e Fragile Watermarking: is a technique in which the watermark becomes damaged or even
altered if the digital content is altered; therefore, it may be used to identify tampering and
unauthorized modifications [55].

e Semi-Fragile Watermarking: is a digital watermarking technique designed to balance ro-
bustness and sensitivity, enabling it to withstand minor modifications while detecting and
signaling malicious alterations [56].

5.3.2. Extraction Process. In digital watermarking, extraction is the process to retrieve the em-
bedded watermark from watermarked content for the purpose of authenticity /ownership veri-
fication. This is basically the reverse of embedding and depends on the watermark technique
applied. The three main types are:

e Blind Watermarking: Blind means that in the watermark extraction process, the original,
unwatermarked content does not have to be accessible to retrieve the embedded watermark
[57].

e Non-Blind Watermarking: is an extraction process requires access to the original unwater-
marked content to retrieve the embedded watermark [58].

e Semi-Blind Watermarking: Falls between blind and non-blind methods as some partial
information about the original content/embedding process is exploited and needed at the
extraction [59].

5.3.3. Visibility. Visibility means whether the watermark is easily detectable in the digital con-
tent or whether it is obstructive to the human eye. It is subdivided into:

e Visible Watermarking: Here, the watermark is embedded in the digital content in such a
way that it becomes visible to the human eye; it is normally used for branding or copyright
purposes [60].

e Invisible Watermarking: The watermark is invisibly embedded in digital content to provide
copyright protection and data tracking without altering its appearance [60].

e Unseen-Visible Watermarking: It is a type of digital watermarking where the watermark
is invisible to the unaided eye but visible under certain conditions, combining benefits of
visible and invisible watermarking while maintaining imperceptibility and robustness [61].

6. Watermarking Optimization Methods. Optimization methods are computational strate-
gies designed for the purpose of identifying the most efficient solution to a given problem by either
maximizing or minimizing an objective function. In digital watermarking, these techniques are
essential for maintaining a balance between crucial factors such as robustness, imperceptibility,
security, and capacity. By carefully fine-tuning parameters like the scaling factor, embedding
location, and feature selection, optimization algorithms improve the overall effectiveness of wa-
termarking schemes, making them more resistant to attacks and distortions [62]. Optimization
methods can be broadly classified as shown in Figure 5.

6.1. Evolutionary Based Algorithms. Algorithms which mimic the process of evolution in
nature are known as evolutionary-based algorithms. Genetic algorithms (GAs) have been widely
used in watermarking with fitness functions to improve robustness and imperceptibility. Wa-
termarking parameters are encoded as chromosomes in these algorithms which are subjected to
crossover and mutation. This process continues until convergence is achieved. Researchers have
combined GA with discrete cosine and wavelet transforms to optimize embedding parameters,
enhancing both security and resistance to attacks. Other types of population-based metaheuris-
tic methods, such as memetic algorithms and adaptive dimensional search, have also been used
in watermarking for fine-tuning performance [62]. Examples of Evolutionary Based Algorithms
include:
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FIGURE 5. Watermarking optimization methods.

6.1.1. Genetic Algorithm (GA). GAs are optimization techniques based on evolution and natural
selection. They have been widely used in digital watermarking to improve robustness, invisibility
and security. GA functions by utilizing important evolutionary processes such as reproduction,
crossover, and mutation. Watermarking involves the use of GA for optimizing embedding pa-
rameters such that the watermark is resistant to attacks and quality of image is also maintained.
The procedure initiates by establishing the watermark embedding parameters, followed by the
formation of an initial population of solutions (chromosomes). Each solution is evaluated using a
fitness function to measure its robustness and imperceptibility. The algorithm uses crossover to
share genetic information between selected solutions and mutation to avoid local optima. This
process will keep repeating until convergence is reached, yielding an optimized scheme [62].

6.1.2. Differential Evolution (DE). Differential Evolution is an optimization algorithm that is
evolution-based and belongs to the family of evolutionary algorithms. Storn and Price introduced
it in 1996 and ever since then, it has grown to be widely used for solving complex optimization
problems. DE algorithm functions through iterative movements, beginning with a randomly
created population of candidate solutions. It evolves and advances this population through us-
ing 3 primary operations which are 'Mutation’, 'Crossover’, and ’Selection’. Mutation involves
creating a new solution by combining existing solutions using a weighted difference strategy. As
for Crossover, it allows for information to be exchanged between solutions to increase diversity.
And finally, Selection ensures that the fittest individuals are carried forward to the next gener-
ation. DE is efficient for continuous optimization and has been applied in engineering, machine
learning, and control systems. It offers simplicity, robustness, and can handle non-differentiable,
nonlinear, and multi-modal objective functions [63].

6.2. Swarm Intelligence Based Algorithms. Another powerful approach to optimization is
offered by swarm intelligence algorithms, inspired by collective behavior in nature. For example,
ant colony optimization (ACO) algorithms, which mimic how ants converge in large numbers to
find the shortest path to a food source, also metaphorically apply this kind of logic to detect
optimal positions for watermark embedding. Inspired by the notion that individual birds in a
flock or fish in a school adjust their positions based on personal and global best solutions, particle
swarm optimization (PSO) effectively leads convergence to an optimal embedding strategy. Other
methods include bee algorithms, cuckoo search, and firefly algorithms. All these methodologies
belong to the class of swarm algorithms that maintain image fidelity while enhancing watermark
robustness. Some of these algorithms, when combined with wavelet transforms, have been found
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to withstand attacks on images, even from advanced watermark attackers [62]. Examples of
swarm intelligence-based algorithms include the following:

6.2.1. Grey Wolf. Grey Wolf is a swarm intelligence-based optimization technique inspired by the
social hierarchy and hunting behavior of grey wolves. Introduced by Mirjalili et al., GWO models
the leadership structure of a wolf pack, where the alpha, beta, and delta wolves guide the search
process, while omega wolves follow their lead. The algorithm mimics the pack’s hunting strategy,
which involves tracking, encircling, and attacking prey. During optimization, wolves adjust their
positions relative to the best solutions found so far, balancing exploration and exploitation. The
encircling mechanism helps wolves converge on promising areas, while adaptive coeflicient vectors
enable dynamic adjustments to enhance solution diversity. GWO has been successfully applied
to various optimization problems, showing competitive performance compared to algorithms like
PSO and GAs [64].

6.2.2. Particle Swarm Optimization. PSO is a swarm intelligence optimization method based
on the phenomenon of collective bird flocking or fish schooling behavior. Conceptualized by
Kennedy and Eberhart, PSO belongs to the family of stochastic optimization algorithms. A
swarm of particles, wherein each particle represents a candidate solution, moves in the solution
space. Movement is updated based on a particle’s own best position (experience) and the global
best position found by any particle in the swarm (best neighborhood experience). The movement
of a particle is governed primarily by updating its velocity. This cognitive and social inspiration
plus somewhat carefully chosen element of stochastic choice keep it exploring. Over time, after
many iterations, the swarm will eventually ”feel” its way to a good solution. Some of the main
successes found in various fields are achieved in function optimization, machine learning, control
systems, and engineering design; PSO is simple, fast, and it is easy to implement as it is also
capable of handling nonlinear and multi-modal problems [65].

6.2.3. Artificial Bee Colony. The Artificial Bee Colony (ABC) algorithm was developed by
Karaboga in 2005 as a swarm-intelligence-based optimization algorithm that mimics the well-
known foraging behavior of real honeybees. The ABC algorithm uses three types of bees: em-
ployed bees, onlooker bees, and scout bees. Employed bees exploit food sources and share findings
with onlooker bees via waggle dance, enabling onlookers to probabilistically select sources based
on nectar amount. Meanwhile, scout bees search for new food sources in the neighborhood of
abandoned sources with a certain probability. In ABC, food source positions represent potential
solutions. Their quality is nectar quality, a measure of fitness turned into fitness landscapes for
solving minimization problems. Exploration and exploitation phases gradually refine solutions,
making the algorithm efficient for continuous, combinatorial, and multi-objective optimization
problems. ABC is widely used across domains for its simplicity and efficiency, including engi-
neering, image processing, data mining, and neural network training [66].

6.2.4. Fire Fly Algorithm. A swarm-intelligence optimization technique invented by Xin-She
Yang in 2008, inspired by the flashing behavior of fireflies used for mating communication and
predation avoidance. Each firefly represents a potential solution, with its brightness indicating
the solution’s quality or fitness. The basic principle of FA is that less bright fireflies are at-
tracted to brighter ones. The degree of such attractiveness diminishes with the increase in the
distance between fireflies. Such an attraction mechanism efficiently guides the swarm to explore
the search space while converging toward the optimal solution. FA combines exploration (global
search) and exploitation (local search), balancing them through parameters like the absorption
coefficient and randomness. Due to its ease of implementation and effectiveness, FA has been ap-
plied successfully to a wide variety of optimization problems. These range from optimal design to
image processing, from tuning of neural networks to problems of combinatorial optimization [67].
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6.2.5. Cuckoo Search. The Cuckoo Search algorithm was developed by Xin-She Yang and Suash
Deb in 2009 as a heuristic optimization algorithm based on the obligate brood parasitism behav-
ior of some cuckoo species. These birds lay their eggs in the nests of other host birds, sometimes
removing the host’s eggs to maximize their chances of survival. In the Cuckoo Search algorithm,
the ”cuckoo egg” represents a candidate solution. Each generation selects the best solutions for
offspring nests, while poor solutions are abandoned and replaced with new nests to maintain
population size. It tries to use both Lévy flight and local random walk for the global search.
Lévy flights might be useful for increasing the exploration of the search space with large jumps.
In comparison to other optimization techniques like GAs and PSO, this technique has demon-
strated greater efficiency in finding global optima due to its balanced exploitation and exploration
mechanisms. It has been successfully applied to engineering design, machine learning, structural
optimization, and other complex optimization problems [68].

6.2.6. Bat Optimization. The Bat Optimization Algorithm is a swarm intelligence-based opti-
mization technique that was proposed by Xin-She Yang and is based on the echolocation behavior
of bats. Bats use sound pulses to navigate and detect prey, adjusting their frequency, loudness,
and pulse rate dynamically. In this technique, each bat represents a potential solution in the
search space, which moves towards optimal solutions by updating both its velocity and position
based on the best global and local solutions found. This algorithm basically integrates both
exploration (which is global search) and exploitation (which is local search) mechanisms. This in
turn balances randomness and convergence by adapting parameters such as loudness and pulse
rate over iterations. This algorithm has been successfully applied to various engineering optimiza-
tion problems, outperforming many traditional optimization techniques due to its adaptability
and efficiency [69)].

6.2.7. Ant Colony. Ant Colony Optimization (ACO) stands as one of the leading swarm intel-
ligence methods that have been used to solve combinatorial optimization problems. ACO is
inspired by real ants’ foraging behavior, where pheromone trails help communicate and find the
shortest paths to food. Algorithms mimicking ACO use probability to construct solutions, sim-
ilar to how artificial ants traverse paths to food sources. In this process, pheromone levels are
updated based upon the quality of solutions constructed by the ants, thereby reinforcing good
paths. Hence, it fosters an adaptive search process through the slow gain of strength in the
more promising solutions. Over time, a natural balance of explorative behavior and exploitative
behavior is achieved by a straightforward evaporation of pheromones to avoid stagnation but
an intensification of the best solutions. This algorithm has been successfully applied to prob-
lems like the Traveling Salesman problem, scheduling, and network routing. Demonstrating its
effectiveness in dynamic and complex optimization scenarios [70].

6.2.8. Fruit Fly. The Fruit Fly Optimization Algorithm (FOA) is a swarm intelligence-based
optimization technique that simulates the foraging behavior of fruit flies (Drosophila). Fruit flies
have a keen sense of smell and vision, allowing them to locate food sources efficiently. In this
algorithm, individuals in the population represent potential solutions, and these solutions update
their positions in iterative manner in the solution space based on smell-based and vision-based
searches. This algorithm consists of two main phases which are the smell phase, where solutions
are generated based on heuristic search strategies, and the vision phase, where the best solution
found so far is used to guide the next search direction. There are variations of FOA, such as
the Q-learning-enhanced FOA (QFOA), which incorporate reinforcement learning techniques to
dynamically select high-quality neighborhood structures, improving the algorithm’s exploration
and exploitation capabilities. FOA has been successfully applied in various fields, including
scheduling, power load forecasting, and optimization problems [71].
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7. Watermarking Attacks. Digital watermarking embeds information into digital media to
assert ownership, track usage, and ensure content integrity. However, these watermarks can be
vulnerable to attacks that aim to remove or alter the embedded information. Understanding
these attacks is crucial to develop robust watermarking systems. Figure 6 shows classification of
watermarking attacks.
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7.1. Image Processing Attacks. Image processing attacks involve modifications like filtering,
resizing, or color adjustments applied to watermarked images to remove, degrade, or alter the
embedded watermark. They can be divided into:

7.1.1. Image Intensity. Image intensity attacks involve altering the brightness or contrast of
an image to disrupt or remove the embedded watermark. These attacks can be intentional,
aiming to breach copyright or authenticity, or unintentional, caused by standard image processing
operations [72]. Figure 7b shows an intensity attack on an image.

7.1.2. Smoothing. A smoothing attack uses image processing techniques like blurring or aver-
aging to reduce an image’s high-frequency components. This process can diminish or eliminate
the embedded watermark, especially if it’s situated in these high-frequency areas [73]. Figure 7¢
shows an image smoothing attack.

7.1.3. Gamma Attack. A gamma attack is a type of attack that uses gamma correction on a
watermarked image to remove or ruin the embedded watermark. Gamma correction is the
nonlinear operation that changes image luminance (brightness and contrast). Changes in the
gamma value affect how the image looks visually, which makes the watermark less detectable [74].
Figure 7d shows a gamma attack.
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7.1.4. Motion Blur. Another attack type applies a motion blur filter to a watermarked image,
simulating camera movement during capture. This geometric transformation can distort or
completely remove the embedded watermark, making it less detectable [75]. Figure 7e shows a
motion blur attack on an image.

7.1.5. Sharpening. A sharpening attack applies a filter to enhance edges and details in a wa-
termarked image. Sharpening improves visual clarity but also distorts or remove the embedded
watermark [76]. Figure 7f depicts a sharpening attack.

FIGURE 7. Image processing attacks, (a) Original image, (b) Image
intensity, (c) Smoothing, (d) Gamma, (¢) Motion blur, (f) Sharpen-
ing, (g) Histogram equalization, (h) JPEG compression, (i) JPEG
2000 compression, and (j) Filtering.

7.1.6. Histogram Equalization. When histogram equalization applied to watermarked image, it
increases the contrast of an image by distributing its intensity levels more evenly, which may
skew or remove the embedded watermark [77]. Figure 7g shows histogram equalization attack.

7.1.7. JPEG Compression. JPEG is a lossy image compression algorithm that exploits coding
redundancy, inter-pixel redundancy, and psycho-visual redundancy. It applies the DCT to 8x8
pixel blocks, followed by quantization, which suppresses higher frequency components [78]. Fig-
ure 7h shows JPEG Compression attack.

7.1.8. JPEG 2000 Compression. JPEG 2000, based on wavelet transform, was developed to
overcome JPEG’s limitations. Instead of dividing the image into blocks, it applies wavelet-based
encoding, which avoids blocking artifacts [78]. Figure 7i shows JPEG 2000 Compression attack
on an image.
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7.1.9. Filtering Attacks. Filtering attacks apply various filters to a watermarked image to de-
grade or remove the embedded watermark. Filters like averaging, median, and Gaussian are
commonly used for noise reduction and image enhancement. However, when applied to water-
marked images, they unintentionally or maliciously impair the watermark’s integrity [77]. Figure
7j shows Filtering attacks.

7.2. Removal Attacks. Removal attacks aim to completely eliminate the embedded watermark
from an image without degrading the host image’s quality. These attacks are critical because
they directly threaten watermarking’s core goals of protecting IP and verifying authenticity [79].
It is divided into:

7.2.1. Salt and Pepper Noise. Salt and pepper noise introduces random white and black pixels
into an image, resembling grains of salt and pepper. Noise like this can make the watermark less
detectable and affect its integrity. In one study, salt and pepper noise attacks effectively removed
a watermark embedded in a digital image [80]. Figure 8b shows a salt and pepper attack on an
image.

FIGURE 8. Removal attacks: (a) Original image. (b) Salt and pep-
per noise, (c) Gaussian noise, (d) Speckle noise, and (e) Poisson
noise.

7.2.2. Gaussian Noise. Gaussian noise adds random pixel variations following a Gaussian dis-
tribution, which can obscure the watermark and hinder its extraction. Research indicates that
Gaussian noise attacks can degrade watermark quality depending on noise level [81]. Figure 8c
shows a Gaussian Noise attack.

7.2.3. Speckle Noise. Speckle noise is a granular noise produced by interference patterns. This
causes graininess in images and may obscure the watermark. Studies show that speckle noise
attacks affect watermark detection when noise is high [82]. Figure 8d shows a Speckle noise
attack.

7.2.4. Poisson Noise. Poisson noise arises from photon count variations during image capture,
causing pixel intensity fluctuations that can obscure the watermark. Research indicates that
Poisson noise attacks can affect watermark robustness depending on noise characteristics [83].
Figure 8e shows a Poisson Noise attack.
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7.3. Geometric Attacks. Geometric attacks are spatial changes like rotation, scaling, trans-
lation, and cropping. These attacks disrupt the synchronization of the embedded watermark,
making it undetectable and ineffective [84]. Examples of geometric attacks are:

7.3.1. Resize/Scaling Attack. Resizing (scaling) changes the image dimensions and alters the
watermark relative to the image size. This skews or blurs the watermark and makes it less visible.
For example, scaling an image 2 times reduces the watermark by half, making it undetectable.
Figure 9b shows Resizing attack.

7.3.2. Rotation Attack. Rotation involves turning an image around and changing its orientation.
It causes the watermark to be off-center with the host image. This misalignment may prevents
a detection/extraction of the watermark. Figure 9¢ shows Rotation attack.

FIGURE 9. Geometric attacks. (a) Original image. (b) Re-
size/scaling attack. (c) Rotation attack. (d) Clipping/cropping
attack. (e) Translation attack. (f) Shearing attack. (g) Collage
attack. (h) Copy-move attack. (i) Flipping attack.

7.3.3. Clipping/Cropping Attack. Clipping removes parts of the image, such as cropping out a
watermark region. This may cause partial or complete loss of the watermark if the clipped
area contains critical watermark information. Figure 9d shows Clipping/Cropping attack on an
image.

7.3.4. Translation Attack. Translation shifts the image in space and moves the watermark to
a different location. This displacement causes synchronization errors, making the watermark
difficult to detect or extract. Figure 9e shows Translation attack.

7.3.5. Shearing Attack. Shearing slants the image, which can change the look of the watermark.
Such a transformation may make the watermark less recognizable or unrecognizable. Figure 9f
shows Shearing attack.

7.3.6. Collage Attack. In collage attacks, the watermark gets embedded into several images to
create a new image from multiple sources. It confuses detection algorithms and breaks the
watermark integrity. Figure 9¢g shows Collage attack.

7.3.7. Copy-Move Attack. Copy-move attacks involve pasting a region from the same image onto
another location. This results in false positives for watermark detection as the duplicated region
contains parts of the watermark. Figure 9h shows Copy-Move attack.
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(b) (c)

F1GURE 10. Desynchronization attacks: (a) Original image, (b)
Global desynchronization, and (c¢) Local desynchronization.

7.3.8. Flipping Attack. Flipping mirrors horizontally or vertically changes the orientation of the
watermark. Such a transformation causes the watermark to not match detection algorithms.
Which makes it difficult to extract. Figure 9i shows Flipping attack.

7.4. Desynchronization Attacks. Desynchronization attacks disrupt watermark detection by
modifying the spatial or temporal alignment between the embedded watermark and the host
content so that the watermark is not easily detected or extracted [85]. They can be divided into:

7.4.1. Global Desynchronization. Global Desynchronization attack is a type of watermarking
attack where the entire image or video is shifted or altered in a way that disrupts the alignment
of the watermark, making it difficult to detect or extract the watermark accurately. Figure 10b
shows Global Desynchronization attack.

7.4.2. Local Desynchronization. Local Desynchronization attack is a type of watermarking attack
where only specific regions of the image or video are altered or shifted, disrupting the alignment
of the watermark in those localized areas. Figure 10c shows Local Desynchronization attack on
an image.

7.5. Video Specific Attacks. Video watermarking is more complex than image watermarking
due to the additional temporal dimension. Video-specific attacks exploit this dimension by
manipulating frames, motion, or encoding parameters to degrade or remove the watermark [60].
These attacks can be classified into:

7.5.1. Spatial Attacks. Spatial attacks are a type of video-specific attack where modifications are
made to the spatial domain of individual video frames, such as cropping, resizing, or altering
regions, which can disrupt or remove the embedded watermark. Figure 1la shows a spatial
attack on a video.
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FIGURE 11. Video specific attacks: (a) Spatial, and (b) Temporal.
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Ficure 12. DES algorithm.

7.5.2. Temporal Attacks. Temporal attacks are video-specific modifications to the temporal do-
main, such as altering frame sequence, dropping frames, or changing playback speed, which can
disrupt or remove the embedded watermark. Figure 11b shows a temporal attack on a video.

8. Watermarking Scaling Factors. Scaling factors are parameters that adjust the water-
marking system to size or resolution changes, ensuring the watermark remains effective and
detectable [60, 86].

1. Static Scaling Factors: are fixed parameters used in watermarking systems to handle
changes in content size or resolution, ensuring consistent watermarking performance with-
out adjustment during processing .

2. Adaptive Scaling Factors: are dynamic parameters in watermarking that adjust in response
to changes in content size or resolution, optimizing watermark embedding to maintain
effectiveness across different conditions [60,86].

9. Watermarking Embedding Regions. In digital watermarking, embedding regions refer to
specific areas within a digital medium, such as an image, audio, or video file, where a watermark
is inserted. The selection of these regions is crucial, as it directly impacts the watermark’s
imperceptibility and robustness [87].

1. Entropy: Embedding region refers to selecting areas in digital content with high informa-
tion content or randomness for watermark insertion, aiming to enhance robustness while
minimizing impact on content quality.

2. Variance: Embedding region refers to selecting areas in digital content with high variability
or contrast for watermark insertion, aiming to enhance robustness while maintaining visual
quality.

10. Watermarking Encryption Methods. In digital watermarking, encryption methods are
employed to enhance the security and robustness of the embedded watermark. By encrypting
the watermark before embedding it into the host content, unauthorized detection, extraction, or
tampering becomes significantly more challenging.

1. DES: In watermarking, Data Encryption Standard (DES) is a type of symmetric-key en-
cryption, which encrypts watermark data with a secret key so that only authorized users
can see the watermark [88]. Figure 12 shows the process flow of the DES algorithm.
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AES: In watermarking, Advanced Encryption Standard (AES) is a type of symmetric-key
encryption, which encodes watermark data such that only authorized users with the correct
key can access or extract the watermark [88]. Figure 13 shows the process flow of the AES
algorithm.

RSA: RSA (Rivest-Shamir-Adleman) is another type of encryption that utilizes public key
cryptography in order to securely encrypt the watermark information. This ensures that
only the authorized users with access to the private key can decrypt it [88]. Figure 14
shows the process flow of the RSA algorithm.
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FIicUrE 14. RSA algorithm.

Chaotic Encryption: Chaotic encryption is a cryptographic technique that utilizes chaotic
dynamical systems in order to securely transmit information. This technique starts with the
sender generating a binary representation of the plaintext message, which is then encrypted
by constructing data blocks based on the symbolic dynamics of the chaotic systems. The
resulting ciphertext consists of a series of parameters, including thresholds and initial
conditions essential for the decryption process. This approach enhances security by making
it difficult for unauthorized parties to decipher the message without the knowledge of the
specific chaotic system and its parameters, thus providing a robust means of protecting
confidential information [89].

11. Watermarking Loss Functions. In digital watermarking, a loss function is a mathemati-
cal measure used to evaluate the difference between the original and watermarked media, ensuring
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optimal embedding and extraction. It guides the watermarking algorithm in minimizing distor-
tions while maximizing robustness and imperceptibility. Typically, loss functions are designed
to balance fidelity (how closely the watermarked content resembles the original) and robust-
ness (resistance to attacks). Advanced watermarking techniques may also employ adversarial
loss functions in deep learning-based methods to improve resilience against removal attacks. A
well-optimized loss function helps achieve secure and high-quality watermarking by preserving
content integrity while maintaining watermark detectability.

11.1. Pixel-Wise Loss. Pixel-wise loss in watermarking measures the difference between cor-
responding pixels of the original and watermarked images, focusing on preserving pixel-level
fidelity [90].

11.2. Perceptual Loss. Perceptual loss in watermarking evaluates the difference between the
original and watermarked images based on human perception, ensuring the watermarking process
maintains visual quality and consistency [91].

11.3. Adversarial Loss. Adversarial loss in watermarking is used in GAN-based methods to
differentiate between real and watermarked images, encouraging the watermark to be more re-
alistic and less detectable [92].

11.4. Prior Loss. Prior loss in watermarking incorporates additional constraints or knowledge
into the watermarking process to guide the embedding towards more desirable or expected char-
acteristics [93].

12. Watermarking Document Types. In digital watermarking, document type denotes the
medium embedding the watermark. Each type poses distinct challenges and demands specialized
embedding techniques to ensure imperceptibility and robustness. The choice of watermarking
technique depends on the characteristics of the document, with a trade-off between security,
imperceptibility, and robustness against various attacks.

12.1. Image. Image watermarking places a watermark on digital images to protect copyright or
authenticate the image without compromising image quality [94]. Figure 15a shows an example
of an image watermark.

12.2. Video. Video watermarking applies a watermark to video content to protect intellectual
property or authenticate it, and the watermark remains active during the video [95]. Figure 15b
shows an example of a video watermark.

12.3. Audio. Audio watermarking applies a watermark to an audio signal to protect intellec-
tual property or authenticate the signal while maintaining audio quality during embedding [96].
Figure 16 shows an example of an audio watermark.

12.4. Text. Text watermarking puts an authorship or authentication watermark on text, often
with subtle changes to maintain readability [97]. Figure 17 shows an example of a text watermark.

13. Deep-Learning Based Watermarking. Deep learning-based watermarking embeds and
extracts watermarks in digital media such as images and videos using neural networks. Such an
approach makes the watermarking methods more robust, imperceptible, and adaptable compared
to traditional methods. Deep learning-based watermarking is a promising advancement in digital
media, with ongoing research addressing challenges to realize its full potential [98]. Deep Learning
approach in watermarking can be classified as shown in Figure 18.
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FIGURE 15. (a) Image watermark, and (b) Video watermark.
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FIGURE 16. Audio watermark.
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FIGURE 17. Text watermark.
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FIGURE 18. Deep learning-based watermark.

13.1. Architecture. Architecture in deep learning-based watermarking refers to the specific
design and structure of neural networks used for embedding and detecting watermarks, such as
CNNs, GANs, or DNNs. Deep learning-based watermarking techniques can be categorized into
the following architectures:

13.1.1. Deep Neural Networks (DNN). Deep Neural Networks (DNNs) have multiple hidden lay-
ers that model complex data patterns. They are crucial in modern video and image watermark-
ing because they learn robust, imperceptible embedding patterns, allowing watermarks to remain
hidden from humans but detectable by machines even after attacks like compression, cropping,
or noise. Each DNN layer extracts features from low-level edges to high-level video semantics,
improving watermark robustness. However, DNN-based watermarking faces interpretability chal-
lenges, as it’s hard to identify how the watermark is embedded or extracted within the network,
complicating analysis of failures like watermark undetectability after attacks [99]. Figure 19
shows the DNN architecture.

13.1.2. Convolutional Neural Networks (CNN). Convolutional Neural Networks (CNNs) are ar-
tificial neural networks used mainly for image processing and pattern recognition. They are
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widely applied in image and video watermarking due to their ability to learn and extract spa-
tially coherent features, enabling imperceptible and robust watermark embedding against attacks
like compression, rotation, noise, and cropping [100]. Convolutional layers use learnable filters
to detect local patterns such as edges and textures, identifying low perceptual sensitivity regions
for secure watermark embedding. These filters scan the image to create feature maps, guiding
embedding efficiently. Weight sharing allows filters to recognize patterns anywhere, enhancing
robustness. Pooling layers, especially max-pooling, improve resilience to small shifts or dis-
tortions, ensuring watermark detectability after slight content changes. Fully connected layers
finalize embedding or detection decisions by interpreting extracted high-level features. Figure 20
shows the CNN architecture.

13.1.3. Generative Adversarial Networks (GAN). Generative Adversarial Networks (GANs) are
a type of artificial intelligence algorithm designed to address the generative modeling problem.
This type of network is increasingly being used in digital watermarking to enhance both the
robustness and imperceptibility of watermark embedding. GANs address the generative modeling
challenge by learning to create data that mimics a given distribution which in this case, they
create watermarked content that is visually indistinguishable from the original, yet contains
securely embedded information.

In applications such as in watermarking, GANs typically consist of two competing neural net-
works. They are the generator, which embeds the watermark into the original image or video
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content in a way that appears natural, and the discriminator, which attempts to distinguish be-
tween original unwatermarked and watermarked content. This adversarial training setup forms
a zero-sum game, where the generator aims to fool the discriminator by producing increasingly
realistic watermarked outputs. Over time, this process trains the generator to produce water-
marked media that is both perceptually similar to the original and resistant to attacks such
as compression, resizing, or filtering [101]. Figure 21 shows the architecture of a Generative
Adversarial Network.

13.1.4. Invertible Neural Networks (INN). INNs are gaining attention in digital watermarking
due to their unique bijective property, which allows for exact reconstruction of input data. In
watermarking for example, this means that the embedding and extraction processes can be
designed as perfectly reversible transformations which is an ideal scenario for maintaining image
quality while ensuring reliable watermark retrieval. INNs achieve invertibility through specialized
architectural components, such as coupling layers and invertible residual blocks. This ensures
that each transformation that is applied to the data can be analytically or numerically reversed.
This results in highly structured and controllable watermark embedding that offers precise control
over where and how watermark information is embedded within the media [102]. Figure 22 shows
the architecture of an Invertible Neural Network.

13.2. Datasets. Datasets contain digital content like images, videos, audio, or even pure text
that are used to train and test watermarking algorithms for consistency across content. Datasets
are divided into:

Forward (Simulation) X —>Y

Inverse Mapping [Y, 2] > X

FIGURE 22. Invertible neural network architecture.
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13.2.1. Image Datasets. One type of datasets is the image dataset which contains image files that
are designed for specific purposes like training, testing, and evaluating computer vision models.
These datasets usually contain metadata such as labels, annotations, or ground truth masks for
classification, object detection, segmentation, and forensic analysis tasks. Image datasets may
originate from real-world photographs, synthetically generated images, or a mixture thereof,
and are fundamental components of artificial intelligence, image processing, and digital forensics
applications [103-107].

13.2.2. Video Datasets. A video dataset is a structured set of video clips that are used for train-
ing, testing, and evaluating machine learning models for tasks such as action recognition, object
tracking, video segmentation, and forensic analysis. These datasets can often have timestamps,
object bounding boxes, motion trajectories, and ground truth labels for supervised learning.
Video datasets might have real-world recordings, synthetic simulations, or a combination of
both, which plays an extremely important role in computer vision, video analytics, and deep
learning applications [108-112].

13.2.3. Audio Datasets. Audio datasets are collections of audio samples used for embedding, test-
ing, and evaluating audio watermarking techniques. They typically contain speech, music, and
environmental sounds such as audio signals to assess watermarking robustness, imperceptibility,
and security [113-117].

13.2.4. Text Datasets. Textual datasets for watermarking are developed, tested, and evaluated in
natural language processing techniques. These datasets usually contain sentences, paragraphs,
or full documents as input for embedding and detecting hidden patterns or signals without
losing readability or meaning. They study the robustness, imperceptibility, and security of text
watermarking methods against attacks like paraphrasing, synonym substitution, and reordering
[118-122].

Table 3 below, is a summary for datasets examples in each category that was explored in this
sub-section.

13.3. Types. Deep learning-based watermarking is classified into four categories: image, video,
audio, and text watermarking.

13.3.1. Deep Learning-Based Image Watermarking. is a modern approach to embedding and
extracting hidden information (watermarks) within digital images using deep learning models.
Instead of traditional algorithms, it uses the learning capabilities of neural networks to achieve
imperceptibility and robustness against various attacks [123].

13.3.2. Deep Learning-Based Video Watermarking. Deep learning-based video watermarking is
another type that is still in early stages. Its techniques can be classified based on whether they
operate on the original video frames or in the compressed domain. Some methods incorporate
CNNs, GANs, or attention mechanisms to improve robustness against common video-specific
attacks such as frame dropping, compression, and collusion [124].

13.3.3. Deep Learning-Based Audio Watermarking. This is a type deep learning watermarking
that involves embedding imperceptible, identifiable, and traceable watermarks into audio content
using deep neural networks. This technique enhances traditional audio watermarking by improv-
ing robustness against various attacks and maintaining high audio quality. Recent advancements
have focused on leveraging deep learning to achieve better performance in terms of robustness,
capacity, and imperceptibility [125].
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TABLE 3. Summary of Datasets.

Dataset | Category Size Key Metrics Description
ImageNet | Image Over 14M 21K categories o Large visual database organized hierar-
chically for object recognition research.
MS Image 328K 2.5M labeled instances in | @ Object detection, segmentation, and cap-
COCO 91 categories tioning dataset focusing on natural, clut-
tered scenes.
BOSSbase | Image Thousands 512x512 grayscale images | e Standard steganography benchmark with
raw images.
Realistic | Image - Pristine + tampered im- | e Evaluation of tampering localization us-
(Korus) ages from 4 DSLR models | ing PRNU analysis; includes realistic and
synthetic forgeries.
CG-1050 | Image 1050 Tampered images from | e Highlights altered regions; useful for
100 originals training and validating tampering detec-
tion methods.
UCF101 Video 13,320 clips 101 action classes e Real-world action recognition from
YouTube videos.
Kinetics Video - 400 action classes with | @ Large-scale pre-training for spatio-
400+ clips temporal action recognition.
YouTube- | Video 7M videos 4716 classes e Video classification with large, diverse
8M YouTube content.
Somethingt Video 220,847 clips | 174 labels e Fine-grained human-object interaction
Something dataset.
V2
SA-V Video 51K videos 643K segmentation masks | e Spatial-temporal segmentation for open-
world video analysis.
TIMIT- Audio Artificial speech tracks e Benchmark dataset for  deep-
TTS 80K fake/synthetic speech detection.
MUSAN | Audio 109 hours 60h speech, 42h music, 6h | @ Used for voice activity detection (VAD)
noise and music/speech discrimination tasks.
MIR-1K Audio 1,000 clips 4-13 seconds per clip e Used to test source separation, lyric
recognition, and music information re-
trieval.
GTZAN | Audio 1,000 ex- | 30s each, 10 genres e Music genre recognition benchmark
cerpts (known labeling issues).
AudioSet | Audio 1.7M clips 10s each, 632 event classes | @ Hierarchical audio event recognition
dataset.
COCO- Text 173K anno- | 63K images e Scene text detection and recognition in
Text tations natural images.
ICDAR Text 462 images 229 train / 233 test e Standard benchmark for near-horizontal
text detection.
MSRA- Text 500 images 300 train / 200 test o Multi-oriented text detection (Chinese &
TD500 English).
Total- Text 1,550 images | 9,330 annotated text in- | @ Advances robust text detection al-
Text stances gorithms, especially deep learning and
segmentation-based.
20 News- | Text 20 topics e Text classification and mining with vari-
groups 18K docu- ous “bydate” splits.
ments
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13.3.4. Deep Learning-Based Text Watermarking. In this type, deep learning models are em-
ployed to embed and extract hidden information within text data. These models learn subtle
patterns in the text that can be modified to encode a watermark without significantly altering the
text’s readability or meaning. The goal is to create watermarks that are imperceptible to humans
but can be reliably detected by a trained deep learning model, even after various manipulations
or attacks. This approach aims to improve the robustness and capacity of text watermarking
compared to traditional methods [126].

14. Watermarking Evaluation Metrics. The performance metrics of watermarking are used
to evaluate the effectiveness of watermark embedding and extraction processes, balancing key
attributes like imperceptibility, robustness, and capacity. These metrics aid in optimizing wa-
termarking techniques for a variety of applications, and ensures that the watermark meets the
requirements.

These metrics often conflict with one another, which makes it challenging to optimize all
aspects simultaneously. For example, increasing capacity, which is the amount of information
embedded, typically reduces imperceptibility, as adding more data makes the watermark more
noticeable. Similarly, enhancing robustness, which is the watermark’s ability to withstand at-
tacks, may require modifying important parts of the host media, which can also degrade visual
quality. Therefore, balancing these conflicting metrics is crucial in designing effective watermark-
ing systems, and these trade-offs must be carefully considered based on the target application.
Figure 23 shows the classification of performance measures.
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FiGURE 23. Classification of performance metrics.
14.1. Robustness. In this category, performance metrics for watermarking are basically mea-
sures of how well a watermark withstands attacks or distortions that are applied to the water-
marked content. Such attacks may include common image processing operations like compression,
resizing, noise addition, or geometric transformations like rotation and cropping. Robustness is
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essential to ensure the watermark can be detected after manipulations, which is important for
copyright protection and content authentication. In this category, performance metrics are:

14.1.1. Normalized Correlation (NC). NC is a robustness metric that compares the extracted
watermark to the original embedded watermark. It measures extraction accuracy, with values
closer to 1 indicating higher similarity and better quality. NC is used to evaluate robustness
against attacks like compression, noise, or geometric transformations. A high NC value shows the
watermark remains intact after attacks, demonstrating the watermarking method’s effectiveness
[29].

14.1.2. Bit Error Rate (BER). Bit Error Rate (BER) is another robustness performance metric
in digital watermarking that measures the accuracy of the extracted watermark in comparison
to the original embedded watermark. This metric measures the percentage of bits that were
extracted or modified incorrectly because of watermark embedding and possible attacks. A
lower BER indicates better performance, meaning fewer errors and greater watermark resistance
to distortions like noise, compression, or geometric transformations [127].

14.1.3. Bit Correct Rate (BCR). BCR is a robustness performance metric that is utilized for
digital watermarking to measure the accuracy of watermark extraction. This metric counts the
number of bits that were correctly extracted out of the total number of bits in the watermark as
a measure of the watermark robustness and quality after embedding and possible attacks [127].

14.1.4. Normalized Cross Correlation (NCC). NCC is a robustness performance metric in digital
watermarking that compares the original watermark and the watermark that was extracted. This
metric determines how closely the extracted watermark matches that of the original embedded
watermark after possible attacks or distortions have been applied to the watermarked content.
This metric is especially useful for measuring the robustness of a watermarking system under
noise, compression, or geometric attacks [128].

14.1.5. True Positive Rate. True positive rate (TPR), also called sensitivity or recall, is a per-
formance metric that measures the proportion of correctly detected watermarks (true positives)
out of all the possible watermark instances (true positives and false negatives). A higher TPR
means that the watermarking system can identify the watermark under various attacks or dis-
tortions [129].

14.1.6. False Positive Rate (FPR). FPR is a performance metric that measures how likely a
watermark can be detected incorrectly in a content that does not contain one. Basically, it
measures the probability that a watermark detection algorithm recognizes a watermark where
none is embedded. A high FPR means the system frequently misclassifies unwatermarked content
as watermarked, compromising watermarking reliability [130].

14.1.7. False Negative Rate (FNR). FNR is a performance measure that is used to measure the
chance of not detecting an existing watermark in content that is embedded with it. Basically,
it measures the proportion of times the watermark detector shows a watermark without one.
Having a high false-positive rate would indicate that the system frequently misses the watermark
detection [131].

14.1.8. Tamper Detection Rate (TDR). TDR is a performance metric used in digital water-
marking to identify unauthorized changes to the protected content. This metric quantifies the
proportion of tampered regions that were correctly detected by the system to give an idea of its
sensitivity and reliability in detecting content integrity violations [132].
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14.1.9. Accuracy. is a performance measure in digital watermarking where the detection effi-
ciency of watermarks is measured. This metric evaluates the proportion of instances that were
correctly identified (watermarked or not) of the total number of examined instances. A high ac-
curacy indicates that the system distinguishes between content with a watermark and unmarked
content [133].

14.2. Imperceptibility. Imperceptibility is a performance metric that is used in digital wa-
termarking to measure how unnoticeable the embedded watermark is in the host content. An
invisible watermark ensures that the quality and appearance of the original content are preserved
and also virtually unchanged. This is necessary in applications where the original user experi-
ence is important, such as digital images, audio, and video. In this category, performance metrics
include:

14.2.1. Mean Squared Error (MSE). MSE is a performance metric that is used to measure the
imperceptibility of the embedded watermark in digital watermarking. This metric measures
the average squared differences between corresponding pixels in the original and watermarked
images, giving a quantitative evaluation of distortion that is caused by watermarking [134].

14.2.2. Peak to noise Signal (PSNR). PSNR is an imperceptibility performance measure of the
watermark embedded in a host image. The ratio between the maximum possible power of a
signal and the power of corrupting noise is expressed as a function of decibels (dB). Higher
PSNR values suggest better similarity of the watermarked image to the original, which implies
better imperceptibility [135].

14.2.3. Structural similarity index (SSIM). In digital watermarking, the SSIM is a performance
metric used to assess the perceptual similarity between an original image and its watermarked
version. Unlike traditional metrics such as Peak Signal-to-Noise Ratio (PSNR), which focus on
pixel-wise differences, SSIM evaluates changes in structural information, luminance, and contrast
to provide a measure that aligns more closely with human visual perception [136].

14.2.4. Mean structural Similarity index Measurement (MSSIM). In digital watermarking, the
MSSIM is an imperceptibility performance metric that assesses the perceptual similarity of the
original and watermarked images. This metric extends SSIM by evaluating image quality across
multiple scales, offering a more comprehensive measure of image similarity [137].

14.2.5. Root Mean Square Error (RMSE). RMSE is another performance metric that is used to
measure the imperceptibility of the embedded watermark by measuring the average error between
the original image and the watermarked image. It’s calculated by taking the square root of the
average of the squared differences between corresponding pixels in the two images [138].

14.2.6. Visual Information Fidelity (VIF). VIF is a metric in watermarking that measures the
perceptual quality of watermarked images by simply evaluating how well they’'re capable of
preserving the visual information of the original content. While other traditional metrics such
as Mean Squared Error (MSE) or Peak Signal to Noise Ratio (PSNR) may not be sensitive to
human visual system features, VIF considers the human visual system’s sensitivity to image
features [139).
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14.2.7. Universal Quality Index (UQI). In digital watermarking, UQI is a performance metric
used to determine the perceptual quality of images by evaluating three components: luminance
distortion, contrast distortion, and structural distortion. Unlike the more traditional metrics like
Mean Squared Error (MSE) or Peak Signal-to-Noise Ratio (PSNR), which are incompatible with
human visual perception, UQI provides an overall evaluation taking into account these three
factors [140].

14.2.8. Number of Pizels Change Rate (NPCR). In digital image encryption, NPCR is a per-
formance metric that measures the percentage of pixels in an encrypted image that differ from
those in another encrypted image, which was generated by encrypting the same original image
with a slight modification—typically a single pixel change. This metric assesses the sensitivity of
the encryption algorithm to small changes in the plaintext image, which is crucial for evaluating
the algorithm’s robustness against differential attacks [141].

14.2.9. Learned Perceptual Image Patch Similarity (LPIPS). In digital watermarking, LPIPS
is a metric that assessing perceptual similarity between the original and watermarked images.
Unlike traditional metrics like PSNR or SSIM, which measure pixel-wise differences or structural
information, LPIPS uses deep neural network features to assess how similar two images are to a
human observer. It thus provides a more reliable measure of perceptual differences, which cap-
tures high-level semantic discrepancies not captured by standard metrics [142]. LPIPS measures
the perceptual difference between the images.

14.3. Capacity. In digital watermarking, the capacity performance metric means how much
information can be embedded in the host content, such as an image, audio, or video without
compromising quality. This metric is important in applications where large amounts of data have
to be embedded, such as copyright information or authentication codes, without compromising
the perceptual quality of the original content. Performance metrics in this category include:

14.3.1. Bits Per Pizel (BPP). In digital watermarking, BPP is a performance metric which
quantifies the amount of data that are embedded into an image relative to its size. This number
is calculated by dividing the number of watermark bits by the total number of pixels in the image.
This metric is crucial for assessing watermarking capacity, indicating how much information can
be embedded without compromising image quality [143].

14.3.2. Compression Ratio (CR). In digital watermarking, CR is a performance measure of how
efficiently a watermarking algorithm reduces data size. It calculates the ratio between the original
(uncompressed) and watermarked (compressed) sizes of data. The increased compression ratio
implies that the watermarking has reduced the data size for storage and transmission purposes
[144].

14.4. Computational Efficiency. Computational efficiency in digital watermarking basically
refers to how efficiently the watermarking algorithm uses computational resources such as time,
memory, and power during the embedding and extraction processes. It’s critical for real-time,
mobile, or hardware-constrained applications. Performance metrics in this category include:

14.4.1. Ezecution Time. This metric refers to the total duration required to embed and extract
the watermark using the watermark algorithm. It’s used to assess the computational efficiency
of the method. It reflects how quickly the algorithm can perform its operations and is usually
measured in milliseconds or seconds [145].
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The trade-off among Watermarking metrics
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FIGURE 24. Trade-off among watermarking metrics.

14.4.2. Memory Usage. Memory usage is a metric that refers to the amount of memory (typically
RAM) required by a watermarking algorithm during its execution, including both the embedding
and extraction phases. It encompasses the memory needed to store image data, watermark data,
intermediate computations, and any transformation matrices or buffers used in the process [146].

14.4.3. Power Consumption. Power consumption is a metric that refers to the amount of electri-
cal energy used by a watermarking system or algorithm during its execution, particularly during
the embedding and extraction processes. This metric is typically measured in watts (W) or joules
(J) over time and is an important metric for evaluating the energy efficiency of the algorithm.
It’s critical in mobile, battery-powered, and embedded devices, where energy resources are lim-
ited [147]. Achieving a balance between these metrics (robustness, imperceptibility, capacity,
and computational efficiency) in digital watermarking is important because each metric serves a
different core function. And these functions often conflict with one another. Figure 24 shows a
general trade-off among these watermarking metrics.

15. Challenges. Despite the significant advancements in digital watermarking, there are still
many challenges that hinder its progress and efficiency. This section will address some of these
challenges:

1. Balance Between Robustness and Imperceptibility: Balancing watermark resilience to at-
tacks with maintaining content quality remains a challenge. For example, Adobe’s open-
source TrustMark watermarking system offers tunable strength levels. Its default “Quality”
model is described as providing a “good trade-off between robustness and imperceptibil-
ity”. Adjusting the embedding strength highlights the trade-off: increasing it (e.g., to 1.5)
improves robustness against distortions but causes visible “ripple” artifacts, while lowering
it enhances visual quality but reduces robustness.

2. Resistance to Complex Attacks: Watermarking systems are increasingly vulnerable to
advanced attack types like desynchronization, and deepfake-based manipulations. Thus,
developing robust schemes resistant to both traditional and novel attacks is crucial and
challenging. For example, Zhao et al. showed in their NeurIPS paper [148] that hidden
pixel-level watermarks in images are highly vulnerable to Al-based attacks. They first
corrupted an image with noise, then used a diffusion model to “regenerate” it, removing
98% of the watermark in the state-of-the-art RivaGAN scheme while maintaining high
image quality. In other words, a sophisticated generative (deepfake-style) process can
almost completely erase the watermark [148].
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3. Computational Complexity: Many watermarking algorithms, especially deep learning or
hybrid ones, demand significant computational resources, limiting their practicality for
real-time or resource-constrained environments. For example, Ye et al. [149] found that
replacing 2D convolutions with 3D convolutions in video watermarking, to handle temporal
data, caused a significant increase in computational cost. Training or embedding with large
neural networks is similarly costly and such schemes need non-trivial resources [149).

4. Dynamic Content Adaptation: Multimedia content is often subject to editing, compression,
or format changes. Adapting watermarking schemes to be content-aware and dynamically
reconfigurable poses another layer of complexity. Zhang et al. [150] note that even subtle
Al-powered edits can destroy embedded marks. They report that “watermark corruption
after editing is primarily caused by VAE compression” when an image is auto-reencoded,
so they explicitly train for global editing robustness. In practice, this means a water-
mark invisible in the original may disappear after standard processing like social-media
recompression or format conversion [150].

5. Interpretability in Deep Learning-Based Approaches: While deep learning has shown
promise, the “black box” nature of neural networks complicates the understanding and
debugging of watermarking behavior, especially during extraction and error analysis. For
example, Xue et al. [151] explicitly state that prior DNN watermarking techniques “need
to modify the model and lack interpretability”. The need for an “interpretable” method
shows that without it, it’s unclear what features carry the watermark. Most DL watermark
schemes act as black boxes, highlighting the interpretability challenge [151].

6. Standardization Issues: The lack of universal standards for watermarking techniques, met-
rics, and testing leads to inconsistent evaluation and deployment. As early as 1999, Kutter
& Petitcolas pointed out that a number of papers on “robust” digital watermarking sys-
tems have been presented but “none of them uses the same robustness criteria”. They
wrote that papers used different measurement methods, making comparison “not practical
at all and slows down progress” [152]. This fragmentation persists, prompting efforts like
the WAVES benchmark, which aims to “overcome the limitations of current evaluation
methods” through a unified protocol and robustness metrics. The need for WAVES itself
illustrates the prior lack of agreed-upon benchmarks or metrics in watermarking.

16. Conclusion. This literature review has explored the concepts, classifications, methodolo-
gies, and advancements in the field of digital watermarking. From traditional spatial and trans-
form domains to advanced deep learning-based techniques. The review highlighted the evolving
landscape of watermarking solutions that are tailored to meet the growing digital security needs.
Additionally, optimization techniques, attack resistance strategies, and performance metrics were
examined to provide a thorough understanding of the current systems. A particular focus was
placed on the integration of deep learning in this field, especially of CNNs and GANSs, which has
pushed the boundaries of watermarking in terms of imperceptibility and robustness. Further-
more, the paper outlined the core challenges such as computational cost, attack resilience, and
interpretability that continue to shape future research directions. By addressing these challenges
and improving scalability, standardization, and computational costs, digital watermarking can
serve as a cornerstone technology for safeguarding digital media in an increasingly interconnected
and data-driven world. Ultimately, this paper served as an essential resource for understanding
watermarking aspects and serves as a guiding resource for researchers, developers, and practi-
tioners that aim to design more secure, efficient, and intelligent watermarking frameworks.
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