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ABSTRACT. The multiplication is one of the most time-consuming and hardware-consuming
operations in finite field for the applications of elliptic curve cryptography. In this pa-
per, in order to reduce the complexities of multiplication, a new polynomial basis is pro-
posed, which is generated by the irreducible trinomial and called modified polynomial basis
(MPB). The modified polynomial basis multiplication can be transformed into the matriz-
vector form. The obtained matriz satisfies the properties of Toeplitz matriz. According
to the properties of Toeplitz matriz, a digit-serial multiplier over GF(2™) by irreducible
trinomials is presented. From theoretical analysis, the proposed multiplier involves lower
area complexity, less energy consumption than the other existing digit-serial multipliers.
Keywords: Elliptic curve cryptography; Irreducible trinomial; Toeplitz matrix

1. Introduction. The elliptic curve cryptography (ECC) algorithm has become a pop-
ular research field. Compared with other encryption algorithms, ECC has the advantages
of short key at the same security conditions. The ECC algorithm contains a large number
of arithmetic operations, such as point multiplication, point addition and multiples point.
These operations are repeatedly achieved by the basic operations of addition, multiplica-
tion, inversion in large prime field GF(p) or binary extension field GF(2™). Addition can
be easily performed by 2-input XOR gate; inversion can be performed by repeating multi-
plication. Multiplication is a high frequency and high resource-cost operation. Therefore
high-performance and low-latency multiplication design and implementation is essential,
especially, in resource-constrained environments.

There is no carry-propagation in GF(2™) compared with G F(p), so it is more conducive
to the realization of modern digital. There are 2™ elements in the finite field GF(2™),
and each element can be represented by a bit string of length m. The representation of
elements is generally based on three basis, named as polynomial basis (PB), normal basis
(NB) and Dual Basis (DB). According to polynomial basis representation, multiplication
involves two steps : school multiplication and reduction by F(z), where F'(z) is an irre-
ducible polynomial. In order to reduce the computational complexity, F'(z) with a low
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number of nonzero term is a best choice. F(z) is generally trinomial or pentanomial [1],
where trinomial, do not exist for all degree m, it is conjectured that irreducible pentanomi-
als exist for any degree m > 4 [2]. In addition to the trinomial and pentanomial, there
are many variants. Many multipliers based on polynomial basis or it’s variants have been
studied in [3, 4, 5]. Itoh and Tsujii [3] based on all one polynomial (AOP) and equally
spaced polynomial (ESP) designed two low-complexity multipliers in GF'(2™). In [5, 6],
time/area-efficient implementation based on shifted polynomial basis (SPB) have been
introduced and in [7] previous multiplication results in [5] was optimizied. Parallel Poly-
nomial Multiplication in GF(2™) for all degree m based on Generalized polynomial basis
(GPB) was proposed in [8]. Recently, in [9] demonstrated that the SPB is a special class
of GPB, hence SPB and GPB multiplication can be classified as one class. The design and
implementing approaches of multiplication algorithm in GF'(2™) are broadly divided into
two categories: Karatsuba algorithm (KA) and Toeplitz matrix-vector product (TMVP).
The algorithms extended by the KA algorithm have (b,2)-way KA, (a,b)-way KA etc.
The algorithms derivative by TMVP have two-way TMVP, TMVP block recombination
(TMVPBR). The proposed multipliers architecture can be divided into three structures
[10, 11, 12, 13]: (1) bit-serial,with O(m) area complexity but has large computation time
[14]. (2) bit-parallel, with O(m?) area complexity but has less computation time [12]. (3)
digit-serial, used to balance time and area complexities [15, 16].

In this paper, a new polynomial basis, which is called MPB, is proposed by transforming
the polynomial basis in GF(2™). Based on MPB representation, MPB multiplication can
be transform into Toeplitz matrix-vector product. According to the properties of Toeplitz,
we proposed a digit-serial architecture to achieve low-space complexity multiplier.

The organized of this paper is as follows. Section 2 simply introduces polynomial
basis multiplication and two-way TMVP. In section 3, we define a new polynomial basis
MPB, then deduced the general formula of two element of MPB multiplication. Section
4 transforms MPB multiplication into Toeplitz matrix vector product. According to the
properties of Toeplitz, we propose a digit-serial architecture and analyze its complexity,
In section 5, we compare complexity of our proposed multiplier with the existing other
digit-serial multipliers, the summary of this paper is given in Section 6.

2. Mathematical Background. In this section, we briefly review the polynomial basis
multiplication over GF(2™) and the two-way TMVP algorithm.

2.1. PB multiplication. The binary extension field GF(2™) can be view as the m di-
mension vector over GF'(2) . All field element can be represented by the m dimension vec-
tor. The ordered set N = {1,z,22, --- , 2™ '} is called the polynomial basis in GF(2™),
then the filed element A can be represented as A = ag + a1z + - -+ + @m_12™ *, where
a;e{0,1},0 <i<m—1.

In GF(2™), field elements are generated by an irreducible polynomial F(z) = 2™ +
Z?:Ol fiz', where f;e{0,1}. In order to reduce the complexity of PB multiplication ,
F(z) with a low number of nonzero term is a best choice. F(z) is generally trinomial
or pentanomial, where trinomial, do not exist for all degree m, it is conjectured that
irreducible pentanomials exist for any degree m > 4. Let A(z) = S ' aia?, B(z) =
S hiat are two elements in GF(2™) and the polynomial basis multiplication represent
as C'(z) = AB mod F(zx), which can be carried out by two steps:

(1) School multiplication

—_

m 2m—2

T=AB=() ajxj)<z_ bpat) = Yt (1)

j=0 =0
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where t; = Zj+k:i ajbg, for 0 < j.k <mand 0 <i<2m — 2.
(2) Reduction
m—1
C=T mod F(z) = Z cx'. (2)
i=0
Recently, a kind of low-latency digit serial multiplication methods proposed, such as,
Lee et al. [9], have presented a digit-serial and scalable SPB/GPB multiplier with low-
space complexity using (b,2) - way KA decomposition. In 2015, Lee et al. [17] have
used Toeplitz Matrix-Vector Product Decomposition achieved efficient subquadratic space
Complexity multiplier for All Trinomials. Liu et al. [18] based on Karatsuba algorithm
proposed a efficient digit-serial multiplier in GF(2™).

2.2. Two-way TMVP. Let T be a n x n Toepltiz matrix, V be a n x 1 column vector,
where n = 2¥. TV can be called as a TMVP. T can be split into (Ty, 11, T3), where Ty, T}
and T5 are (%) x (5) Toeplitz matrices and V' can be split into (Vp, V1) , where Vj and V}

are (5) x 1 column vector. A n x n Toeplitz matrix is determined by (2n — 1) elements

of the first row and the first column. The product of 7" and V' can be written as:

[ T o
V= Bzﬂ[my

_ [ (T +T)Vi+ Ti(Vo + V)
(M +To)Vo+Tv(Vo+W1) |7

_ [P+ P
P+ PR

where Py = (To + T1)Vi, PL = (Ty + T2)Vy and Py, = T1(Vo + V). The Toeplitz matrix-
vector product TV is decomposed in to three partial products Py, P, and P, where F,
Py and P, are (%) x 1 sizes TMVP.

We assume #XOR, #AND respectively represent the number of XOR gates, AND
gates. T, Tx respectively instead of the delay of AND gate, XOR gate. According to
[19], the complexities of two-way TMVP can represented as:

H#AND = nlos23,
LXOR = 550183 _ 6n, 4+ 0.5, (3)
D =Ty + (2logyn)Tx.

3. Modified Polynomial Basis Multiplication. Let N = {1,z,--- ,2™} be a poly-
nomial basis of GF(2™), F(z) = 2™+ 2™ +1 be a irreducible trinomial to generate all the
elements, where n < m. From (1) and (2), F(x) is used to reduce the degree of t;z" for
m < i < 2m — 2. In the reduction of 2™, ™" ... 2?2 we can find some of elements
can be reused, based on the observing, we defined a new polynomial basis.

Definition 3.1. Let N = {1,x,--- ,2™} be a polynomial basis in GF(2™), F(x) = 2™ +
2" + 1, where n < m, be the irreducible trinomial. A new basis is given to instead of the
PB N, which is called as modified polynomial basis (MPB), denoted as N'. The MPB N’
can be expressed as:

N/ _ {BO?BM' o aﬁk—laﬁka' o aﬁm—l}v n >
{70,717"' y Yn—15Tny " 77771—1}7 n <

(4)

NIERSIE
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4 {xi+xi+n, 0<i<k —1

where kK =m —n and

) ()

x, 1>k
a4 0<i<n — 1
Yi = m—n . (6)
T n<i<m-—1

)

Lemma 3.1. According to deﬁmtzon 3.1, we can obtain following lemma. Let A be a
element of PB, denoted as A =7"", Yzt Using MPB, A can be expressed as:

A:{Zz Oalﬁl_‘_zznazz nﬁz; n >

apYo + Y imy Gm—ii + Zi:mfnJrl A(m—i)(2m—i—n)Vi; N <

(7)

NIERSIE

where a;(i—n) = a; + Gi—n, AQm—i)@m—i—n) = Am—i) + A2m—i—n)-

Let A and B be two elements of PB in GF'(2™). Based on the new MPB representation,
we consider the multiplication C' = AB.

(a) n>m/2

The product of A and B can be written as:

AB =byA+ -+ bkflekil + bkA:L'k 4+t bm,lemfl (8)
According to (5) we can obtain:
Bitv1 0<i<k — 2
=k —1
Bit1 kgzgm -2
Bo i=m-—1

we assume that A9 = Azd, A0 = S 1Y 6 0 < j < m —1. According to (7) and
(9), A© can be written as:

n—1 m—1
A0 = A = Z a;B3; + Z a(i—nyii, (10)
i=0 i=n

According to (9) and (10), AUV for 0 < j < m — 2 can be written as:
AU+ — 0 40)

klmlﬁo—i_zaz lﬁl+zazn1 2 (11>

i=n—+1

_ (4) _ ) (4) () _ (4)
= Qimn) T Qi Q% 1) m1) = k1) T Cim1)> U on1y-1) = Yion—1) T A1y

According to the above formula (11) we can conclude that the coefficients of AU+
is obtained by cycle right shift k-bit and one XOR gates from AV where A® = A,
0<j<m-—2, when n>m/2 and m —n = k.

(b) n < m/2

The product of A and B can be written as:

where a(;_p);

AB = byA + b Az + - -
+ -+ bm_lem—l

-+ bkflAQZkil -+ bkASL’k (12)
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According to (6) we can obtain:

Ym—1 =0
i— 1<i<n
T = i . (13)
Yo-1tVm-1 =71
Yi—1 n<it<m

we assume that AU = Az, AD) = S 1 a( vi, 0 < j < m —1. According to (9) and
(13), A® can be written as:

A( ) = = apYo + Z Am—i%i + Z (m—i)(2m—i—n)Vi» (14)

i=m—n+1

According to (14) and (13), A(J+1 for 0 <7 <m — 2 can be written as:

AGH) —  40)

= 2

_ 1 m—2
ai,i),n,i%+ Z aﬁfiﬂ 1) (@2m—i—n) i (15)
=0

i=m—n

n—

+ a(()J(in n)(2m— 2n)7m I

Based on the above formula (15) we can conclude that the coefficients of AUTY is
obtained by cycle left shift k-bit and one XOR gates from AV, AQ = A 0<j<m—2,
when n <m/2and m —n ==k

According to the above analysis, we can obtain following summary: the modified poly-
nomial basis multiplication can be transformed into the matrix-vector form. The obtained
matrix satisfies the properties of Toeplitz matrix. Therefore we can use two-way TMVP
perform MPB multiplication.

4. Proposed Multiplier Based On MPB.

4.1. Digit Serial Architecture. According to MPB, the product of A and B can be
permed by a Toeplitz matrix-vector product as:

b1 -+ tom—3 tom—2 Vg
C=TV =
tl te tm—l tm Umn—2
to -t tpmo Um—1

where 7" is an m x m Toeplitz matrix and V' is an m x 1 column vector.
Let m = kd, d is the digit size, T and V are divide into k parts:

[ Tyer T - Top—s Topo
Tio Tho1 -+ Top—a Top_3
T = : : - : : and
T T D T Ty
| 1o Ty - Thp—o Tpoq |
V=[V% Vi - Vi ],

where T} is d x d size and V; is d x 1 size. then C' =TV can be written as:
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T A Vo+ T Vi + -+ TopoVia

T'Wo+1ToVi+ -+ T Vi
ToVo +ThiVi + -+ T 1 Vi

[ T 1 Vo—1) + TiVig—1) + -+ Tho1eoe—2Vi1

TWor +TvaVi+ -+ T Vige—2) + TiVige—1)
Torke—1Vo+T1Vor + - + + 11 Vor—1)

[ Pok—1) + Prk—1) + -+ Pr—2)(k—1) + Pr—1

' (16)
Por + P14+ Die—2) T Pie-1)
i Do + Po1 + -+ + Po(k—2) T Do(k—1)

where T}, = Z;J:f—lTj andi<k—1,V,;=Vi+Viandi<j<k—1,p =Tik1+Vi
and i <k—1,p; =T1;Vijandi <j <k-—1

Due to the symmetry of (16), we just need to compute @ multiplication, The Figure
4.1 shows the proposed MPB multiplier architecture. Figure 4.1 contains four parts,
respectively T Generator, V Generator, TMVP Multiplier and Reconsyrction. Multiplier
architecture involves nine components (S, S, Sa, S3, Sy, P, ACC1, ADD, ACC2). Next,
we introduce the function of each component and estimate the complexities of these
component. The space complexity of multiplier is expressed by the number of 2-input
XOR gate, 2-input AND gate and 2-input MUX gate. The number of 2-input XOR
gates, 2-input AND gates and 2-input MUX respectively expressed as #XOR, #AND
and #MUX. The time complexity of multiplier is expressed by the delay of 2-input XOR
gate, 2-input AND gate and 2-input MUX gate. T, T'x, Thux respectively instead of the
delay of 2-input AND gate, 2-input XOR gate and 2-input MUX gate.

(a) T Generator: Includes Sy, ACC1, S; components. These three components are
used to generate the entire T sequence {Tog_1, "+, Th_1~on_2tand {11, -, Top_3}. T
consists two parts,Sy and ACC1 are selected from the input set {7y, T}, - Tor—2} to
accumulate produce the first part {Tog—1, -, Tk—1~2t—2}, then Sifrom the inputs set
{Ti~;, T, - - Tor_3} generate the whole T" sequence, where T;.; = Z;J:f*l T, i < k—1.
The input of Sy is {To, 11, - - Tor_2}, where T; for i < 2k — 2 is d x d size. The output
of Sy is T, for ;i < 2k — 2. So the complexities of Sy are (2k — 2)(2d — 1) MUX and
delay is [loga(2k — 2)|Tyyx. ACCI accumulation unit consists of (2d — 1) XOR gates to
compute addition of d x d size T; for i < 2k — 2, and delay is T,. S requires 2k —3 MUX
when output T;,7 < 2k — 2 from 2k — 2 inputs. The same like Sy, the complexities are
(2k — 3)(2d — 1) MUX and the delay is [loga(2k — 3) | Tyux.

(b) V Generator: Consist of S3,53, ADD components. The three components are used
to generate the V sequence {Vp, -+, Vi_1} and {Vir, -+, Vig—2)(k—1) }corresponding to the
T sequence. Sy and Sj respectively generate sequences {Vp, -+, Vi_o} and {V}, -+ | Vi_1}
from input set {Vp, -+ ,Vi_1}, ADD component add the output sequence of Spand S,
produce whole V' sequence. S,,53 are output a d x 1 size V;,7 < k — 1 from thek — 1
inputs. Hence the complexities are (k — 2)d MUX , delay is [loga(k — 2)]Tynux. ADD
achieve the addition of d x 1size V;, therefore the complexities of ADD are d XOR gates
and T} delay.
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(¢) TMVP Multiplier: P component performs the product of the outputs of (a) and
(b), denoted as p; for i = 0,--- ,k — 1 or p;; for 0 < i < j < k — 1. According to
(3) so the complexities are d'°2*AND gates, %dl"gﬁ — 6d + % XOR gates and delay is
TA + 2|_l092d]TX

(d) Reconstruction: S; and ACC2 reconstruct the result of C' by using the output of
P components. Sy extend p; or p;; from d size to m size; ACC2 is an accumulator. The
complexities are m AND gates, m XOR gates and delay is T + T,.

Here, we analysis the complexity of the each component of figure 4.1, Table 1 lists the
number of logical gates required and required delay for each component.

Lol [ o] [ B
T Generator | |
o= MUX v v | | v | v,
! V Generator
E \L \‘/ ;
ACCl Sza MUX || MUX K-ss
S1i—=> MUX

TMVP

(5.

AND
Reconstructioﬁ
ACC2
C

FIGURE 1. Architecture of proposed MPB multiplier

TABLE 1. Complexities of each component of proposed MPB

’ components H #AND \ #XOR \ #MUX \ Delay ‘

S() - - (2]{5 - 2)(2d - 1) |7l0g2(2k? — 2)—|TMUX

ACC1 - (2d —1) - Tx
Sl - - (2/{3 - 3)<2d - 1) HOQQ(Qk’ - 3>—|TMUX
S : - (k—2)d [loga(k — 2) | Thux
S3 - - (k—2)d [loga(k — 2)| Tmux

ADD d - Tx
P doe2? | LLdloed — 6d + 1 - Ta + 2[logad|Tx
54 m - - TA

ACCQ m - TX

The product of A and B can be performed by a Toeplitz matrix-vector product C' =TV,
where T is an m x m Toeplitz matrix and V' is an m x 1 column vector. To illustrate the
multiplexer control table | let m = kd, k = 4 as a example, T" and V are divide into k
segmentation and C' = TV can be written as:
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T3 Ty 15 Ts V3
T, T3 Ty Ts Vo
T, 13 T Vi
Ty T 1o T3 Vo

T3Voz + TyVis + T5Vaz + T36 V3
T5Voe + T3Vio + TosVo + T5Vas3
TiVor +T1uaVi + 13Vig + T4 Vi
| To~sVo + 11 Vor + ToVoo + T3Vos

DPo3 + P13 + P23 + D3

_ Po2 + P12 + P2 + P23 (17)
Po1 + P1 + P12 + P13

| Po + Po1 + Po2 + Po3

where the size of T} is d x d , the size of V; is d x 1.

From (17), we can find that the product C includes ten partial products: py = Ty3Vb,
p1 = T1aV1, p2 = TousVa, p3 = T36V3, po1 = T1Vo1, po2 = T2Vo, poz = T3Vo3, p12 = T3V1a,
p13 = T4 Vi3, pog = T5Vo3. Next lists generated sequences and complexity analysis for MUX
component in the figure 4.1.

(a) T Generator: Spand ACC1 generate the sequence {Ty~3, T1~4, To~5, T3~} from the
input set Ty, - -+, Tg, required 6 MUX and 2d—1 XOR gates. S generate entire T' sequence
{T()Ng, T1N4, T2N5, T3N6} and {T17 TQ, T3, T4, T5} needs 5 MUX.

(b) V Generator: Sy and S; respectively produce the sequence {Vy, Vi, Va} and {V4, Vs, V3}
and ADD add the two sequences generate {Vj, Vi, Vo, V3} and {Vy1, Voo, Vos, Via, Vis, Vas}.
Therefore S5 and S3 required 2 MUX and ADD needs d XOR gates.

(c) TMVP Multiplication: product the ten partial products pg, p1, p2, Ps, Po1, Po2, Po3s P12, P13, D23-

(d) Reconstruction: reconstruct the m size C.

Table 2 lists four control vector for Sy, 51,52, S3to be used to determine the partial
products during each cycle. for example, Sy generate the Ty and Sigenerate the Ty3
when ¢ = 4.

TV =

5. Comparison. Recently, various digit-serial multipliers have been proposed in [9],
[20],and [21]. In [9], Lee et al. have presented a (b,2) - way KA decomposition to achieve
digit-serial multiplier with low-space complexity multiplier. Talapatra et al. [21] have
used the TMVP scheme to develop an efficient digit-serial systolic Montgomery multi-
plier for trinomials polynomials. Pan et al. [20], have used double basis multiplication
which combines the polynomial basis and the modified polynomial basis to develop a
new efficient digit-serial systolic multiplier. In this paper, we use modified polynomial
basis develop a low-space complextiy digit-serial multiplier for trinomial. Table 3 lists
the comparison results of our proposed multiplier and the existing digit-serial multipliers
proposed in [20], [21]. It can be seen from the table 4 that the architecture we design is
larger than the other two existing multiplier in the latency cycle, but in the number of
logical gates be less than [21, 20].

In order to make the results more close to the actual implementation, we using the
standard Nan-gate Open Cell Library_typical obtained the ASIC synthesis results to
compares performance and complexities of the proposed multipier with the other two
multipliers, presented in Talapatra et al.[21] and Jeng-Shyang-Pan et al. [20]. We choose
the F(z) = 219 4+ 2% + 1 as the irreducible trinomial. The comparision of latency, area,
power and total-time of synthesis tabulated in Tables 4.
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TABLE 2. Four Control Tables. (a) Sy control table; (b) Sy control table;
(c) Sy and S5 control table; (d) Sy control table

(a)So
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TABLE 3. Comparisons of Various Digit-Serial Multipliers over GF'(2™)

| Multipliers | Talapatra et al[21] |  Pan et al[20] | Proposed Figure 4.1
Architecture Digit-Serial Digit-Serial Digit-Serial
Basis Montgomery DB PB
Polynomial type Trinomial Trinomial Trinomial
#AND kd> k3 Py m+ Py
#XOR kd® + 2d m+k:Py+d+ Py m—4d+ 4P —1
#MUX 2kd — 10m — 4k — 14d + 5
Latency 2k 2k2 ’”CQT*’“
Critical path delay || T4 + BT + Tvux (2+ BT, 2Ty + (24 2FPs)T, + PioTymux

Note: P, = d°3, Py = k(2.5d"°9% — 3d + 0.5) + 9% — d , P, = k(2d"%® — 2d),
P5 = ]{7le923, Pﬁ = lOggd, P7 = [1092(2]{5 — 2)-‘,
sz [ZOQQ(Qk—S)-‘7P9:2d+P3+P57P10:P7+P8

Proposed multiplier is based on the 2-way TMVP structure and we have considered
five different segmentation number k, i.e., 2, 4, 6, 8, and 10, for synthesizing and both
multipliers [21, 20], are also synthesized for the same segmentation number k. The cor-

responding digit-sizes d = 7' of the three multipliers are same, i.e., 205,103,69,52, and
41. We note that choosing the same k£ and d will have a consistent comparison for all
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multipliers. In table 4, the area of our proposed MPB multiplication architecture is lower
than other multipliers under the same digit-size over GF(2%). comparably, as seen in
Table. The proposed architecture area - saving about 72.9% — 81.7% compared to the
multiplier [21] and area - saving about 61.1% — 86.6% compared to the multiplier [20]

when k = 2,4,6,8, 10.

TABLE 4. The Comparison of Latency cycles, Area [um?| , Power
[WW/GHz] and Total-time [ns x cycles] for the Previously-Presented Mul-
tiplier Architectures over GF(21%9) for Different Digit-Sizes d

k 2 4 6 8 10
d-size 205 103 69 52 41
Latency 4 8 12 16 20
Talapatra et al[21] Area 225,750 | 114,740 | 77,748 | 59,256 | 46,372
Power 631,270 | 320,100 | 216,390 | 164,550 | 128,460
Total-time || 3.84 7.68 11.52 15.36 19.20
Latency 2v/2 4 21/6 44/2 24/10
Pan et al.[20) Area 124,010 | 103,080 | 94,086 | 88,734 | 82,428
Power 302,120 | 253,250 | 232,180 | 219,630 | 204,510
Total-time || 0.91 1.28 1.57 1.81 2.02
Latency 3 10 21 36 55
Proposed Figure 4.1 Area 47473 | 20,657 | 14,618 | 12,277 | 10,871
Power 114,580 | 47,611 | 32,331 | 26,334 | 22,799
Total-time || 2.88 9.6 20.16 34.56 52.80

6. Conclusions. In this paper, we have proposed a novel low-space complexity digit-
serial multiplier architecture for modified polynomial basis multiplication over GF'(2™).
The proposed new basis MPB is generated by irreducible trinomial F'(x) = 2™ + 2" + 1

when m and n satisfies n > % or n < 7. The MPB multiplication can transform into

Toeplitz matrix-vector product. According to the property of Toeplitz we proposed a digit-
serial architecture. In section 4 and Table 1, we have provided a theoritical analysis of
the complexities of architecture component, including Sy, Si, Sa, S3, S4, P, ACC1, ADD,
ACC2. The proposed multiplier architecture involves significantly lower area complexity,
less energy consumption than the other existing digit-serial multipliers.
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