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ABSTRACT. Due to the low efficiency of original proxy re-encryption scheme, we pro-
pose a proxy re-encryption scheme based on elliptic curve group. Under the compu-
tational Diffie-Hellman problem, we demonstrate the new scheme satisfying indistin-
guishable against adaptively chosen-ciphertext attacks in random oracle model. Proxy
re-encryption scheme based on elliptic curve group does not need to calculate bilinear
pairings. Finally, we give security analysis and make comparison to other schemes to
verify the performance of our scheme.

Keywords: Proxy re-encryption, Elliptic curve group, Adaptively chosen-ciphertext
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1. Introduction. Cloud computing[1-2] is a hot topic in recent years, its aim is to inte-
grate multiple computational entities with low costs into a perfect system. This system
is composed of management of virtual computing, distributed file system, resource sched-
uling management and safety management control. Building high scalability, large scale,
high availability and low cost cloud computing platform has become the direction of the
current informatization construction. As the most widely used the cloud computing, cloud
storage brings convenience to the users, it also has created the problem of data ownership
and management separation at the same time. When a user uses the cloud computing
environment, it needs to store the data into cloud and rely on the cloud service provider
to process data, which makes the data separate from the user’s control[3-4]. Due to
privacy sensitive information in user data, so it needs proper mechanism to prevent the
data in the cloud from unauthorized access. Ciphertext access control[5] is an important
method to realize user data confidentiality and access control, this method requires that
data are encrypted and stored in the cloud. In order to solve the problem of encrypted
data distributing or sharing, some ciphertext access control methods use key distribution
way, namely the data owner will send encrypted data to authorized users. In this case,
it uses different keys to encrypt data for different access control units, obviously which
can cause data repeated encryption and waste a lot of computation and storage resources.
Another solution requires that the data owner retrieves encrypted data from cloud. After
decrypting the data, it uses the public key of authorized users to re-encrypt data and
sends it to authorized users. Obviously this will bring serious computation and commu-
nication overhead to the data owner, so it reduces the overall system efficiency. In cloud
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computing environment, therefore, how to realize the efficient sharing of the encrypted
data is a problem.

Proxy re-encryption technology|[6-7] can effectively solve the problem of encrypted data
sharing in cloud computing environment. Data owner will send the encryption key of
specify users to the cloud provider, cloud provider will transfer data ciphertext stored in
the cloud as data ciphertext of specified users, then the specified user uses his own private
key to decrypt the re-encryption ciphertext. In recent years, the proxy re-encryption
method is subsequently proposed. Also there are many proxy re-encryption schemes
based on elliptic curve group.

Zhou[8] proposed a new proxy re-encryption pattern, referred to as an identity-based
proxy re-encryption version 2. It allowed an authorized proxy to convert a ciphertext
of an identity-based broadcast encryption scheme into a ciphertext of an identity-based
encryption scheme. Deepa[9] described a key generation mechanism using Elliptic Curves.
The generated key could be used as a symmetric key. The key was constituted by the
contribution from all the legitimate users so that the revocation mechanism could be
simplified, but at the expense of communication overhead. Chavan[10] presented a new
intermediary proxy re-encryption technique. He foresaw that quick and secure reencryp-
tion would turn out to be progressively famous as a technique for overseeing scrambled
document frameworks and he displayed new re-encryption conspires that understood a
more grounded thought of security, and for adding access control to a protected record
system. NU Amin[11] designed and analyzed a proxy promised signcrypion scheme based
on elliptic curve cryptosystem. However, these proxy re-encryption schemes depend on
bilinear pairings computation, so they have a low efficiency.

So we propose a proxy re-encryption scheme based on elliptic curve group without
calculating bilinear pairings. The new system scenario includes eight polynomial time
algorithms. We use two adversary games to explain its security model. Under the com-
putational Diffie-Hellman problem, we demonstrate the new scheme satisfying indistin-
guishable against adaptively chosen-ciphertext attacks in random oracle model. We also
make comparisons with other latest proxy re-encryption schemes. The followings are the
structures of this paper. In section2, we give some preliminaries. Section3 detailed intro-
duces the new scheme. We give the security analysis in section4. There is a conclusion in
sectiond.

2. Preliminaries.

2.1. Ellipse curve. In this paper, our scheme is based on ellipse curve group[12-13], and
its security is based on computational Diffie-Hellman problem.

Supposing that F), is a p element finite field. There are two elements a and b in F),
satisfying discriminant A = 4a® + 270% # 0. So ellipse curve can be written as F(F,)
and it denotes the set of all the points (z,y) and infinity point O meeting Weierstrass
equation y* = x3+ax+b. Namely F(F,) = ((z,y)|z,y € F, and y* =2+ azx + b)UO.
Obviously, all the points in ellipse curve E(F},) consist of commutative group.

3. New scheme and its secure model.

3.1. Definition of new scheme. Proxy re-encryption scheme based on elliptic curve
group is composed of the eight algorithms.

1. Setup algorithm. Input security parameter k, this algorithm generates and out-
puts main key msk of original ciphertext C'A and system parameters set sps. C'A
publishes sps and keeps msk.
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. User-key-generation algorithm. Input sps, this algorithm generates and outputs

private key SKy of user U and public key pky .

. Certificate generation algorithm. Input sps, msk, identity I Dy of user U and pky,

this algorithm generates and outputs certificate Certy of user U and public key pky .
Generally, C'A executes this algorithm.

Encryption algorithm. Input sps, plaintext M, identity ID4 of data publisher A
and public key pk,, this algorithm generates and outputs original ciphertext Cy of
message A. Data publisher executes this algorithm.

. Re-encryption key generation algorithm. Input sps, identity I D4 of data publisher

A, private key SK 4, Certy, identity I D4 of authorized user and public key pkg,
this algorithm generates and outputs re-encryption key RK 4_.p. Data publisher A
executes this algorithm.

. Re-encryption algorithm. Input sps, original ciphertext C'4, re-encryption key RK 4_. g,

this algorithm generates and outputs re-encryption ciphertext Cp or invalid flag.
Cloud proxy executes this algorithm.

Decryption algorithm of original ciphertext. Input sps, original ciphertext C'4, I D 4,
SK 4 and Cert 4, this algorithm generates and outputs re-encryption plaintext M or
invalid flag. Data publisher executes this algorithm.

. Decryption algorithm of re-encryption ciphertext. Input sps, re-encryption cipher-

text Cg, IDy, PK,, IDg, SKp and Certp, this algorithm generates and outputs
re-encryption plaintext M or invalid flag. Authorized user B executes this algorithm.

The above algorithms satisfy the following correctness constraints. If Cy = Encryption(
sps, M, ID s, PK ), then M = Decryptionl(sps, M,Ca,ID s, SK4,Certs). If RKs ,p =
ReKeyGen(sps,ID4,SKa,Certa, IDg, PKg) and Cg = ReEncryption(sps,Ca, RKa_,p,
then M = Decryption2(sps,Cpg,[Ds, PK4,IDg, SKpg,Certp).

3.2. Security model. Security model of proxy re-encryption scheme based on elliptic
curve group includes two different adversary A; and A,. Adversary A; simulates uncerti-
fied user, he does not know the main key of system, but he can inquiry any user’s privacy
key and certification. Adversary A, simulates user with main key, he can generate any
user’s certification and inquiry private key of users except target user. Secure against cho-

sen ciphertext attack[14,15] based on elliptic curve group can be defined by two adversary
games: IND-CCA1 and IND-CCA2.

1. IND-CCA1 game.

(a) Setting system parameters. Challenger simulates algorithm Setup(k) to generate
system main key msk and parameters set sps. Challenger keeps msk and sends
sps to adversary A;.

(b) The first stage inquiry. In this stage, adversary A; does the following inquiry.

e User generation inquiry. Challenger maintains a list L, to record user’s
private key, public key and certification. Initial value of list L, is zero.
Adversary A; inputs identity I Dy. If list already has corresponding record,
then challenger directly outputs public key PKy of corresponding identity
IDy. Otherwise, challenger produces corresponding private key SKy of
I Dy, public key PKy and certification Certy, then it stores the results into
list Lyser and outputs public key PKy. For any identity Dy, adversary
must first inquiry /Dy, then he can does other oracle inquiries.

e Private key inquiry. Adversary A; inputs identity I Dy . Challenger acquires
corresponding private key SKy of identity I Dy from list L., and sends it
to adversary A;.
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e Certification inquiry. Adversary A; inputs identity I Dy. Challenger acquires
corresponding certification Certy of identity I Dy from list L., and sends
it to adversary A;.

e Re-encryption key inquiry. Adversary A; inputs identity /D, and IDpg.
Challenger generates a re-encryption key RK 4 .p and sends it to adversary
Al-

e Re-encryption inquiry. Adversary A; inputs identity I D4, I Dp and original
ciphertext C'y. Challenger generates a re-encryption ciphertext C'z and sends
it to adversary A;.

e Decryption inquiry. Adversary A; inputs identity /D, and a ciphertext
Cy. Challenger decrypts ciphertext Cp and sends the decryption result to
adversary Aj.

(c) Challenge stage. Adversary A; outputs identity I D, and two same length plain-
texts (Mo, M) to start challenge. The limit is that adversary A; never inquiries
corresponding certification of ID., in first stage. Challenger randomly selects
v € 0,1 and runs encryption algorithm Encryption(sps, My, D, PK.,) to gen-
erate original ciphertext C.,. At last, C,, as challenge ciphertext is sent to
adversary Aj.

(d) The second stage inquiry. It is similar to stagel. The limit is that adversary
A cannot inquiry certification of challenge identity ID.,. For any identity,
IDy # 1D.,. Adversary A; cannot do re-encryption key inquiry for (I Dy, I Dy)
and decryption inquiry for (I D, Ce) and (IDger, Cger). Where Cye, is the
output of re-encryption inquiry (I D, I Dger, Cep).

(e) Guess. Adversary A; outputs the guess 4" of 4. If v = +/, then adversary A;
wins this game. The advantage of adversary A; winning game is:

Advﬁ{jD—CCAl =2|Pr[y=+]-1/2|. (1)

2. IND-CCA2 game.

(a) Setting system parameters. Challenger simulates algorithm Setup(k) to generate
system main key msk and parameters set sps. Challenger keeps msk and sends
sps to adversary As.

(b) The first stage inquiry. In this stage, adversary A, does the following inquiry.

e User generation inquiry. Challenger maintains a list L, to record user’s
private key, public key and certification. Initial value of list L, is zero.
Adversary As inputs identity I Dy. If list already has corresponding record,
then challenger directly outputs public key PKy of corresponding identity
IDy. Otherwise, challenger produces corresponding private key SKy of
I Dy, public key PKy and certification Certy, then it stores the results into
list Lyser and outputs public key PKy.

e Private key inquiry. Adversary A, inputs identity I Dy. Challenger acquires
corresponding private key S Ky of identity I Dy from list L., and sends it
to adversary A,.

e Re-encryption key inquiry. Adversary A, inputs identity /D, and [Dpg.
Challenger generates a re-encryption key RK 4 .p and sends it to adversary
As.

e Re-encryption inquiry. Adversary A, inputs identity I D4, I Dp and original
ciphertext C'y. Challenger generates a re-encryption ciphertext C'z and sends
it to adversary As.
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e Decryption inquiry. Adversary As inputs identity /D, and a ciphertext
Cy. Challenger decrypts ciphertext Cp and sends the decryption result to
adversary A,.

(c) Challenge stage. Adversary A, outputs identity I D, and two same length plain-
texts (M, M) to start challenge. The limit is that adversary Ay never inquiries
corresponding certification of 1D, in first stage. Challenger randomly selects
v € 0,1 and runs encryption algorithm Encryption(sps, My, D, PK.,) to gen-
erate original ciphertext Cg, of M,. At last, Cy, as challenge ciphertext is sent
to adversary A,.

(d) The second stage inquiry. It is similar to stagel. The limit is that adversary A,
cannot inquiry private key of challenge identity ID,.,. For any identity, I Dy #
ID.,. Adversary Ay cannot do re-encryption key inquiry for (I D, IDy) and
decryption inquiry for (I D, Cen) and (I Dger, Cyer). Where Cye, is the output
of re-encryption inquiry (I Dy, I Dger, Cep).

(e) Guess. Adversary A, outputs the guess 7' of . If v = 4/, then adversary A,
wins this game. The advantage of adversary A, winning game is:

AdvlYP=CO2 = 2| Priy = +] = 1/2]. (2)

Definition. Chosen-ciphertext security. If there is no any polynomial time adversary
with a non-negligible advantage winning IND-CCA1 game and IND-CCA2 game. Then
this new scheme meets chosen-ciphertext security.

4. Detailed description of proxy re-encryption scheme based on elliptic curve
group.

1.

Setup algorithm. Input secure parameter k € Z7*, this algorithm generates ¢ order
elliptic curve group G, generator is g. Randomly select o € Z;. Select seven hashing
function H; : 0,1* x G? — Zy, Hy 0,17 % G — Zy, Hs 0,17 % G? x 0,1" x
0,1' = Z:, Hy : G — 0,1', H5 : 0,1' = 0,1", Hs : G x 0,1' x 0,1" x G — Z;,
H7 :0,1" x 0,1 x G — Zr. Where n € Z* and | € Z* denote random bit string
length in encryption and decryption algorithm respectively. Output system main
key msk = a and sps = (¢, G, g,91,n,l, Hy, Hy, H3, Hy, Hs, Hg, H7).

. User key generation algorithm(UserKeyGen). Input sps, this algorithm randomly

selects vy € Z; as user’s private key, namely SKy = vy. Compute public key
pky = ¢"Y and output private key SKy and public key pky .

. Certification generation algorithm. Input (sps, msk, I Dy, pky), this algorithm ran-

domly selects py € Z;. Compute pkl; = ¢V and set PK} = pky, PKy =
(pk{, PK%). Calculate Certy = uy + « - hy. Where hy = Hy(I Dy, PKy). Output
public key PKy and certification Certy.

Encryption algorithm. Input (sps, M, 1D, PK ). This algorithm computes g4 =
()" PKY(PK2)"s. Where hy = H\(ID4, PK4), by = Ho(ID4, PK 4, g1). Ran-
domly select A € 0,1' and compute r = Hs(IDs, PKs,M,)\), C; = g", Cy =
A @ Hy((g9a)"), C3 = M @ Hs(\). Randomly select s € Z7, calculate Cy = g¢°,
Cs = s+r-Hg(Cq,Cy,C3,Cy). Output original ciphertext Cy = (C4, Cy, Cs, Cy, Cs).

. Re-encryption key generation algorithm(ReKeyGen). Input (sps, I D4, SK 4, Cert,

IDp, PKp). This algorithm computes gp = (¢91)"* PKL(PK3%)"s, where hp =
H\(IDp, PKp), Wy = Hy(IDp, PKp,g1). Compute u = H7(IDa,1Dp, (g5)°"*)
and output re-encryption key RK4_,p = %(SK aly + Certy),

where by = Hy(IDa, PK 4, g1).
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Therefore,
RKAQB:%(SKAh/A—f—CBTtA) (3)
= He(ID4,IDg, (PK%)SKBhp+Certa)y=L (S b, + Certy). (4)

6. Re-encryption algorithm. Input (sps,Ca = (Cy,C5,Cs,Cy,Cs,), RK4p). This

algorithm firstly judges that whether g©> = C,(C}) is true. o = Hg(Cy, Cy, Cs, Cy).

If @5 is false, then ciphertext C4 is invalid. Otherwise, it computes C} = (C;)#£a-5,

Let C§ = Cy and C§ = C3. Output re-encryption ciphertext Cp = (I Dy, C1, CY, C%).
Therefore,

C) = (C1) s = ((g)" (PKL) (PEG)" )™ (5)

7. Original ciphertext decryption algorithm. Input (sps, Cy = (Cy, Ca, C3,Cy, Cs5), [ D4,
SK 4, Certy). This algorithm firstly judges that whether ¢ = C4(C1)7 is true.
o = Hg(Cy,Co,C3,Cy). If g is false, then ciphertext C4 is invalid. Other-
wise, it computes A\ = Cy @ Hy((Cy)SKakatCertay and M = Cs @ Hs()\). Where

'w = Hy(IDy, PKA),g,. Verify C; = g". If it is true, then output plaintext M.

Otherwise, ciphertext C'4 is invalid.

8. Re-encryption ciphertext decryption algorithm. Input (sps, Cp = (IDa, CY, CY, CY),
[DB,SKB,CGTtB,[DA,PKA>.
This algorithm computes v = H;(ID 4, IDg, (PK3)5KsistCerts) X = CL@H,((C])Y)
and M = C% @ Hs(\), where h'y = Hy(IDp, PKp,g1).
Verify Cf = ((g1)" PIC}(PI3 )t
Where hy = Hy(IDa, PKA), Wy = Hy(ID4, PKa,q1), 7 = Hy(IDa, PKa, M, \). If
it is true, then output plaintext M. Otherwise, ciphertext Cpg is invalid.

Because
1.
9 =g = g°(g") = Cu(Ch)7. (6)
2.
02 D H4((01>SKAhj4+CertA) — 02 D H4((gr>SKAh’A+CertA) — (7)
Co @ Ha((gh)) = A @ Ha((94)) © Ha((g92)) = A, (8)
3.

Ch @ Hy((C))Y) = C) @ Hy(((Cy)iEa=5)w)
N Hi((g4)7) ® Hi((g1)" PEY(PE3)" ) =
A @ Hy((ga)") ® Ha((ga)") = . (

So our new scheme is right.

~—~
—_ =~
_ O ©
S— N

5. Security analysis and performance evaluation.
5.1. Security analysis.

Theorem 5.1. In random oracle model, if there is an adversary Ay satisfying chosen-
ciphertext attacks based on proxy re-encryption, its advantage is €. It does qu user in-
quiries, qr Te-encryption inquiries, qp decryption inquiries, qs oracle Hs inquiries, qu
oracle Hy inquiries, then there exists an algorithm B with a non-negligible advantage can
solve the CDH problem in G.

Proof. Given an algorithm B, a random instance (G, ¢, g, g%, ¢°), algorithm B simulates
IND-CCA1 game to calculate g®.
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1. System parameter set. B randomly selects an index value 0 € [1,qy]. Let g1 = g*
B sends (G, q,9,91,n,l,Hy, Hy, Hy, Hy, H5, Hg, H;) to adversary A;, where (H; Hy)
is random oracle.

2. First stage inquiry. Adversary A; adaptively does inquiries. Algorithm B does the
following responses.

e H; inquiry. Algorithm B maintains a list Ly = (ID;, PK;, hy). Original value
of Ly is zero. Adversary A; inputs (ID;, PK;). If (ID;, PK;, hi) has been in
Ly, algorithm B directly outputs hy for adversary A;. Otherwise, algorithm B
randomly selects hy € Z. It puts (ID;, PKj, hy) into list Ly and outputs hy to
adversary Aj.

e H, inquiry. Algorithm B maintains a list Ly = (I D;, PKj, g1, hs). Original value
of Ly is zero. Adversary A; inputs (ID;, PK;, g1). If (ID;, PKj, g1, hs) has been
in Loy, algorithm B directly outputs hy for adversary A;. Otherwise, algorithm
B randomly selects hy € Z;‘. It puts (ID;, PK), g1, hy) into list Ly and outputs
hs to adversary A;.

e Hj inquiry. Algorithm B maintains a list Ly = (ID;, PKj, A, h3). Original value
of Lg is zero. Adversary A; inputs (ID;, PK;, M, \). If (ID;, PK;, M, \, h3)
has been in L3, algorithm B directly outputs hs for adversary A;. Otherwise,
algorithm B randomly selects hy € Z7. It puts (ID;, PKj, g1, A, hs) into list L3
and outputs hs to adversary Aj.

e H, inquiry. Algorithm B maintains a list Ly = (S, hy). Original value of Ly is
zero. Adversary A; inputs S. If (S, hy) has been in Ly, algorithm B directly
outputs hy for adversary A;. Otherwise, algorithm B randomly selects hy € 0, 1%.
It puts (.5, hy) into list Ly and outputs hy to adversary Aj.

e Hy inquiry. Algorithm B maintains a list Ly = (A, hs). Original value of Ls
is zero. Adversary A; inputs . If (A, hs) has been in Ls, algorithm B directly
outputs hs for adversary A;. Otherwise, algorithm B randomly selects hs € 0, 1".
It puts (A, hs) into list Ls and outputs hs to adversary Aj.

e Hg inquiry. Algorithm B maintains a list Lg = (C1, Cs, Cs, Cy, hg). Original
value of Lg is zero. Adversary A; inputs (Cy, Cy, Cs, Cy). If (C1,Cy, Cs, Cy, he)
has been in Lg, algorithm B directly outputs hg for adversary A;. Otherwise,
algorithm B randomly selects hg € Z;. It puts (C1, Ca, C3, Cy, he) into list Lg
and outputs hg to adversary A;.

e H; inquiry. Algorithm B maintains a list Ly = (I Dy, ID,, T, hy). Original value
of Lg is zero. Adversary A; inputs (IDy,I1Do,T). If Ly = (IDy,1Ds, T, hy)
has been in L7, algorithm B directly outputs h; for adversary A;. Otherwise,
algorithm B randomly selects hy € Zr. It puts Ly = (D1, 1Dy, T, hy) into list
L7 and outputs h; to adversary A;.

e User generation inquiry. Algorithm B maintains a list
Lyser = (IDy, PKy, SKy,Certy, p11). Original value of Ly, is zero. Adversary
Ay inputs (ID;). Algorithm B executes the followings:
if (IDy,PK,,SKy,Certy, 1) has been in Ly, algorithm B directly outputs
PK; for adversary A;. Otherwise, if 1 = 6, algorithm B randomly selects vy, 1o €
Zy, computes PKy = (g%, g"). Let SKy = vp. It puts (IDy, PKy, SKy, |
,lg) into list L, and outputs PKy to adversary A;. Otherwise, algorithm
B randomly selects (vi,t1,hy € Z;). Compute PKy = (g, g",g,;™). Let
SK; = vy and Certy = t;. It puts (IDy, PKy,hy) and (IDy, PK,, SKy,Certy, 1)
into L1 and L., respectively. Output PK; to adversary A;.
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e Private key inquiry. Adversary A; inputs identity /D;. Algorithm B gets record
(IDy, PKy,SKy,Certy, puy) from list Ly, and outputs SK; to adversary A;.

e Certification inquiry. Adversary A; inputs identity I D,. If 1Dy = [Dy, then
algorithm B exists this game. Otherwise, algorithm B gets record
(IDy, PKy,SKy,Certy, uy) from list Ly, and outputs Cert; to adversary Aj.

e Re-encryption key inquiry. Adversary A; inputs identity (I Dq,1Ds). If ID; =
I Dy, then algorithm B exists this game. Otherwise, algorithm B gets record
(IDl, PKl, SKl, C@Ttl, /,Ll) and (IDQ, PKQ, SKQ, C@Ttg, ,LLQ) from list Luser and
executes algorithm ReKeyGen(sps, Dy, PK,,SKy,Certy, 1Dy, PK5) to gener-
ate re-encryption key RK; .5 for adversary Aj.

e Re-encryption inquiry. Adversary A; inputs identity (I Dy, I Do, C] = (C1, Cy, Cs,
Cy,Cs,)). Algorithm B firstly verifies that whether g¢> = C,(C})°.
Where 0 = Hg(Cy, Cy, Cs,Cy). If this equation is true, then ciphertext C is
invalid. Algorithm B refuses this inquiry. If it is true, then B does the following
operation.
If 1Dy = I Dy, algorithm B searches the record (I Dy, PKy, M, A, h3) from list L,
meanwhile, C; = g™, Cy = A\ @ Hy(((g))" PK}(PK})")s), Cs = M @ Hs(\),
hy = Hi(IDy, PKy) and h} = Hy(IDy, PKy, gy). If this record is nonexistence,
algorithm B refuses this inquiry. Otherwise, B firstly inquiries H7(I Dy, I Do,
((g1)"2 PK3(PK2)"2)5K1) to get hy, where hy = Hy(IDs,
PKQ), hl2 = Hg([DQ, PKQ,gl). Then it computes C{ = ((gl)h1PK11<PK22)h'l>h3h7_1
and outputs re-encryption ciphertext Co = (I1Dy, C}, Co, C3).
Otherwise, B firstly does re-encryption key inquiry for (I Dy, ID,) and gets re-
encryption key RK; o, then it executes re-encryption algorithm
ReEncryption(sps,
C1, RK;_,5) to generate re-encryption ciphertext Cy. B sends it to adversary Aj.

e Decryption inquiry. Adversary A; inputs identity (/D;,Cy). Algorithm B does
the following operation.
If 1Dy = IDy, and C] = (C4, Cy, C3, Cy, Cs,) is an original ciphertext. Algorithm
B firstly verifies that whether ¢“5 = C4(C1)?. Where o = Hg(Cy, Cy, Cs, Cy). If
this equation is true, then ciphertext C is invalid. Algorithm B refuses this in-
quiry. Otherwise, algorithm B searches the record (I Dy, PKy, M, \, hg) from list
Lg, meanwhile, Cl = gh3, Cg = )\@H4(((g1)h1PK11(PK?)hE)}B), 03 = M@H5(/\),
hy = Hi(IDy, PK,) and h} = Hy(ID;, PKy, ;). If this record is existence, al-
gorithm B refuses this inquiry. Otherwise, B outputs M (as the decryption of
ciphertext C7) to adversary A;.
If IDy # 1Dy, B knows private key and certification of identity I D, it executes
decryption algorithm to decrypt ciphertext Cf.

3. Challenge stage. Adversary A; outputs identity I D,;, and two same length plaintexts
(Mo, My) to start challenge. If ID., # IDy, B stops the game. Otherwise, B
randomly selects v € 0,1, C; € 0,1, C3 € 0,1" and C%,h}, € Zy. Let CT = q°.
Compute C} = ¢Cs (Cy)~hs. Then it adds (Cy, Cs, Cs, Cr, hi) into list Lg and outputs
Cen = (CY,C5,C5,CF, CF) (as ciphertext of M,) to adversary A;.

Obviously, decryption of ciphertext C,y, is Ci @ Cy @ Hy((Cy)KohotCerte — C @
Cy @ Hy((gb)retvehorahe Where b = Hy(IDg, PKy, M.,
N, A€ 0,1, hy = H (I Dy, PKy), hjy = H,(I Dy, PKy, 1)

4. Second stage inquiry. It is similar to stagel. The limit is that adversary A; cannot
inquiry certification of challenge identity ID.,. For any identity, IDy # I1D,,.
Adversary A; cannot do re-encryption key inquiry for (I D.,, IDy) and decryption
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inquiry for (I D, Cep,) and (I Dger, Caer). Where Cye, is the output of re-encryption
inquiry (]Dciw IDdera Och)-

5. Guess stage. Adversary A; outputs the guess +' of 7. B ignores the guess of
Ay and randomly selects a record (S,hy), computes T = (S/(g")Hetveho)t/ho  If
S = (gb)retvehotate then T = ¢g®. Therefore, algorithm B with a non-negligible
advantage can solve the CDH problem in G.

5.2. Performance evaluation. We make a comparison to PRCE scheme[11] and CBCPR
scheme[16] with our new scheme. Supposing that bilinear pairings in this scheme is
e: GxG — Gr. Gr is bilinear target group. Tablel is the computation complexity
with different schemes. Where symbols p, ey, e and h denote bilinear pairings operation,
exponential operation in G, exponential operation in G and Hash operation. Their coef-
ficients are operation numbers. From the table, we can know that our new scheme needs
the least operation time. In addition, it has the optimal encryption results.

TABLE 1. Performance comparison with different schemes

Stage PRCE scheme CBCPR scheme New scheme
Encryption 2p+er+3e+2h  3p+er+3e+2h 4e
ReKeyGen 2p+er+3e+3h  2p+er+4e+3h 2e

ReEnryption 6p + 2h dp + h 3e
Deryptionl 3p+ 2er + 3e + 2h 4dp + 3e + 2h 3e
Deryption2 5p + er + 2e + 2h dp+er+2e+h 4e

ReEnryp. key 3]G |G|+ 3|G| 1 Z7]
3|G| +n+21 2|Gr| +2|G|+n+1 2G| +124] +

n+1

ReEnryp. cipherte:pzt|.GT| +3|Gl 4+l |Grl+3|G] +n+ 2 Gl +2n +1

Original ciphertext.

6. Conclusions. In this paper, we propose a proxy re-encryption scheme based on elliptic
curve group. This new scheme can meet indistinguishable against adaptively chosen-
ciphertext attacks in random oracle model. We also give security proof and efficiency
analysis in this paper. And comparison with other proxy re-encryption schemes shows
that our scheme has high efficiency. In the future, we will study more advanced re-
encryption schemes taking communication cost between authorized user and proxy into
consideration.
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