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Abstract. Since the 1990s, chaotic systems have widely used to cryptography which
can be used to design kinds of secure protocols, digital signatures, hash functions and so
on. And recently, modern communication technology is progressively enabling humans
to communicate their information through them with speech (aural) and media (optical)
as underpinning essence, even with olfactory, gustatory and tactile (called human bond
communication). So there is an intuitive connection among human bond communication,
mobile devices and chaotic maps to design a convenient, efficient and high-level secure
authenticated key agreement scheme. In this paper, we propose two kinds of optimal
authenticated key agreement protocols with chaotic maps for mobile devices in human
bond communication: two-party instance and three-party instance. Our proposed proto-
cols’ security are mainly based on human-verifiable and chaotic maps. In contrast to the
recent literature, our proposed scheme not only cares about security and efficiency, but
also provides privacy protection which is a very important property in the modern social
network. Finally, we give the security proof and the efficiency analysis of our proposed
scheme.
Keywords: Key agreement; Human bond communication, Human verification, privacy
protection, Chaotic maps.

1. Introduction. Wide deployment of mobile devices, such as smart phones equipped
with low cost sensors, has already shown great potential in improving the quality of peo-
ple. Many remote mobile applications, such as mobile game, mobile health, mobile stock
and so on, are developing rapidly. But nobody wants to use these mobile applications
unless their information and privacy are protected well. So, the common security protec-
tion mechanism is the key of mobile Internet user growth. The general security protection
mechanism is still mutual authentication key agreement/exchange (MAKA/E) protocol
which is used to set up an authenticated and confidential communication channel. The
existing authentication protocols adopt passwords [1][4], long secret keys [5], or public
key [6] as the proofs of identity. However, most of the above methods are impractical or
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insecure for this situation. For example, password-based scheme will suffer to guessing
attacks (on-line/off-line) easily, and the other two are not good for user experience (im-
practical). In order to solve above-mentioned problems, human-verifiable authentication
protocols [7,8] emerge at the right moment. The key idea of the literatures [7,8] is to
provide data integrity via the visual channel. This method does not require preshared
keys or preregistered public keys. So, in this paper, based on the literatures [7,8], we put
forward an optimal Human-Verifiable key agreement scheme with privacy preserving with
Human Bond Communication. Next, we explain two main elements of this paper, Human
Bond Communication and Chaotic maps, and give our contributions.

Figure 1. SiB protocol and SaB protocol with HBC

(1) Human Bond Communication [9]. Human bond communication is a novel con-
cept that incorporates olfactory, gustatory, and tactile (with the popular senses: optical
(media) and auditory (speech)) that will allow more expressive and holistic sensory in-
formation exchange through communication techniques for more human sentiment cen-
tric communication. We can expand Seeing-is-Believing (SiB) [7] to Senses-are-Believing
(SaB) with Human Bond Communication. And based on [8], we change the visual channel
to HBC channel (see Fig.1).

(2) Chaotic maps. Unlike digital signature needing the third party for arbitration and
many other properties, MAKA/E protocols are only related with the involving partici-
pants, so naturally the efficient chaotic cryptosystem is the first candidate. Compared
with other cryptosystem systems, a chaotic system has many merits, such as sensitivity
to initial arguments, unpredictability, deterministic random-like process and so on. In the
past few decades, cryptography systems based on chaos theory have been studied widely
[10-19, 23, 24], such as two-party AKA schemes [10], three-party AKE schemes [11], visual
authenticated scheme [12], random number generating [13], symmetric encryption [14],
asymmetric encryption [15], hash functions [16], digtal signature [17], anonymity scheme
[18], Multi-server Environment (Centralized Model) [11], Multiple Servers to Server Ar-
chitecture (Distributed Model) [19].

(3) Contributions. The two proposed protocols achieves more security goals than the
related literature. These security goals include security attribute (privacy protection,
authentication, forward secrecy and so on), resistance attribute (Resist impersonation
attack, Resist replay attack and so on) and a formal security proof (BAN locig). The
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other side, our proposed protocols achieve high-efficiency comparing with the related
literature.

The paper is organized as follows: Some preliminaries are given in Section 2. Next, two
instances with privacy-protection are described in Section 3. Then, the security analysis
and efficiency analysis are given in Section 4 and Section 5. This paper is finally concluded
in Section 6.

Figure 2. HBC system architecture

2. Preliminaries.

2.1. Chebyshev chaotic maps. Zhang [20] proved that semi-group property holds for
Chebyshev polynomials defined on interval (-,+). The enhanced Chebyshev polynomials
are used in the proposed protocol:

Tn (x) = (2xTn−1(x)− Tn−2(x))(modN)

where n ≥ 2, x ∈ (−∞,+∞) and N is a large prime number.
Obviously

Trs(x) = Tr(Ts(x)) = Ts(Tr(x))

Definition 1. (Enhanced Chebyshev polynomials) The enhanced Chebyshev maps of
degree n are defined as:

Tn (x) = (2xTn−1(x)− Tn−2(x))(modp)

where n ≥ 2x ∈ (−∞,+∞), and p is a large prime number.
Obviously,

Trs(x) = Tr(Ts(x)) = Ts(Tr(x)) = Tsr(x)

Definition 2. (DLP, Discrete Logarithm Problem) Given an integer a, find the integer
r, such that Tr(x) = a.

Definition 3. (CDH, Computational DiffieHellman Problem) Given an integer x, and
the values of Tr(x), Ts(x) , what is the value of Trs(x) =?

It is widely believed that there is no polynomial time algorithm to solve DLP, CDH
with a non-negligible probability.
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2.2. Adversary Model. All the following protocols should be analyzed in the same
adversary model below:

(1) Adversary Λ has full control of the wireless communication channel between com-
municating parties.

(2) Adversary Λ cannot learn the information in HBC channel.
(3) The (active) adversary Λ can determine the victims identity.
(4) Adversary Λ can learn the previous session key(s).

2.3. Human Bond Communication [9]. The Human Bond Communication (HBC)
architecture mainly consists of three parts (see Fig.2):

(1) senducers that perform sensory transduction of stimuli to electrical signals for fur-
ther processing;

(2) human bond sensorium (HBS) is the module that collects the information from
senducers and processes to make it more human perceivable;

(3) human perceivable transposer (HPT).
The devices that could sample the subject in accordance with the human sensory domain
are named here as Sense Transducers or Senducers, they are device equivalent of human
senses. The HPT is a device that can transpose the information received from HBS in hu-
man perceivable formats. These are proposed devices that can transform the information
into the sensory stimuli.

Figure 3. Two-party instance

2.4. Basic notations and logical postulates of BAN logic [21].

3. The proposed scheme. The notations in ours used hereafter are shown in Table
3. We assume that all the parties have already some public parameters: H (A secure
one-way hash function) and the public parameters of Enhanced Chebyshev polynomials
(x, related algorithms). We assume that the HBC channel is secure, and only the human
can tell the transfer forms from the five senses. Furthermore, we assume that any party
use his own mobile device must be authenticated by his own biometric method.
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Table 1. Notations of the BAN logic

Table 2. Logical postulates of the BAN logic

Table 3. Notations
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3.1. Two-party instance. Fig.3 illustrates the user registration phase.

(1). Device A Device B: {C1.1, C1.2} with wireless channel; {T,A} with HBC channel
If Alice wishes to consult some personal issues establish with Bob, she will use her device
A to choose a random integer number , a timestamp T and compute C1.1 = Ta(x),
C1.2 = H(C1.1||A||T ). And at the same time, the device encodes T,A into one kinds
of human bond, such as a visual code can be displayed on screen, or sound wave can be
played on screen and so on. Finally, A sends {C1.1, C1.2} with wireless channel and {T,A}
with HBC channel to B.

Figure 4. Three-party instance

(2) Device B Device A: {C2.1, C2.2, C2.3} with wireless channel Upon receiving
{C1.1, C1.2} and {T,A} from Alice, Bob firstly confirms the {T,A} by his a kind of sen-
sory features and does corresponding actions. After that, based on Bob’s actions and
{C1.1, C1.2}, Bob’s device B will firstly check timestamp T. Then, B computes H(C1.1||A||T )

and verifies H(C1.1||A||T )
?
=C1.2. If the above equation holds, that means Alice is a le-

gal user, or B will abort this process. After authenticating Alice, B chooses a random
and computes C2.1 = Tb(x), C2.2 = TbTa(x)(A||B||T ), C2.3 = H(C2.1||TbTa(x)||B||T ) and
Ksession = H(TbTa(x)||A||B||T ). Finally B sends {C2.1, C2.2, C2.3} to A with wireless
channel.

(3) After receiving the message {C2.1, C2.2, C2.3}, A computes TaTb(x) and gets (A||B||T )
= C2.2/TaTb(x).
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Then A computes H(C2.1||TaTb(x)||B||T ) and verifies C2.3
?
=H(C2.1||TaTb(x)||B||T ).

If the above equation holds, A will computes the session key Ksession = H(TaTb(x)||A||B||T )
locally. Otherwise A will abort this process.

3.2. Three-party instance. This concrete process is presented in the following Fig.4.
(1) Device A Device B: {C1.1, C1.2} with wireless channel; {T,A} with HBC channel

If Alice wishes to consult some personal issues establish with Bob and Cook, she will
use her device A to choose a random integer number , a timestamp T and compute
C1.1 = Ta(x), C1.2 = H(C1.1||A||T ). And at the same time, the device encodes {T,A} into
one kinds of human bond, such as a visual code can be displayed on screen, or sound wave
can be played on screen and so on. Finally, A sends {C1.1, C1.2} with wireless channel
and {T,A} with HBC channel to B.

(2) Device B Device C: {C2.1, C2.2, C2.3} with wireless channel; {T,A,B} with HBC
channel Upon receiving {C1.1, C1.2} and {T,A} from Alice, Bob firstly confirms the {T,A}
by his a kind of sensory features and does corresponding actions. After that, based on
Bob’s actions and {C1.1, C1.2}, Bob’s device B will firstly check timestamp T. Then, B

computes H(C1.1||A||T ) and verifies H(C1.1||A||T )
?
=C1.2. If the above equation holds,

that means Alice is a legal user, or B will abort this process. After authenticating
Alice, B chooses a random b and computes C2.1 = Tb(x)||Ta(x), C2.2 = TbTa(x) and
C2.3 = H(C2.1||C2.2||A||B||T ). Finally B sends {C2.1, C2.2, C2.3} with wireless channel and
{T,A,B} with HBC channel to C.

(3) Device C Device B: {C2.1, C2.2, C2.3} with wireless channel Device C Device
A: {C2.1, C2.2, C2.3} with wireless channel Upon receiving {C2.1, C2.2, C2.3} and {T,A,B}
from Bob, Cook firstly confirms the {T,A,B} by his a kind of sensory features and does
corresponding actions. After that, based on Cook’s actions and {C2.1, C2.2, C2.3}, Cook’s
device C will firstly check timestamp T. Then, C computes H(C2.1||C2.2||A||B||T ) and

verifies H(C2.1||C2.2||A||B||T )
?
=C2.3. If the above equation holds, that means Bob is a

legal user, or C will abort this process. After authenticating Bob, C chooses a random c
and computes C3.1 = Tc(x), C3.2 = TcTa(x), C3.3 = TcTb(x), C3.4 = TcTbTa(x)(A||B||C||T ),
C3.5 = H(C3.2||TcTbTa(x)||A||C||T ) and C3.6 = H(C3.3||TcTbTa(x)||B||C||T ). Next, C
sends {C3.2, C3.4, C3.5} with wireless channel to B and sends {C3.3, C3.4, C3.6} with wireless
channel to A. Finally, C computes the session key Ksession = H(TcTbTa(x)||A||B||C||T )
locally.

(4) After receiving the message {C3.2, C3.4, C3.5}, B computes TbTcTa(x)
and get (A||B||C||T ) = C3.4/TbTcTa(x). Then B computes H(C3.2||TbTcTa(x)||A||C||T )

and verifies H(C3.2||TbTcTa(x)||A||C||T )
?
=C3.5. If the above equation holds, B will com-

putes the session key Ksession = H(TbTaTc(x)||A||B||C||T ) locally.
(5) After receiving the message {C3.3, C3.4, C3.6}, A computes TaTcTb(x)

and get (A||B||C||T ) = C3.4/TaTcTb(x). Then A computes H(C3.3||TaTcTb(x)||B||C||T )

and verifies H(C3.3||TaTcTb(x)||B||C||T )
?
=C3.6. If the above equation holds, A will com-

putes the session key Ksession = H(TaTbTc(x)||A||B||C||T ) locally.
At last, all the parties will share the session key to set up a secure channel: Ksession =

H(TaTbTc(x)||A||B||C||T ) = H(TbTaTc(x)||A||B||C||T ) = H(TcTbTa(x)||A||B||C||T ).
Remark: N-party instance. This scenario is not the common case. And then, if the

number N increases bigger and bigger, the N -party instance will be impractical further.
Because more people involved and number of the human-verifiable will be more which
lead to the bad User Experience. But there are still some methods can be adopted [8].
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Table 4. Security Comparison

4. Security Analysis.

4.1. Security proof based on the BAN logic [21]. According to analytic procedures
of BAN logic and chaotic maps, the processes of our two-party and three-party instances
are described in:

Simulation 1 and Simulation 2.
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Table 5. Comparisons between our proposed schemes and the related literatures

4.2. Other discussions. This section uses flow charts to give the proof of some attacks
simply. The Fig.5 Fig.10 describe the process of security proof privacy protection, Im-
personation attack, Man-in-the-middle attack, Replay attack, Known-key security and
Perfect forward secrecy respectively.

In the Table 4, some specific comparative results are shown between the proposed
scheme and the related works.

5. Efficiency Analysis. Table 5 shows performance comparisons between our proposed
scheme and the literatures of [8]. We sum up these formulas [22] into one so that it can
reflect the relationship among the running time of algorithms intuitively. Tp ≈ 10Tm ≈
30Tc ≈ 72.6Ts ≈ 1263.24Th, where: Tp: Time for bilinear pair operation, Tm: Time for
a point scalar multiplication operation, Tc: The time for executing the Tn(x) mod p in
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Figure 5. Proof about privacy protection for our proposed protocols

Figure 6. Proof about impersonation attack for our proposed protocols

Figure 7. Proof about impersonation attack for our proposed protocols

Chebyshev polynomial, Ts: Time for symmetric encryption algorithm, Th: Time for Hash
operation.

Based on Table 4 and Table 5, we can draw a conclusion that the proposed scheme has
achieved an improvement in both efficiency and security.
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Figure 8. Proof about replay attack for our proposed protocols

Figure 9. Proof about Known-key security

Figure 10. Proof about perfect forward secrecy for our proposed protocols

6. Conclusion. In this paper, we design two kinds of human-verifiable privacy preserving
protocols with HBC communication, which can effectively protect the privacy of mobiles
users. To protect the users privacy, we used two kinds of hard problems: one is human-
verifiable, which is used in the forward processes; the other is DLP and CDH problems,
which are used in the backward processes. Finally, after comparing with related litera-
tures respectively, we found our proposed scheme has satisfactory security, efficiency and
functionality. Therefore, our protocol is more suitable for practical applications.
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