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ABSTRACT. The most common method to achieve security in multi-party communica-
tion is to provide a session key to encrypt messages transmitted among the parties. A
three-party authenticated key exchange (3PAKE) protocol can allow two clients to au-
thenticate each other’s validity and establish a common session key with the help of a
trusted server. In recent years, many SPAKE protocols have been proposed in the lit-
erature, but most of them are either insecure or inefficient. Lv et al. (2013) proposed
a new 3PAKE protocol and claimed that it achieved higher efficiency than conventional
SPAKE protocols. However, some researchers pointed out that Lv et al.’s protocol was
susceptible to man-in-the-middle attacks and off-line dictionary attacks. In addition, the
efficiency of Lv et al.’s protocol still can be increased, since the protocol requires a heavy
burden of mathematical operations, such as modulus exponential and public key encryp-
tion/decryption operations. In this paper, we proposed a novel 3PAKE protocol based on
Shamir’s secret sharing scheme. Our proposed protocol can satisfy the essential security
requirements and withstand various well-known attacks. Performance analysis showed
that our proposed protocol is more efficient than Lv et al.’s protocol.

Keywords: Three-party; Key agreement; Secret sharing; Security; Efficiency

1. Introduction. At the present time, one of the most considerable challenges in the field
of cryptography is to provide secure communication among multiple clients in an inse-
cure network. Establishing an authenticated session key to encrypt messages transmitted
among clients for subsequent communication is a mechanism that is used extensively to
achieve security and privacy. Establishing such a key can be accomplished in two ways,
i.e., key exchange [1, 2, 3, 4, 5, 6, 7] and key distribution [8, 9, 10, 11]; in our research,
we focused only on the issue of key exchange.

In 1992, Bellovin and Merritt [12] introduced the first two-party authenticated key
exchange (2PAKE) protocol, and their work led to prolific research on 2PAKE protocols
(13, 14, 15]. However, 2PAKE protocols have the problem of being inefficient because one
party must share a password with each party with whom he/she wants to communicate.
If the number of involved clients increases drastically, too many passwords are needed to
accomplish key agreement. To solve this problem, three-party authenticated key exchange
(3PAKE) protocols are proposed. In a 3PAKE protocol, each client only needs to share a
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password with a trusted server who helps establish a session key for the clients. Although
the server participates in the establishment of session keys, session keys are not allowed
to be disclosed to the server.

In recent years, there have been many literatures that aimed to enhance the security and
efficiency of 3PAKE protocols [16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28]. Joux [16]
proposed a one-round 3PAKE protocol based on the Diffie-Hellman key exchange scheme
[29] and Weil pairing. Unfortunately, Joux’s protocol is vulnerable to man-in-the-middle
attacks, as is the case for the Diffie-Hellman key exchange scheme. In 2007, Lu and Cao
[17] proposed an efficient 3PAKE protocol that did not require public key cryptosystems.
However, a series of research works [18, 19, 20] pointed out that Lu and Cao’s protocol
is susceptible to some kinds of impersonation, man-in-the-middle, and on-line dictionary
attacks, and some improvements were made. However, the efficiencies of the improved
protocols in [18] and [20] were lower than that of Lu and Cao’s protocol. In 2009, inspired
by Yeh et al.’s protocol [21], Lee et al. [22] developed a plaintext-equivalent protocol
and a verifier-based protocol. Their analyses indicated that their protocols had the same
computational cost as Yeh et al.’s protocols, while the communication cost were lower.
Yoon and Yoo [23] proposed an enhanced 3PAKE protocol based on Chang and Chang’s
protocol [24]. They claimed that their protocol overcame the security weakness of the
protocol proposed by Chang and Chang with the same communication cost. Neverthe-
less, Lo and Yeh [25] found that Yoon and Yoo’s protocol is insecure against undetectable
on-line dictionary attacks. Huang [26] proposed a simple and efficient 3PAKE protocol,
but, later, Yoon and Yoo [27] and Liang et al. [2] pointed out that off-line dictionary at-
tacks and undetectable on-line dictionary attacks can be launched successfully in Huang’s
protocol. Recently, Lv et al. [7] proposed a new 3PAKE protocol with less computa-
tional complexity. However, according to Yoon’s analysis [28], the protocol cannot resist
man-in-the-middle attacks and off-line dictionary attacks.

In this paper, we propose an efficient 3SPAKE protocol while keeping security at a high
level. The contributions of our proposed protocol are listed below:

(1) To the best of our knowledge, no 3PAKE protocols have used Shamir’s secret shar-
ing scheme as their basic building block. Since Shamir’s secret sharing scheme is
unconditionally secure and the time of constructing it is relatively less than other
heavy-burden operations, we innovatively applied it in the design of our 3SPAKE
protocol. In addition, Shamir’s secret sharing scheme can be used to simplify the
procedure of 3PAKE protocols.

(2) Our proposed protocol can satisfy basic security requirements and withstand various
well-known attacks.

(3) Our proposed protocol can achieve fairness in the session key agreement such that
each user has an equal role.

(4) Our proposed protocol does not involve time-consuming operations, such as modulus
exponential and public key encryption/decryption operations, thus it is more efficient
in terms of computational cost than other related 3SPAKE protocols.

The rest of the paper is organized as follows. Section 2 addresses some background
information. Section 3 describes the details of our proposed protocol. Security and
performance analyses of our proposed protocol are given in Sections 4 and 5, respectively.
Our conclusions are presented in Section 6.

2. Preliminaries. In this section, we briefly introduce some fundamental background
information related to the 3PAKE protocol. First, we describe the security requirements
that most 3PAKE protocols should satisfy, and then we introduce the main building block
in the architecture of our proposed protocol.
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2.1. Security requirements. Most existing SPAKE protocols satisfy the following se-
curity requirements:

(1) Mutual authentication: Each user and the server involved in the 3PAKE protocol
can authenticate each other’s legitimacy. In addition, two users can verify each
other’s validity successfully.

(2) Session key agreement: With the assistance of the trusted server, both users
are able to negotiate a common session key that is used to encrypt messages for
subsequent, secure communications.

(3) Security of the session key: The session key shared between the two users cannot
be known by the server or a malicious attacker.

(4) Perfect forward secrecy: Perfect forward secrecy ensures that any previously-
established session key will not be revealed if the long-term secret keys are compro-
mised.

(5) Withstanding the impersonation attack: The impersonation attack refers to
two situations: 1) an attacker impersonates a user to cheat the server or the other
user and 2) an attacker impersonates the server to cheat users. A good design of the
3PAKE protocol should resist these kinds of attacks.

(6) Withstanding the man-in-the-middle attack: Assume that an attacker stands
in the middle of any two parties in the SPAKE protocol and can modify any messages
transmitted between these two parties. The man-in-the-middle attack occurs when
the attacker lets the two parties believe that they are communicating with each
other, when, in fact, each of them is communicating with the attacker rather than
the other legitimate party. A good design of the 3PAKE protocol should resist this
type of attack.

(7) Withstanding the replay attack: In the replay attack, an attacker maliciously
repeats or delays valid, transmitted messages to legal entities. A good design of the
3PAKE protocol should resist this type of attack.

(8) Withstanding the known-key attack: he known-key attack launches when the
compromised session keys can result in the compromise of other session keys. A good
design of the 3PAKE protocol should resist this type of attack.

(9) Withstanding the dictionary attack: The vast majority of 3PAKE protocols
are password-based, thus they should withstand dictionary attacks. The term “dic-
tionary attacks” means that an attacker can guess the passwords of users through a
brute-force method, and they are classified into three types, i.e., off-line dictionary
attacks; undetectable on-line dictionary attacks; and detectable on-line dictionary
attacks.

2.2. Shamir’s secret sharing scheme. Shamir’s secret sharing scheme [8, 9, 10, 11,
30, 31, 32, 33| is the main building block of our proposed protocol. Shamir’s secret
sharing is a threshold secret sharing mechanism based on the Lagrange interpolating
polynomial that can be depicted as follows. There is one dealer D, and there are n users
U = {u,us, - ,u,} involved in the scheme, and they execute two phases, i.e., 1) the
share generation phase in which the dealer D generates a secret s and divides it into n
shares, such that each user gets one share and 2) the secret reconstruction phase in which
t or more users can work together by releasing their shares to recover the secret s that
was generated by dealer D. Unfortunately, fewer than ¢ shares are unable to recover the
correct secret s. The two phases are described in detail below:
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Share generation

Step 1: Dealer D randomly selects a polynomial f(z) of degree t — 1, f(x) = s+
a1r + asx® + -+ + a;_127 mod p, where s = f(0) is the secret, and ¢ coefficients,
S,ay,as, -+ ,a;_1, are in the finite field GF(p).

Step 2: Dealer D generates n shares s; = f(x;) for i = 1,2,---  n, where z; is the
public information of user u;, such as u;’s ID number.

Step 3: Dealer D sends share s; to user u; in a secret channel.

Secret reconstruction
In this process, t users want to use the shares they received to reconstruct the secret
s, where s;; € {s1,82,-+-,8,} for j = 1,2,---,t denotes their shares. On the basis
of the Lagrange interpolating polynomial, secret s can be reconstructed by calculating
t t

s= f(0) = lelj II “m— mod p.
iz

. Tim —T
m=1,m#j !

The distinguished property of Shamir’s secret sharing is that it is unconditionally secure,
making it feasible and practical for designing a 3PAKE protocol.

3. Our proposed protocol. In this section, we propose a novel 3PAKE protocol based
on Shamir’s secret sharing scheme. The proposed protocol contains three basic entities,
i.e., two users (also called clients) and the server. The two users want to communicate with
each other over a public channel in an insecure network. To ensure the confidentiality of
the transmitted messages, the users must authenticate each other’s validity and negotiate
a common session key with the assistance of the trusted server. Then, the users can use the
session key to encrypt messages, making their subsequent information exchange secure.
In addition, our proposed protocol can achieve fairness in the session key agreement, such
that the position of each user is fair.

Our proposed protocol consists of two phases, i.e., 1) the initialization phase and 2)
the authentication and key agreement phase. According to Table 1, which summarizes
the notations used in the proposed protocol, the detailed description of each phase is
demonstrated in the following subsections.

3.1. Initialization phase. In the initialization phase, some parameters must be set in
advance as follows:

(1) A public collision-free one-way hash function h(-) is selected.

(2) Server S and each user u; share a long-term secret key that is generated by encrypting
information of both server S and user u;. In particular, server S and user u; share
the secret key Keyg,, = h(IDy,||z), where ID,, is the identity of user u;, and z
is the master secret key of server S. In a similar manner, the secret key Keyg,, =
h(ID,,||z) is shared between server S and user us.

(3) Symmetric encryption algorithm Epeyg, (-) and the corresponding decryption algo-
rithm Dpceyg, (+) are selected with the symmetric key Keysy,.

Figure 1 illustrates the initialization phase.
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TABLE 1. List of notations used in our proposed protocol

U; The user 7

S The trusted server

1D, The identity of user u;

z The master secret key of server §

T; A random number

Ui A random number

h(-) A public collision-free one-way hash function
Keysy, The secret key shared between S and u;

Ekeys.,, () | secure symmetric encryption algorithm with Keysgu,
Dieys,, () | secure symmetric decryption algorithm with Keysu,
k The session key shared between u; and us

I The string concatenation operation

3.2. Authentication and key agreement phase. Since users u; and us cannot au-
thenticate each other directly in the three-party authentication scenario, server S must
take the responsibility of achieving a session key agreement between u; and u,. Based
on Shamir’s secret sharing scheme, u; and wuy can authenticate each other’s validity with
the help of server S. Furthermore, u; and us are able to establish a common session key
for future communication after completing the authentication and key agreement phase.
This phase is executed as follows, and it is depicted in Figures 2 (a) and 2 (b).

I’ Z: master key
i Server

Keygu, = h(IDy,||2) Keysy, = h(IDy,||2)

2 2

User 1 User 2

FI1GURE 1. Initialization phase in our proposed protocol

3. Uses ID,, and z to generate Keys,,
Uses 1Dy, and z to generate Keysy,

I’ Decrypts Exey, (IDy, |Ix;)

i and 'E"Ks'y_wZ (IDuz”xz)
Verifies IDy, and ID,,

21Dy, and EKE",S“1 (IDy, |12¢) 2. 1Dy, and Ekeysuz(lDuznxz)
1. Chooses x; 1. Chooses x,
Uses Keysy, to encrypt 1Dy, andx; Uses Keysy, to encrypt D, and x,

(a)
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4. Generates y; and y,
Uses (xq, y1) and (x3, y,)

I to construct polynomial f (x) = a + bx
Generates a point P(ry, ;) from f(x)

Uses Keys, to encrypt x,, y,, and P
Uses Keyg,,, to encrypt x, y,, and P

5. Exeys“l(xﬂlylllP) 5-EKey5uZ(xz||Y2||P)

7.¢
! ; 9.0, E ;

6. Uses KEySu, to decrypt E.K’eysl,l eAAILD] 6. Uses Kﬂ)"m2 to decrypt EKE)’SHZ (x2|[y2|1P)

Verifies x, Verifies x,
Uses (x4, ¥, ) and (ry, 13) Uses (xy, y,) and (1, 1)
toreconstruct f (x) = a + bx toreconstruct f (x) = a + bx
Generates a random number q; Generates a random number g,
Computes ¢, = a™'h Computes ¢, = a*2':
10. Computes k = ¢, "+ 8. Computesk = ¢, *+'%:

(b)

FIGURE 2. Authentication and key agreement phase in our proposed protocol

Step 1: User u; chooses a random number ;. Then, u; encrypts ID,, and x; with
key Keysu, as Ereys,, (ID,,||z1). User uy chooses a random number z5 and then
encrypts 1D, and zy with key Keysu, as Ereys,, (1 Du,||72)-

Step 2: uy sends ID,, and Efkys,, (ID,,||z1) to server S. Correspondingly, us sends
ID,, and Exeys,, (IDy,||72) to server S.

Step 3: Upon receiving the transmitted messages, S uses the received I D,,, and her /his
master secret key z to generate key Keys,, = h(ID,,||z). S also generates key
Keysu, = h(IDy,||z). Afterwards, S decrypts Exey,, (I Dy, ||71) and Exey,,, (IDy,||72)
with Keyg,, and Keyg,,, respectively. Then, S verifies I D,, and ID,,.

Step 4: S chooses two random numbers, y; and y. Then, S constructs a first-degree,
interpolated polynomial as f(x) = a + bz mod n to pass through two points, i.e.,
(x1,71) and (x9,y2). S also generates an additional point P = (rq,7) from f(z).
After that, S uses key Keys,, to encrypt @1, y1, and P as Exeyg, (21/[11][P) and
uses key Keysy, to encrypt g, yo, and P as Exeyg, (T2]|y2]|P).

Step 5: S simultaneously sends Ecys, (21|[y1|P) to uy and Exeyg, (T2||y2||P) to us.

Step 6: u; uses key Keys,, to decrypt Erey, (x1||y1]|P) and verifies x1. Then, u,
reconstructs the polynomial f(x) by using two points (z1,y;) and P. After that, u;
chooses a random number ¢; and computes ¢; = a®'%. Also, uy uses key Keygy,
to decrypt Erxeys,, (72|y2|[P) and verifies z5. Then, uy reconstructs the polynomial
f(x) by using two points (zs,y,) and P. After that, us chooses a random number g,
and computes ¢y = a*?%.

Step 7: u; sends ¢y to us.

Step 8: uy computes the session key k = ¢*% = ¢*1%20192,

Step 9: uy sends ¢y to uy.

Step 10: u; computes the session key k = ¢j' " = q*1720192,

According to this phase, server S uses two shadows (points), (z1,y1) and (z2,92), to
construct a polynomial f(x) = a+ bz mod n. Then, u; /us can reconstruct f(x) by using
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the shadows (x1,y1)/(x2,y2) and (ry, ) he/she holds. Therefore, only u; and uy know
the correct secret a, which will be used later to establish the session key.

4. Functionality and Security analyses. In this section, we will demonstrate that our
proposed protocol can satisfy the fundamental requirements mentioned in Subsection 2.1.
In particular, our proposed protocol can possess multiple functionalities, such as achiev-
ing mutual authentication, session key agreement, security of the session key, fairness in
the session key agreement, and perfect forward secrecy. In addition, our proposed proto-
col is secure against various attacks, including impersonation attacks, man-in-the-middle
attacks, replay attacks, and known-key attacks.

4.1. Mutual authentication. Our proposed protocol can achieve mutual authentication
as defined in Subsection 2.1. In Step 2 of the authentication and key agreement phase, u;
sends 1Dy, and Efyg, (IDy,||z1) to server S, and uy sends 1D, and Erxeyg, (I Du,||72)
to server S. Then, S uses Keysy,to decrypt Exeyg, (IDy,||71) and Keys,, to decrypt
Eiceys,, (I Dy, ||72), Tespectively. S checks whether the decrypted ID,, is equal to the
received I D,,, and whether the decrypted ID,, is equal to the received ID,,,. If they hold,
S can be convinced that both u; and uy are legal. Then, S sends Egyg,,, (x1||ly1]| P) to uy
and Eiceys,, (T2|[y2|[P) to uz at the same time in Step 5. Afterwards, u; uses key Keys,,
to decrypt Exeyg,, (T1]|y1]|P), and us uses key Keysy, to decrypt Ereys,, (T2||y2||P). To
verify the integrity of the transmitted message, u; and us checks whether the decrypted 1
and x, are identical to the value he/she selected in Step 1. If they are identical, the server
is authenticated by both u; and us. Therefore, each user and the server can authenticate
each other’s legitimacy. In addition, u; sends ¢; = a™9" to us and uy computes the session
key k = ¢*®. Accordingly, us sends ¢o = a®2% to u; and u; computes the session key
k= c3' ™. If up and uy are legal, they can obtain the same session key k. Thus, they can
verify each other’s validity successfully.

4.2. Session key agreement. Both users establish a common session key with the help
of the server S by the following steps. S uses two points, (z1,y;) and (22, y2), to construct
a polynomial f(z) = a+ bx mod n, where z1 and x5 are sent from u; and us, respectively,
while y; and y, are chosen by S. Then, S generates a point P = (r1,79) from f(x). After
receiving Exeyg, (71]|y1]|P) sent from S, u; uses key Keys,, to decrypt it and reconstructs
f(z) by two using points (x1,y;) and P based on Shamir’s secret sharing scheme. In a
similar way, uy can reconstruct f(z) by using two points (z2,9) and P. Since u; and us
can retrieve the same a from f(z), they agree on a common session key k = q*1*27192,

4.3. Security of the session key. Our proposed protocol can ensure the security of the
session key such that it can be computed only by users who participated in the protocol.
Although the server helps users establish the session key, he/she has no way to obtain this
session key. S cannot obtain ¢; from ¢;, x1, and a due to the difficulty associated with
solving the discrete logarithm problem. For the same reason, S cannot obtain ¢, from co,
Zo, and a. Consequently, S cannot get the session key k = a**29%. Next, we explain
why an attacker cannot obtain the session key k. Even if an attacker intercepts messages
EKeysul (]Du1’|x1>7 EKeysu2 (IDU2 | ’x2>7 EKeysu1 <x1”y1||P)a EKeySu2 (ZE2| |y2||P)7 €1, and C2,
he/she cannot utilize the correct key Eryg, Or Ekeyg, to derive x; or zp. Moreover,
the attacker cannot get a, g1, and ¢o, which are kept secret by u; and us, so the attacker
cannot obtain session key k.
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4.4. Fairness in the session key agreement. Our proposed protocol can achieve fair-
ness in the session key agreement. In most 3PAKE protocols, one user cannot communi-
cate with the server directly but must transmit some information to the other user who
then forwards this information to the server. This indicates that one user is placed in a
more important position than the other. In contrast, our proposed protocol allows each
user to convey messages to the server directly, and, later, the server can help users to
establish a common session key with these messages. As a result, each user has an equal
role in our proposed protocol.

4.5. Perfect forward secrecy. We assume that the master secret key z of server S is
compromised in our proposed protocol. Throughout the security analysis, we assume that
Evan is an attacker who is able to eavesdrop and intercept the valid data transmission in
the communication channel. Therefore, Evan can easily compute long-term secret keys
Keysy, = h(ID,,||z) and Keyg,, = h(ID,,||z). Evan also can derive (x1,y;) and (z2,y2)
and obtain a by using these long-term secret keys. However, since Evan cannot obtain
randomly chosen numbers ¢; and ¢ that are essential components of the session key,
the disclosure of long-term secret keys cannot lead to the compromise of any previously
established session key. As a result, our proposed protocol can provide perfect forward
secrecy.

4.6. Withstanding the impersonation attack. In this subsection, we show that our
proposed protocol can withstand impersonation attacks in the authentication and key
agreement phase. More specifically, two scenarios for the impersonation attack are de-
scribed, i.e., (1) Evan’s impersonating server S and (2) Evan’s impersonating user u; or us.

Scenario 1. The attacker, Evan, is impersonating server S

Here, as an example, we only take the situation in which Evan impersonates server S to
cheat user u;. The process of cheating user us can be analyzed in a similar way. If Evan
wants to act as server S, he intercepts I Dy, and Exeyg, (I Dy, ||21) sent by uy and 1D, and
Erceys,, (I Dy, ||72) sent by us. Then, without the correct key Keys., / K eysu, that is shared
between S and u;/up, Evan cannot decrypt Exeys, (IDy,|71) and Egeyg,, (1Dy,||72).
Thus, he must forge x1* and x* and generate two random numbers y;* and y»* to con-
struct an f*(z) = a*+b*zr mod n* by using points (z1*,y1*) and (x2*, y2*). S also generates
a point P* = (r1*, ") from f*(x). By generating fake keys Keyg,,” and Keyg,,", S sends
Erceys, = (@1|[y1*[|P*) to u; to cheat her/him. Upon receiving the transmitted message,
uy uses key Keys,, to decrypt EKeySul*(xl*Hyl*HP*). However, u; finds out that the
decrypted z1* is not equal to x1, which he or she selected previously. Therefore, u; ter-
minates the procedure immediately.

Scenario 2. The attacker Evan is impersonating one user

If Evan attempts to impersonate u;, he must choose a random number z;* due to not
knowing the real z; and forge key Keyg,,™ to encrypt ID,, and z1*. Then, Evan acts as
uy to send ID,, and EKeySul*(IDulel*) to S. However, when S uses the key Keyg,, to
decrypt Ekeyg, (I Dy, ||217), he/she observes that the decrypted ID,, is illegal by com-
paring it with the correct ID,,. Consequently, S terminates the procedure. Similarly,
Evan fails to impersonate us to pass the authentication process.

Scenarios 1 and 2 indicate that it is impossible for an attacker to launch an imperson-
ation attack successfully in our proposed protocol.
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4.7. Withstanding the man-in-the-middle attack. In the following, we show how
our proposed protocol can prevent a man-in-the-middle attack. According to where the
attacker Evan stands, this attack can be classified into two scenarios listed below:

Scenario 1. The attacker, Evan, stands between one user and server S

Let us consider the situation in which Evan stands between u; and S. Evan modifies the
message Ereyg, (1D, ||71) t0 Exeyg, (IDy,||21)" and then sends 1Dy, and Egceyg,, (1 Dy, ||21)°
to server S, masquerading as u; to cheat S. S decrypts Efceys,, (ID,,||z1)" by using
EKeySu1 to extract ID,,. However, S detects that ID,, is invalid and terminates the
procedure. Alternatively, Evan intercepts Erceys, (21|[y1|[P) sent from S and modifies it
as Ereyg,, (21/ly1]|P)". Then, Evan transmits the modified message to u;. u; decrypts
Ekeys,, (21][y1]|P)" with Egeyg, to retrieve the parameters inside it. Fortunately, Evan
is unable to deceive uy, and the procedure is terminated when he/she verifies that the
decrypted z; is different from the one that he/she had chosen before. Thus, the attacker
can cheat neither u; nor S when standing between them. The case is same for an attacker
standing between us and S.

Scenario 2. The attacker, Evan, stands between two users

Evan replaces ¢; with ¢;* = e®% and then sends it to uy. us computes k* = (¢;*)”% =
"% and sends ¢ to u;. Evan intercepts cs, replaces it with co* = e®<%. and then sends
co* back to uy. u; computes k** = (cg*)™ " = e%4"" | Since a can only be recovered by
uy and us and x1, x9, ¢, and ¢o were chosen by u; or us, Evan cannot share the session
key k* with us and k™ with u;. In other words, u; and uy can detect the Evan’s existence,
and, thus, a man-in-the-middle attack cannot be initiated successfully.

exe‘k

4.8. Withstanding the replay attack. Our proposed protocol can resist the replay at-
tack by choosing random numbers x1, xs, ¢;, and ¢, in different sessions. For instance, let

us consider the scenario in which Evan replays Egceyg, (IDy,||71) and Egceyg,, (1 Dy, [|z2) in
Step 2. S decrypts these two messages to extract ¥ and xy and then conveys Ereyg, (21[y1|P)
to up and Efeeyg,, (T2|y2||P) to ug. When u; obtains x; by decrypting Exeyg, (@1]|y1]|P),
he/she can immediately verify that the decrypted 7 is not fresh. Similarly, u; and us can
detect the illegitimacy of x1 and xy if Evan replays Ereys, (71/[y1]|P) and Egceys,, (22l[y2||P).
Also, if Evan replays ¢; and ¢y, u; and us are incapable of sharing a common session key;,
and the procedure is terminated. Consequently, the replay attack will fail.

4.9. Withstanding the known-key attack. Our proposed protocol can withstand the
known-key attack due to the fact that keys in different sessions are independent of each
other. Assume that Evan knows the session key k = a*'*271%2 and that he wants to derive

’
. . / / / I
another session key k' = (a/)™ ™ ™ *® . Since {x1,%2,q1,q2} and {x1,22,q1 ,q2 } are

randomly selected by u; and us in different sessions, Evan cannot mount the known-key
attack by computing &’ from k.

Table 2 compares the functionalities and security capabilities of our proposed protocol
and other, related 3PAKE protocols [7, 17, 22, 23, 26]. The results of the comparisons
show that our proposed protocol is superior to the others. In addition, our proposed
protocol does not have to resist the dictionary attack because it is based on Shamir’s
secret sharing scheme without depending on the use of passwords.
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TABLE 2. Comparison of functionalities and security capabilities

Protocols Al | A2 | A3 | A4 | A5 | A6 | A7 | A8 | A9 | A10 | A1l | A12
Lu and Cao [17] | Yes | Yes | Yes | No | Yes | No | No | Yes | Yes | Yes | No |No
Lee et al. [22] Yes | Yes | Yes | No | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes
Yoon and Yoo [23] | Yes | Yes | Yes | No | Yes | Yes | Yes | Yes | Yes | Yes |No | Yes
Huang [26] Yes | Yes | Yes | No | Yes | Yes | Yes | Yes | Yes | No | No | Yes
Lv et al. [7] Yes | Yes | Yes | No | Yes | Yes | No | Yes | Yes | No | Yes | Yes
Ours Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes | - - -

A1l: mutual authentication; A2: session key agreement; A3: security of the session key; A4: fairness
in the session key agreement; A5: providing perfect forward secrecy; A6: withstanding impersonation
attacks; A7: withstanding man-in-the-middle attacks; A8: withstanding replay attacks; A9: withstanding
known-key attacks; A10: withstanding off-line dictionary attacks; A11: withstanding undetectable on-line
dictionary attacks; A12: withstanding detectable on-line dictionary attacks.

5. Performance evaluation. In this section, we evaluate the performance of our 3SPAKE
protocol. As shown in Table 3, we compared our 3PAKE protocol with other related
works [7, 17, 22, 23, 26] based on the dominant operations executed in each protocol, i.e.,
modulus exponential, hash, pseudo-random, public key encryption/decryption, symmetric
encryption/decryption, and Shamir’s secret sharing operation. As Table 3 indicates, our
proposed protocol eliminates the usage of modulus exponential and public key encryp-
tion/decryption operations, which are the most time-consuming tasks. Instead, Shamir’s
secret sharing and symmetric encryption/decryption operations are utilized to reduce the
computational cost significantly.

TABLE 3. Performance Comparison

Protocols B1 B2 B3 B4 B5 B6
111/112/8 ul/u2/S ul/uz/S 111/112/8 111/112/8 1.11/1,12/8

Luand Cao [17] |3/3/6  |3/3/2 |[1/1/1 _ |0/0/0  |0/0/0 | 0/0/0
Lee et al. [22] 2/2/0  |1/1/0  [2/3/0 |1/2/1  |4/4/4 | 0/0/0
Yoon and Yoo [23] |3/3/4 | 5/5/6  |2/2/1  |0/0/0  |1/1/2 |0/0/0
Huang [26] 2/2/2  |3/3/2 |[1/i/T | 0/0/0  [0/0/0 | 0/0/0
Lv et al. [7] 2/2/2  |1/1/2  [1/2/T | 0/0/0  [3/4/3  |0/0/0
Ours 0/0/0 0/0/2 2/2/2 0/0/0 2/2/4 1/1/1

B1: modulus exponential operation; B2: hash operation; B3: pseudo-random operation; B4: public
key encryption/decryption operation; B5: symmetric encryption/decryption operation; B6: Shamir’s
secret sharing operation.

In Table 4, we show the specifications of our workstation. With this workstation, we
used C++ language to implement (1) the code of hash function, and (2) the code of
Shamir’s secret sharing scheme. After inputting 64 letters for a 512-bit random string
and testing 10,000 times, the average time we calculate are about (1) 6.4 ms, and (2) 2.64
ms, respectively. Furthermore, Schneier [34] mentioned that a hash function (MD5/SHA)
was about 1000 times faster than an asymmetric cryptosystem (RSA-1024) and that
one symmetric cryptosystem (DES) was about 100 times faster than one asymmetric
cryptosystem. According to [35] and our experimental results, we can conjecture the
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computational cost of each encryption/decryption operation in our protocol in Table 5.
Besides, we calculate the execution time of each party in our proposed protocol and show
it in Table 6.

TABLE 4. Experimental platform in our paper

Device of our workstation

OS Windows 7 SP1

CPU Intel®Core ™i7-3770 processor running at 3.40 GHz
RAM 8,192 MB

Else Western Digital WD5000AAKX-08U6AA0 ATA drive
Language | C++

TABLE 5. Computational cost

Computational cost (sec.)

Hash operation 6.92 x 1073
Public key encryption/decryption operation | 6.92
Symmetric encryption/decryption operation | 6.92 x 1072
Shamir’s secret sharing operation 2.64 x 1073

TABLE 6. Execution time of our proposed protocol

Execution time (ms)
User 1 | 141.04 ms
User 2 | 141.04 ms
Server | 293.28 ms

6. Conclusions. In this paper, we proposed a novel SPAKE protocol based on Shamir’s
secret sharing scheme. Our proposed protocol possesses multiple functionalities, such as
achieving mutual authentication, session key agreement, the security of session key, fair-
ness in the session key agreement, and perfect forward secrecy. In addition, our proposed
protocol is secure against various attacks, including impersonation attacks, man-in-the-
middle attacks, replay attacks, and known-key attacks. Our performance analysis showed
that the computational cost of our proposed protocol is lower than that of Lv et al.’s
protocol.
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