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ABSTRACT. Network covert channel exploits normal traffic as the carrier to transmit in-
formation secretly over the network. However, most of the existing covert timing channels
can be detected since they may generate abnormal traffic or property. In this paper, a
DWT-based covert timing channel is proposed to improve concealment. In order to pre-
serve normal behavior and property, instead of being directly embedded into the normal
traffic in spatial domain, the secret information is modulated into the wavelet coefficients
of normal inter-packet delays (IPD). Experimental results show that our scheme can re-
sist the existing popular detection methods.
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1. Introduction. Network covert channel is a hidden communication technique, which
utilizes legitimate traffic as the vehicle to transfer secret information covertly over the
network. In recent years, it has become a hot research topic in the field of information
security. There are two broad types of network covert channel: covert storage channel
and covert timing one. Covert storage channel embeds the secret information into the
redundancies of network protocols [1, 2, 3, 4, 5]. Although it is simple and easy to
implement, it can be easily detected by the existing methods.

Covert timing channel delivers the secret information by exploiting time-relevant events
of network packets and it has better stealthiness than covert storage one. Generally, it
can be divided into three sub-classes: On-Off covert channel [6], inter-packet delay (IPD)
based covert channel [7, 8 9, 10, 11], packet sorting [12, 13] and combination based
ones [14, 15]. Synchronization is always a difficult problem to solve, since covert timing
channel is susceptible to the unstable network condition, such as jitter and delay. To
guarantee reliability, Luo [16] designed a mechanism by using TCP ACKs to synchronize
the covert channel. Amir [17] and Archibald [18] used Error Correction Code to encode the
secret information to increase accuracy, which sacrificed the bandwidth of covert channel
and increase the transmission overhead.
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Since IPD-based covert channel is one of the most common and effective method, it is
mainly focused in this paper. However, most of the existing methods would either gener-
ate abnormal covert traffic or reveal distinct properties compared with the normal case,
making it possible to be detected. This is because the embedding of secret information
alters the normal carrier in some way. To overcome the drawbacks of the existing meth-
ods, a new Discrete Wavelet Transform (DWT) based covert timing channel is proposed
in this paper, aiming to improve concealment. The main contribution of this paper is as
follows:

(1) Instead of directly modifying the normal traffic in spatial domain, the secret informa-
tion is modulated into the coefficients in wavelet domain. Via controlling the embedding
position and strength, alteration of the normal carrier in spatial domain is reduced as
possible. Thus, the covert traffic of our scheme preserves normal behavior and property,
so as to resist detection.

(2) In our scheme, secret bits are embedded into the wavelet coefficients of normal
traffic by using parity quantification. This is a quite simple way because the secret
information can be decoded according to the parity of certain coefficients, without any
additional template. Meanwhile, such method is noise-tolerated to some extent, making
the proposed scheme more robust. The remainder of this paper is organized as follows.
In section 2, some related works are reviewed in detail. In Section 3, the proposed scheme
is introduced. In Section 4, experimental results are presented and analyzed. Finally, the
whole paper is concluded in Section 5.

2. Related work.

2.1. Review of IPD-based schemes. IPD-based covert channel is a notable branch of
covert timing channel, which manipulates the timing intervals of adjacent network packets
to transmit secret information. To achieve better understanding, four typical inter-packet
delays based schemes are reviewed and analyzed, they are Jitterbug [11], TRCTC [13],
MBCTC [14] and CTCDM [15] respectively.

Jitterbug [11] is a key board device that slowly leak typed information over network.
It operates by deliberately inserting additional small delays into the original traffic. The
sender transmits a bit 0 by adding certain delay to the original intervals such that the
modified one module w milliseconds (ms) is 0. Similarly, a bit 1 is transmitted by increas-
ing the original intervals to a value which module w ms is w/2. The timing window w
limits the maximum delay that can be added, which determines the discrepancy between
the legitimate and covert traffic. In our implementation, parameter w is set as 20 ms.
Jitterbug modifies the normal traffic for information leaking without producing additional
traffic, whereas the variation will cause anomaly.

To mitigate this problem, designers try to mimic the statistical feature of normal traffic.
TRCTC [13] uses a sample of normal traffic captured from the overt network, and replays
it later to transfer secret. The normal inter-packet delays are sorted and partitioned into
two equal bins, with a value t.,¢s to distinguish them. Then the sender randomly picks
up a value from the corresponding bin that matches the secret bit 1 or 0. Since the covert
traffic of TRCTC is composed of scrambled normal inter-packet delays, its distribution is
close to that of the normal one. However, the scrambled traffic may also raise suspicion
of monitoring device.

MBCTC [14] provided an automated framework that fits the statistical model of normal
traffic using parametric estimation, where the candidate distributions are Exponential,
Weibull, Poisson and other common ones. The estimated distribution with the smallest
root mean squared error (RMSE) is the best fit of normal traffic. To imitate the normal
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distribution, covert traffic is generated using the inverse cumulative distribution function
(ICDF) of normal traffic. In addition, the model is refitted to update its parameters
every 100 packets. However, it should be noted that mathematical model of some network
application may not exist, thus MBCTC is not applicable in some scenarios.

Similar to MBCTC, CTCDM [15] fits the histogram distribution property of normal
traffic. The fitted histogram is utilized in the encoding of secret information, in order
to make the distribution of covert traffic more natural and similar to the normal one.
CTCDM is designed as an binary channel, where bit 0 is decoded when the observed
timing interval is smaller than the center value o* of the histogram, otherwise a bit 1 is
retrieved. However, the normal pattern of transmission is also overlooked in this scheme.
Hence, we are motivated to design a method that make less modification on the normal
traffic as possible when embedding the secret information. In this paper, a DWT-based
covert timing channel is proposed by embedding the secret bits into the coefficients in
wavelet domain, minimizing the alteration of normal traffic in spatial domain.

2.2. A brief introduction of DWT. The Wavelet Transform (WT) is a technique for
analyzing signals. It outperforms other transforms due to its excellent time and frequency
resolution properties. The multi-scale analysis of signals is conducted by expansion and
translation operations. WT is self-adaptive to the requirement of time-frequency analysis
for signals, which can focus on any detail of signals. Discrete wavelet transform (DWT) is
a special case of WT that processes discrete signals. Thus, DWT is chosen in this paper.
DWT of a signal z is calculated by passing it through a low pass filter ~ and a high pass
filter ¢, which is denoted by Eq.(1) and Eq.(2):

Yiowln) = > x[k]h[2n — k] = (zxh) | 2 (1)
Ynignln) = Y wlklg[2n — k] = (zx g) | 2 (2)

Where the approximation coefficients 0, and detail coefficients ypig, are the outputs
of low pass (h) and high pass (g) filters respectively, after sub-sampling by 2. The above
processes can also be represented in the form of convolution, as shown in Eq.(1) and (2).
This decomposition has halved the time resolution since only half of each filter output
characterizes the signal. The one-level wavelet decomposition of signal z is depicted in
Fig.1. The signal can be analyzed at different frequency bands with different resolution
by further decomposing the approximation coefficients using the same step.

low pass
signal —> hln] > L2 > w7 alzzz;icr:?:;izn
x|n]— high pass subsampling
—> gl > 2 > yh"gh[n] coec}f;;lii;ﬂts

F1GURE 1. Wavelet decomposition of signal x
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3. The proposed scheme. The model of our scheme is demonstrated in Fig.2. Initially,
a sample of normal traffic is collected, and the delays of adjacent packets are extracted.
Then, the normal IPDs are divided into several segments for processing. Let AT be one
of the segments and [ be the size of it, where AT = {Aty, Aty,- - -, At;}. The secret
information S, in binary form is encoded by the following procedures:

Abbreviation:

1PDs—1 ket del Input;
s—Inter-packet delays ) . IDWT

WCs— Wavelet coefficients D“I{T Seﬁl'f'll bits S"’ i

Normal " Covert

———»  Filter ——» Processer ——» Encoder > Processer ——»

traffic traffic

—P —»
Original Original Modified Covert

IPDs WCs WCs IPDs

F1GURE 2. The model of our proposed covert channel

Step I: three-level wavelet decomposition is performed on the normal traffic AT ac-
cording to Eq.(1) and Eq.(2) as illustrated in subsection 2.2. The result can be denoted
as Eq.(3), where ca3 represents the approximation coefficients of third-level wavelet de-
composition, and it is defined as ca3 = {ca3(1),ca3(2),- - -,cad(n)}(n = 1/2%); cdl,cd2
and cd3 are the corresponding detail coefficients.

ca3 & cd3 @ cd2 & cdl = DWT3(AT) (3)

For better understanding, DW'T of the normal traffic is presented in Fig.3 as an example.
In this case, YY-audio is selected as the normal carrier and the segment size [ is set to 500.
It is intuitive that ca3 are larger than the coefficients of other frequencies. Hence, it can
be found that the energy of normal traffic is mainly concentrated on the low-frequency
area, which is chosen as the embedding area.

Step II: the secret information S, is partitioned into several bit-strings which size is
indicated as m (m < n), and s, represents a secret bit. Then, parity quantification is
employed to modulate the secret bit s, into the approximation coefficient ca3, which is

defined in Eq.(4):

[ca3(i)] [ca3(1)]%2 = s,

C(L?),(’i) = fencode(se) = { [CCLS(Z)] + (_1)m [C(Zg(Z)]%Z =5, (1 S i S m) (4>

Where fepcoqe denotes the encoding function, and ca3d’ refers to the modified approxima-
tion coeflicients after injecting the secret bits. [ca3(7)] indicates the half-adjust operation
on ca3(i). Additionally, the variable m is set to 1 if ca3(i) is less than [ca3(i)], otherwise
it is set to 0.

Step III: inverse DW'T is conducted on the modified coefficients to reconstruct the
covert traffic AT, which can be represented as:

ATy = IDWT3(ca3 & cd3 @ cd2 ® cdl) (5)

On the receiver side, it is quite simple to extract the secret bits without any additional
template shared in advance. Inter-packet delays AT, are extracted according to the time-
stamp of packets. It should be noted that AT, may not be equivalent to ATy, since the
impact of network noise is taken into account. The secret bit can be retrieved by using
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FiGURE 3. Three-level DWT of the original traffic

the decoding function fjecoqe, as shown in Eq.(6). Where ca3 refers to the corresponding
approximation coefficient of covert traffic.

S0 = facoode(ca3) = [ca3()]%2(1 < i < m) (6)

A bit 0 is decoded when ca3 module 2 equals 0, or a bit 1 is recovered if ca3 module 2
is identical to 1.

4. Experimental results. The proposed scheme is protocol-independent, which means
that any network application can be used as its carrier. Therefore, it is widely applicable in
different scenarios. As we know, an ideal carrier should possess two properties: popularity
and complexity. Since the massive communication traffic and complex pattern of such
carrier can improve the concealment of covert channel. YY audio a network service based
on P2P, do satisfy the above requirement, therefore it is adopted as the normal carrier in
the implementation of this paper.

In our experiment, the normal traffic of YY audio is captured from an intermediate
router within the campus network of Jiangsu university of science and technology during
the communication of two hosts. Then the secret information is inserted into such carrier
using the aforementioned steps. The normal and covert traffic of our scheme after three-
level wavelet decomposition are compared in Fig.4. Meanwhile, the comparison of normal
and covert traffic in spatial domain is also presented in Fig.5. It is manifest that the
covert traffic of our scheme is quite similar to the normal one whenever in spatial or
wavelet domain.

To further evaluate the performance of our proposed scheme, it is compared with two
existing methods jitterbug [11] and ctcdm [15] regarding some significant properties, such
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FIGURE 5. The comparison between normal and covert traffic of our scheme
in spatial domain

as concealment and robustness. The whole size of normal or covert traffic is 10000 in the
following experiment.

4.1. Robustness analysis. Most timing covert channel is easily affected by network
noise, such as jitter and delay. In the experiment, noises of different power are injected
into the covert traffic of our scheme. The additive white Gaussian noise is utilized to
simulate channel noise in our case. The power of noise is measured by signal-to-noise ratio
(SNR) when the power of signal is fixed. In other words, the power of noise increases as
SNR decreases. The comparison of bit error rate (BER) between our scheme and jitterbug
is demonstrated in Fig.6, given different SNR ranging from 0 to 70db. From the result,
it can be seen that distortion raised by such noise can be tolerated in our scheme when
the SNR is larger than 40db. And it achieves relatively well accuracy when the SNR is
above 30db. As for jitterbug, its BER is larger than that of our scheme when the SNR
locates under 50db. However, it becomes totally disabled as the SNR decreases to 35db.
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Thus, it is indicated that our proposed scheme is robust when the power of noise is less
than of the signal, which outperforms jitterbug in terms of robustness.

4.2. Concealment analysis. As we know, histogram is a significant property which can
reveal the statistical distribution feature of traffic. Therefore, the histograms of normal
and covert traffic are compared in Fig.7. Where the x-axis shows inter-packet delays
ranging from 0 to 150ms and the y-axis indicates the number of delays occurred within
each bin (the x-axis is divided into ten bins). It is easily found that, inter-packet delays
of normal traffic occur most between 15 and 60ms. But for jitterbug it turns out to
be a distinct distribution deviated from the normal one. It can also be noted that the
distribution of ctcdm only differs slightly from the normal case when between 75 and
105ms, since ctedm aims to imitate the normal histogram property. Hence, the histogram
of our scheme matches the normal one better than jitter or ctedm.

Meanwhile, two notable detection methods are employed to reckon the detection resis-
tance of our scheme compared with jitterbug [11] and ctedm [15] quantitatively, which
are e-similarity test [6] and Kolmogorov-Smirnov test [19]. Each method tries to find
abnormal property or regularity of covert traffic.

The normal traffic obtained from an intermediate router is used for training in the
detection tests. Then the covert traffic is detected when the window size is 500 or 1000
respectively. In addition, the number of training or detection window is 100 in each case.
For each test, detection rate of covert traffic is calculated under different thresholds, when
the false positive rate is less than 0.1.

(1)e-similarity test

e-similarity test [6] reckons the self-similarity within certain traffic. Firstly, for each
window, the IPDs are sorted from smallest to largest, as shown in Fig.8. The x-axis is
the packet number, and the y-axis represents the IPDs which vary from 0 to 150ms. It
can be seen that the sorting result of normal traffic is a step function varying slowly with
about six smooth steps, and so is that of our scheme. The shape of ctcdm resembles the
normal case, but its steps are jagged. For Jitterbug, there are more sharp steps.
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Secondly, the relative difference between each pair of consecutive points is calculated
as |P; — Piy1|/Pi(i=1,..., w), where w refers to the window size. Finally, a measure of
similarity called e-similarity is obtained by computing the percentage of relative differences
that are less than e. The e-similarity values of normal and covert traffic under different
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e are given in Tab.1. As € varies from 0.01 to 0.02, the e-similarity value rises because
more relative differences fall into the region. For a single window, the e-similarity value
of our scheme ranges from 0.8448 to 0.9029, which is quite close to that of the normal
case. However, such value of jitterbug or ctedm is all above 0.95 for each e.

TABLE 1. The e-similarity values of normal and covert traffic under differ-
ent €

€ 0.010 | 0.012 | 0.014 | 0.016 | 0.018 | 0.020
normal | 0.8488 | 0.8609 | 0.8799 | 0.8959 | 0.9039 | 0.9099
our scheme | 0.8448 | 0.8559 | 0.8699 | 0.8849 | 0.8949 | 0.9029
jitterbug | 0.9510 | 0.9510 | 0.9510 | 0.9510 | 0.9510 | 0.9510
ctedm 0.9750 | 0.9750 | 0.9750 | 0.9750 | 0.9750 | 0.9750

By utilizing the steps mentioned above, the e-similarity values of 100 windows for normal
and covert traffic are compared in Fig. 9, when € is set to 0.01. From the results, it is found
that the e-similarity value slightly increases as the window size becomes larger, because
the traffic turns to be more regular. Most similarity values of normal traffic appear under
0.9, whereas those of the covert traffic generated by ctedm concentrate on 0.95 or 0.97.
For jitterbug, the values range approximately from 0.9 to 0.97. But the values of our
scheme mix with those of the normal traffic, which can hardly be differentiated.
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F1GURE 9. The comparison of similarity values between normal and covert
traffic (e=0.01)

100 windows of covert traffic are tested using e-similarity test when the window size w
is 500 or 1000 respectively, and the results are presented in Tab.2. Where the detection
threshold is denoted as t. It is observed that the false positive rate of normal traffic
declines when the threshold increases. Meanwhile, the detection rates of covert traffic are
shown in the table, and we can see covert traffic of ctcdm is completely detected. The
detection rate of jitterbug ranges from 0.94 to 1, while that of our scheme is only from
0.02 to 0.04. Hence, e-similarity test fails to distinguish the covert traffic of our scheme
from the normal one.

(2)Kolmogorov-Smirnov test
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TABLE 2. The detection results of covert traffic using e-similarity test under
different thresholds and window sizes (e=0.01)

t=0.895 t=0.900 t=0.905
w=500 | w=1000 | w=>500 | w=1000 | w=500 | w=1000
false positive | 0.01 0.06 0.01 0.04 0.00 0.00
our scheme 0.02 0.04 0.00 0.03 0.00 0.00
jitterbug 0.99 1.00 0.98 1.00 0.94 0.99
ctedm 1.00 1.00 1.00 1.00 1.00 1.00

Kolmogorov-Smirnov test [19] measures the maximum distance between two distribu-
tions. A small value indicates that two distributions are close to each other. Conversely,
a large value means one distribution does not fit the other one. The Kolmogorov-Smirnov
test value (KS-test value) is attained by taking the supremum of absolute difference be-
tween two empirical distribution functions for all z, which can be defined in Eq.(7):

KSTEST = sup|Si(x) — Sa(x)| (7)

Where Sy (z) and Sy(x) refer to the empirical distribution functions of two samples. The
comparison of KS-test values between the normal and covert traffic is shown in Fig.10.
Likewise, 100 windows of covert traffic are tested in the experiment. The x-axis is the
window number and y-axis shows the corresponding KS-test value. It can be found that,
KS-test value drops as window size increases, since the traffic becomes more stable and
regular. The KS-test values of our scheme are under 0.15, confused with those of the
normal traffic. Thus, the distribution of our scheme is close to that of the normal one.
Nevertheless, the corresponding values of jitterbug and ctecdm occur from 0.15 to 0.3 and
0.35 to 0.45 respectively, which are both deviated from the normal case.
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F1GURE 10. The comparison of KS-test values between normal and covert traffic

Then, 100 windows of covert traffic are detected using Kolmogorov-Smirnov test and
the detection results are shown in Tab. 3. It is observed that the false positive rate of the
normal traffic declines when the threshold increases. From the results, it is easily seen
that covert traffic of ctcdm can be detected thoroughly by this method. The detection
rate of Jitterbug is more than 0.9 when tested with different thresholds. But in our case it
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is located under 0.06, indicating that Kolmogorov-Smirnov test cannot effectively detect
the covert traffic generated by our scheme.

TABLE 3. The detection results of covert traffic using K-S test under dif-
ferent thresholds and window sizes

t=0.13 t=0.14 t=0.15
w=500 | w=1000 | w=>500 | w=1000 | w=500 | w=1000
false positive | 0.08 0.04 0.03 0.02 0.02 0.00
our scheme 0.06 0.03 0.02 0.01 0.02 0.00
jitterbug 1.00 0.99 0.98 0.95 0.95 0.92
ctedm 1.00 1.00 1.00 1.00 1.00 1.00

From the above results, it is manifest that both of jitter [11] and ctcdm [15] can be
detected by existing methods [6, 19]. Since the behavior or property of normal carrier is
altered in their encoding process. But our scheme is superior to the current methods in
detection resistance, because the normal traffic in wavelet domain is modified to embed
the secret information, preserving its spatial regularity and property. Therefore, it can
be concluded that our scheme possesses better concealment and robustness.

5. Conclusions and future work. In this paper, a DWT-based covert timing channel
of high concealment is proposed. The legitimate traffic is exploited as a sample to maintain
the normal regularity and behavior. For the normal sample, approximation coefficients
of the third-level wavelet decomposition are modulated to deliver the secret information
by using parity quantification. The reconstructed covert traffic is able to keep the normal
spatial property. From the experimental result, it is indicated that the covert traffic of our
scheme is quite close to the normal one, which can successfully evade detection. Hence,
the proposed scheme outperforms the existing methods in terms of detection resistance.

In the future, the robustness of our scheme will be further studied and improved.
Specifically, conditions of packet loss and disorder will be considered.
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