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ABSTRACT. In this paper, we propose a scheme to hide a gray-scale image within an
RGB image based on two features: band selection of the cover image through the sim-
tlarity between the secret image histogram and the histogram of each band, and a pixel
searching process. Every pair of images (secret and cover) produces an adaptive key that
contains the following data: secret image size and its average, selected band number (Red,
Blue or Green) and the locations of the replaced data. To obtain a trade-off between im-
perceptibility (stego image) and quality (recovered secret image), we use a range in the
pizel searching process. Several experiments were conducted with ten cover images, five
secret images, and five ranges of the pixel selection process. It was found that the imper-
ceptibility of the stego image is high enough to avoid arousing suspicions regarding the
existence of the secret image. The findings also indicate that the recovered secret image
correlates highly with the original secret image.

Keywords: Image steganography, Gray-level modification technique, Pixel in Block
hiding method.

1. Introduction. Nowadays the amount of digital data transmitted over the internet is
very high, images being one of the most available data types. In some cases, these images
are not sensitive content and private communication is not a requirement. Nevertheless,
in other cases, confidentiality of the content plays an important role. In this regard,
steganography is one way to protect the existence of the secret content. Most image
steganography schemes are performed in spatial domain or in transform domain [1, 2]. In
the case of spatial domain, the hiding process is directly performed over the image data,
as seen in Least Significant Bit (LSB) substitution, gray-level modification, pixel value
differencing and quantization index modulation techniques. In LSB substitution, some of
the least significant bits of the pixel are replaced with the secret data [3, 4, 5, 6, 7, §].
In gray-level modification, some pixels of the cover image are changed according to a
mathematical function [9, 10]. Specifically, the Pixel in Block Hiding Method (BPHM)
changes some pixels of one band of the color cover image with the pixels of the secret image
[11]. In Pixel Value Differencing (PVD), the hiding process is performed by changing the
difference between two or more adjacent pixels [12, 13, 14, 15, 16, 17, 18]. In Quantization
Index Modulation (QIM) the cover image is quantized in some ranges and the value of
the hidden bit is related to the value of the quantized pixel [19, 20, 21, 22]. Some of the
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above techniques use the concept of histogram similarity, which can be applied to the
entire image [23] or for a specific band of the color image.

In the case of transform domain, the data are embedded in spectral coefficients us-
ing a form of transformation such as the Discrete Cosine Transform (DCT) [24, 25] or
the Discrete Wavelet Transform (DWT) [26, 27, 28]. These schemes can be applied in
combination with one of the spatial domain techniques.

Regardless of the selected method, the following characteristics should be satisfied: im-
perceptibility, payload and quality of the recovered secret image. Imperceptibility means
that the observer cannot detect any kind of distortion in the image that raises suspicions
about the existence of the secret content. Payload is related to amount of hidden bits.
Quality of the recovered secret image means that the recovered image is very similar to
the original secret image and is even more so with reversible data hiding schemes [29, 30].
Some of the above schemes allow high imperceptibility but low quality of the recovered
image or low payload, and other schemes only emphasize one of the desired characteristics.
For example QIM-based schemes have low data hiding; high quality of the recovered secret
image and imperceptibility depends on the step in the quantization process. Therefore,
in this project we propose a scheme within the gray-level modification techniques based
on the BPHM method, which has a good trade-off between imperceptibility, payload and
quality of the recovered image. Several tests were carried out in order to select adequate
conditions to strike a good balance between the three characteristics.

2. Background of the pixel in block hiding method. The method known as Pixel
in Block Hiding Method (BPHM) was proposed by Moustafa and Badawy [11]. This
technique is used to embed a gray-scale image into a color image. The procedure to hide
data is defined, as follows:

1. Calculate the number of pixels of the secret image, S, according to the number of
rows Ny and the number of columns M;.

2. Select a cover image, C, with size Ny x M, that satisfies: (Ny X M) >> (N7 x M),

Separate the cover image into three bands: Red, Green and Blue.

4. Divide every band into L blocks, with L = N; x M;. Therefore, in total there are
3 x Ny x Mj blocks.

5. Select the first pixel of the secret image and search for a similar value in every band
of the i — th block. A similar value is defined as having a range of +th. When a
match is found, the pixel of the band is replaced with the pixel of the secret message.
If the 7 — th block is selected, this block is ignored in the following search processes.

6. Repeat the above step until all the pixels of the secret image are hidden. Every block
hides only one pixel of the secret image.

w

An example is shown in Figure 1.

The secret key has the following data for every pixel of the secret image: block number,
selected band number and place of the selected pixel. It means if there are L pixels to
hide, the secret key has 3 x L values.

3. Proposed method. This is composed of three modules: pre-processing, embedding
and extraction. In the pre-processing procedure some of the values that are stored in
the key are calculated. In the second module, the secret image is embedded using a
replacement algorithm which ensures high imperceptibility. The feature in the extraction
module is that the recovered secret image is very similar to the original one.

3.1. Pre-processing. Let S the secret image with 8-bit gray-level of size N; x M; and
C the cover image with 3 x 8-bit level of size Ny x M. The steps of this module are:
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(a) Original bands
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(b) Updated bands
Ficure 1. Example of the BPHM method with Pixel of S = 102 and th = 3.
1. Calculating the number of rows (N;) and columns (M;) of the secret image.

. Calculating the number of rows (/NV3) and columns (Ms) of the cover image.
3. Verifying that the cover image is high enough, which means that:

[\

N2 X MQ
——2>10 1
N1 X M1 - ( )
If the above condition is not satisfied, a new cover image must be selected.
4. Calculating the average of the secret image, as follows:

] N M
average = —————— S(x,y) (2)
(N 2 2
S(z,y) represents a pixel located at coordinate (z,y) in the secret image.
5. Storing the heading of the key, the following data: number of rows of the secret
image, number of columns of the secret image, average of the secret image.

3.2. Embedding module. This consists of band separation and selection, pixel search-
ing process and band composition.

3.2.1. Band separation. The purpose of this step is to separate the color image into three
bands using the RGB model: R is the band of the Red component, G is the band of
the Green component and B is the band of the Blue component. Each band has 8-bit
gray-level precision.

3.2.2. Band selection. Four histograms are calculated to start with, being H(R), H(G),
H(B) and H(S) the histogram of the Red-band, the Green-band, the Blue-band and the
secret image respectively. Then, the similarity between H(S) and the histogram of every
band is calculated. We use the correlation coefficient parameter to evaluate their similar-
ity. Therefore, three correlation coefficients are calculated, as follows: corr(H(S), H(R)),
corr(H(S), H(G)) and corr(H(S), H(B)), being corr(.,.) the correlation coefficient be-
tween a pair of images. The highest value of corr(.,.), determines the selected band of
the cover image.

Example 1. An example of band selection based on the concept of similarity of the
histograms is illustrated (Table 1). The correlation coefficient is calculated for every pair
of histograms. According to Table 1, the red band is selected because it has the largest
correlation coefficient.
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TABLE 1. Example of band separation and band selection process

Correlation

I -scale i Hi '
mage Gray-scale image Histogram coefficient

Secret
image (S)

corr(H(S),H(R)) =
0.7479

corr(H(S),H(G)) =
0.6719

corr(H(S),H(B)) =
0.4805

3.2.3. Pixel searching process. The secret image is hidden in one of the bands of the cover
image. Once the band has been selected, the next step consists of selecting and replacing
some pixels of the band. It is worth noting that both the secret image and the selected
band are 8-bit, with similar histograms. This step is performed as follows:

1. The first pixel of the secret image is selected.
2. With the delta value (A), the search range is defined, as follows:

Ps — A S Psearch S Ds + A (3)

ps as the pixel of the secret image and pgearen as the pixel to be found in the
selected band.

3. Within the selected band, the process is looking for a pixel that satisfies the value
of Psearen, through a zigzag displacement. If a pixel that matches with pseqren is
found, the selected pixel is changed with p, value and the key is filled out with the
place of the selected pixel (it uses the absolute position into the matrix). After the
replacement process, the selected pixel is marked and remains unchanged.

4. If there is no pixel matching to psearen, the key is filled out with a zero value. In this
case, the selected band is not updated.

Example 2. Suppose that we want to hide two pixels of the secret image. The first
one is p, = 95 and the second one is p; = 60. In both cases, the value of delta is A = 5.
For the first pixel, 90 < psearen < 100 is obtained.
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FIGURE 2. Example of pixel searching process.

Figure 2 shows the sweep in the searching process and the replacement data. The
selected pixel is replaced with the value of p,. The first value into the key is equal to the
absolute place of the selected pixel in a zigzag displacement. In the current example, this
value is 35. For the second pixel of the secret image, 55 < psearen < 65 is obtained. For
this range, a pixel satisfying the selected band of the search criterion is not found. Next,
the value of the second place in the key is 0 and none of the pixels are replaced.

At the end, the key is comprised by the following data: secret image size, secret image
average, number of the selected band and places of the selected pixels (Figure 3). In total,
the key length is equal to (N7 x M;) + 4.

N1 (rows)
M1 (rows)
average
# of band
first place

N1 x M1

last place

F1GURE 3. Data into the key.

3.2.4. Band composition. In the final step of the embedding module, the color image is
reconstructed from the three bands; one of them has been updated in the pixel searching
process. The output is known as the stego image.

3.3. Extraction module. This consists of band separation, band selection and pixel
detection. Figure 4 shows the flowchart of this module.

Band separation: the input of this step is the stego image, which is a color image.
Three color bands are obtained: the Red, Green and Blue components.

Band selection: with the number of band included in the key, the band which contains
the secret image is selected.

Pixel detection: the aim of this step is to extract the pixels of the selected band
corresponding with the pixels of the secret image. With the info of places in the key, the
pixels of the secret image are extracted. The total number of extracted pixels is (N7 x M7).
However, if a value of 0 is found in the key, it means that the pixel of the secret image
has not been concealed. Then, it is necessary to fill out the value of the pixel with the
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average value. Once the entire pixels have been extracted, they are arranged in a matrix
with a size of Ny x M.

U

Pixel detection

# of selected Band separation
band

size of the secret image,
average of the secret image,
— places of the selected pixels.

Key

Band selection

FIGURE 4. Flowchart of the extraction module.

4. Experimental results and analysis. The aim of this section is to validate the
proposed scheme in terms of imperceptibility and quality of the recovered secret image.
We analyze imperceptibility in two ways: similarity between the cover image and the stego
image through the Normalized Correlation (NC) and the Gray Value Degree (GVD). The
quality of the recovered secret image is measured through the NC between the original
secret image and the recovered secret image. In terms of NC, the closer the value is to
one, the higher the level of similarity. In terms of GVD, the closer the value is to zero,
the lower the global distortion of the image.

To obtain the GVD, it is necessary to compute the gray value (GN) and the average
neighborhood gray difference (AN), by means of the following equations:

I x,Y)— xla y/ ?
63 (o) - ELL 50~ (7.1 "
Where I(z,y) is the pixel value at coordinate (z,y) and I(2’,%’) is a neighboring pixel
at the coordinates (z/,y'). Figure 5 shows the four neighboring pixels of the central pixel

I(z,y).

I(x",y")
IxLy') | Hy) [ Ly
I(x",y')

FIGURE 5. Central pixel I(z,y) and its four neighboring pixels.
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Since the central pixel needs four neighboring pixels, the pixels located at the border of
the image are not taken into account as central pixels. The first central pixel is located at
the coordinate (2,2) and the last central pixel at the coordinates (N —1, M — 1), where N
is the total number of rows of the image and M is the total number of columns. Therefore,
the amount of GN values into an image of size N x M is (N —2) x (M —2). Using all the
results of G, the average neighborhood gray difference (AN) is calculated as follows:

N-1M-1

>, 2. GN(z,y)

AN=F—o-ar=3 )

Finally, the gray value degree is calculated as follows:

AN — AN
D=———
Gv AN'"+ AN (6)
Where AN' and AN are the average neighborhood gray difference of the stego image

and the cover image, respectively.

4.1. Preliminary results. In order to demonstrate the performance of the proposal,
we present two examples with size ratio of 16. In the first one, we select the “Baboon”
image with a size of 512 x 512 x 3 as the cover image, and the “Lena” image with a size
of 128 x 128 as the secret image. Figure 6 shows some of the results of this test, with
A = 10.

In this example, the similarity value between the stego and the cover image is 0.9993
and the similarity between the secret image and the recovered secret image is 1.0. On the
other hand, the value of GV D between the stego and the cover image is 0.125 x 1073,

In the second example, the “Pepper” image with a size of 512 x 512 x 3 hides the
gray-scale image “blonde woman” with a size of 128 x 128. Figure 7 shows the results of
this case. The similarity value between the stego and the cover image is 0.9992 while it
is 1.0 between the secret image and the recovered secret image. In this case, the value of
GVD between the stego and the cover image is 2.8 x 1073,

(a) Cover image (b) Stego image (c) Secret image  (d) Recovered secret
image

200 200
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100 100

1000

a0 50

o o
1) a0 100 180 200 280 0 a0 100 150 200 260 a a0 100 160 200 250

o a

a 50 100 160 200 260

(e) Histogram of the (f) Histogram of the (g) Histogram of the (h) Histogram of the
cover image stego image secret image recovered secret image

FIGURE 6. Preliminary results: Example No. 1.
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(a) Cover image

(b) Stego image

(c) Secret image
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FiGURE 7. Preliminary results: Example No. 2.

According to the results, the distortion of the stego image is low enough to avoid
arousing suspicions regarding the existence of the secret image and the quality of the
recovered secret image is very high. In both cases, the time to obtain the stego image and
the key is twenty seconds, and it took less than one second to recover the secret image
(based on an Intel Core 3.1 GHz).

4.2. Summary results. For the entire test, we work with ten cover images, five secret
images and five different delta values (i.e. 10, 15, 20, 25 and 30). Cover image sizes range
between 472k and 539k pixels and secret image sizes range between 16k and 32k pixels.
At the end, the total number of simulations was two hundred and fifty.

Figure 8 shows the results of the imperceptibility tests. These plots use confidence
range (with 95% of the data), the minimum value and the highest value of the results.
Every box represents the confidence range.

1,002 0,25

1
—T— 0,20
0,998
0,996 015

0,994

0,992

. T T T T T
0,988 0,00
10 15 20 25 30

10 15 20 25 30

(a) In terms of similarity (NC) (b) In terms of global distortion (GVD)

FIGURE 8. Summary imperceptibility tests.

According to the results of Figure 8, GVD is not sensitive to the delta value, but the
NC is. However, the similarity between the stego and the cover image is slightly degraded
with higher values of delta. In all cases, the values of NC and GVD are very good.
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FIGURE 9. Summary quality tests: NC between the original and recovered

secret image.

According to the results of Figure 9, delta plays an important role in the quality of
the recovered secret image. The higher this value is, the higher the quality of the secret
image. However, most cases (at least the 95%) had an NC higher than 0.9. With delta
close to 30, the dispersion of the results is the lowest. It means that regardless of the

selected cover image, a high quality of the recovered secret image is expected.

4.3. Comparison with the BPHM method. The purpose of this section is to high-
light the differences between the BPHM method and the current proposal. The differences

are summarized in Table 2.

TABLE 2. Comparison with the BPHM method

BPHM

Our proposal

Selection of
band

The selected band is not
predefined. Every pixel of
the secret image has its own
selected band.

There is a selected band
which is highly related to
the secret image. The selec-
tion criterion is the similar-
ity of the histograms.

Searching
process

The cover image is divided
into blocks.  Every block
hides only one pixel of the
secret image.

It works with the entire
cover image. There is no
restriction of the hiding ca-
pacity by blocks of the cover
image.

Replacement
criterion

If a similar pixel of the se-
cret image is found, the
pixel of the band is updated
with this pixel. However,
if the match does not ex-
ist, there is no a replace-
ment criterion.

If a similar pixel of the se-
cret image is found, the
pixel of the band is updated
with this pixel. However,
if the match does not exist,
the recovered pixel is filled
out with the average of the
secret image.

The number of the selected
band, the number of the
block and the place of the
pixel are all kept in every
pixel of the secret image.
The length of the key is 3 x
N1 X Ml.

Since the selected band is
the same for all pixels of the
secret image and we don’t
work with blocks, the length
of the key is (N7 x M) + 4.
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It is expected that the number of unhidden pixels in our proposal will be lower than
that of the BPHM scheme because we do not work with the restriction of hiding capacity
by block. On the other hand, the length of data in our proposal is significantly lower than
that of the BPHM scheme.

5. Conclusion. In this paper a method for embedding a gray-scale image into a color
image was presented. It uses two principles: selection of the adequate band to hide the
secret image based on the similarity of their histograms, and the selection and replacement
of adequate pixels of the selected band with the pixels of the secret image based on a
searching range. This proposal has sufficient trade-off between the quality of the recovered
image and the imperceptibility of the stego image. It was found that the higher the delta
value, the higher the quality of the recovered secret image, but the lower the value of
imperceptibility. However, the imperceptibility is less sensitive to the delta value, and
therefore a good trade-off with delta equal to thirty was found. Since our proposal is not
completely reversible, some pixel values of the secret image may be lost. To overcome
this, we used a replacement algorithm that completes the empty pixels of the recovered
secret image using its previously calculated average.
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