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Abstract. In a traditional single server authentication scheme, if a user wishes to ac-
cess network services from different servers, the user has to register with these servers
separately. To handle this issue, multi-server authentication scheme has been proposed.
Multi-server authenticated key agreement (MSAKA) protocols allow the user to register
at the registration center (RC) once and can access all the permitted services provided
by the eligible servers. In other words, users do not need to register at numerous servers
repeatedly. However, MSAKA schemes are created with defects about the centralized reg-
istration center architecture. This architecture will make the centralized registration cen-
ter become unsafe and have to deal with many registered and authenticated tasks. So the
paper spares no effort to eliminate three problems: single-point of security, single-point of
efficiency and single-point of failure. Based on these motivations, it is firstly proposed a
new multiple servers to server architecture (MSTSA) to solve the problems caused by cen-
tralized registration center. Then a provably secure and robust biometrics-based Multiple
Servers to Server authentication with key agreement scheme is presented using chaotic
maps with smart cards. Security of the protocol is based on the computational infeasi-
bility of solving Chaotic Maps-Based Discrete Logarithm problem (CMBDLP), Chaotic
Maps-Based Diffie-Hellman problem (CMBDHP) and a secure symmetric encryption. At
the same time the proposed scheme can not only refrain from consuming modular expo-
nential computing and scalar multiplication on an elliptic curve, but is also robust to
various attacks and achieves perfect forward secrecy with adjusting different server as a
registration center for adapting to different users interests.
Keywords: Authentication, Chaotic maps, Key agreement, Multiple servers to server
architecture

1. Introduction. With the rapid development of chaos theory related to cryptogra-
phy [13], many key agreement protocols using a chaotic map have been studied widely.
These protocols using a chaotic map can mainly be divided into three categories based
on the number of participants: two-party authenticated key agreement protocols [723],
three-party authenticated key agreement protocols [2431], and N-party authenticated key
agreement protocols. Furthermore, based on the respective features in detail, the previous
researches [731] on this subject can be classified many categories: such as password-based,
using smart card, timestamp, anonymity and other security attributes. From the macro-
scopic point of view, the literatures [731] have two main traits: On one side, along with
some new protocols putting forward, then some flaws will be found over a period of time,
such as the flaws in the literatures [7, 9, 14] are found by the literatures [8, 10, 15]. On the
other side, some new secure attributes and improving the efficiency can be found in the
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literatures [12, 13, 17, 19]. In recent years, the three-party password-authenticated key
agreement protocol using modular exponentiation or scalar multiplication on an elliptic
curve has been addressed widely [29, 30]. However, these schemes need heavy computation
costs and even the most recent literatures are still remain on three-party authenticated
key agreement protocol [31]. Multi-server authenticated key agreement (MSAKA) pro-
tocols aim to register at the registration center for log in other servers without register
repeatedly. MSAKA protocols mainly want to solve the problems in a traditional single
server with authentication schemes [32-39] which lead to the fact that user has to register
to different servers separately. On a macro level MSAKA protocols can be divided into
three phases in chronological order:

(1) the creative phase: The pioneer work in the field was proposed by Li et al. [41]
in 2001. However, Lin et al. [42] pointed out that Li et al.,’s scheme takes long time to
train neural networks and an improved scheme based on ElGamal digital signature and
geometric properties on the Euclidean plane has also been given.

(2) the development phase: the main work in this phase is amended repeatedly. For
example, Tsai [43] also proposed an efficient multi-server authentication scheme based on
one-way hash function without a verification table. Because Tsai’s scheme only uses the
nonce and one-way hash function, the problems associated with the cost of computation
can be avoided in the distributed network environment. However, some researchers [44]
pointed out that Tsai’s scheme is also vulnerable to server spoofing attacks by an insider
server and privileged insider attacks, and does not provide forward secrecy.

(3) the diversification phase: the research emphasis shifts to functionality. Therefore,
identity-based MSAKA protocols, based on bilinear pairings or elliptic curve cryptosystem
(ECC) MSAKA protocols, dynamic identity-based MSAKA protocols and other MSAKA
protocols came up recently[44-46].

In this paper, a new flexible and password-authenticated key agreement scheme is
proposed based on chaotic maps for multiple servers to server architecture. The main
contributions are shown below:

(1) New architecture: The paper firstly presents the multiple servers to server archi-
tecture which can solve the weaknesses in the traditional multi-server communication
architecture. That is also the first fundamental solution to transfer centralized registra-
tion center to distributed registration center. Furthermore, in the proposed architecture,
a new solution of flexible and password-authenticated key agreement scheme is proposed
based on chaotic maps.

(2) Computation: The proposed protocol is based on chaotic maps without using mod-
ular exponentiation and scalar multiplication on an elliptic curve.

(3) Security: The protocol can resist all common attacks, such as impersonation attacks,
man-in-the-middle attacks, etc. (The details specified in section 2.5 of the article)

(4) Functionality: The protocol also has achieved some well-known properties, such as
perfect forward secrecy and execution efficiency. Furthermore, the paper firstly presents
the special properties about symmetry and transparency which will be set up in the pro-
posed scheme. (The details specified in section 2.6 of the article).

The rest of the paper is organized as follows: Some preliminaries are given in Section
2. Next, A Chebyshev chaotic maps-based multiple servers to server scheme is described
in Section 3. Then, the security analysis and efficiency analysis are given in Section 4 and
Section 5. This paper is finally concluded in Section 6.

2. Preliminaries.
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2.1. Multiple servers to server architecture. In the multi-server environment, each
user must perform authentication procedure to login the server for a transaction. If the
user is in a single authentication architecture, then the user must register at various servers
and memorize the corresponding identifications and passwords, which could not be con-
venient for a user. In order to make the registration to various servers easier for users,
multi-server architecture schemes have been developed and proposed [41-46]. Basically,
each user must register with the registration center to obtain a secure account. Then
the user uses the secure account to perform the login and authentication procedures with
various servers. Fig.1 shows the traditional multi-server environment. In the proposed

Figure 1. The traditional multi-server communication architecture

multiple servers to server communication architecture, the registration center is not fixed.
In other words, any server can work as a registration center. However in multi-server au-
thentication architecture, the single registration center will face to single-point of security,
single-point of efficiency and single-point of failure problems. The proposed architecture
can solve the problems under multi-server environment with only one registration cen-
ter architecture, which means ’once security register for all registration’ that is shown in
Fig.2.

Figure 2. The proposed multiple servers to server communication architecture
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2.2. Biometric authentication. Each user has their unique biometric characteristics,
for example, voice, fingerprints, iris recognition. They have irreplaceable advantages:
reliability, availability, non-repudiation, less cost and so on. Therefore, biometric authen-
tication has widely used. Fig.3 is the flow diagram of biometric characteristics collection
and authentication. During the biometric collection phase, a biometric sample is col-
lected, processed by a computer, and stored which prepared for subsequent comparison
(Fig.3). During the biometric authentication phase, the biometric system compares the
stored sample with a newly captured sample (Fig.3). Obviously, smart card has powerful
information confidentiality and flexible portability. When performing a biometric authen-
tication process, a user inputs a smart card, and makes use of a simple touch with a finger
or a glance at a camera to authenticate himself/herself [4-6].

Figure 3. The flow diagram of Biometric characteristics collection and authentication

2.3. Definition and properties of Chebyshev chaotic maps. Let n be an integer
and let x be a variable with the interval [−1, 1]. The Chebyshev polynomial Tn(x) :
[−1, 1] → [−1, 1] is defined as Tn(x) = cos(n arccos(x)). Chebyshev polynomial map
Tn : R→ R of degree n is defined using the following recurrent relation [24]:

Tn(x) = 2xTn−1(x)− Tn−2(x), (1)

where n ≥ 2, T0(x) = 1, and T1(x) = x.
The first few Chebyshev polynomials are:
T2(x) = 2x2 − 1, T3(x) = 4x3 − 3x, T4(x) = 8x4 − 8x2 + 1,
One of the most important properties is that Chebyshev polynomials are the so-called

semi-group property which establishes that

Tr(Ts(x)) = Tr·s(x) (2)

An immediate consequence of this property is that Chebyshev polynomials commute
under composition

Tr(Ts(x)) = Ts(Tr(x)) (3)

In order to enhance the security, Zhang [48] proved that semi-group property holds for
Chebyshev polynomials defined on interval (−∞,+∞). The enhanced Chebyshev poly-
nomials are used in the proposed protocol:

Tn (x) = (2xTn−1(x)− Tn−2(x))(modN) (4)

where n ≥ 2, x ∈ (−∞,+∞), and N is a large prime number. Obviously,

Tr·s(x) = Tr(Ts(x)) = Ts(Tr(x)) (5)
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Definition 1. Semi-group property of Chebyshev polynomials:

Tr(Ts(x)) = cos(rcos−1(scos−1(x))) = cos(rscos−1(x)) = Tsr(x) = Ts(Tr(x))

Definition 2. Given x and y, it is intractable to find the integer s, such that Ts(x) = y.
It is called the Chaotic Maps-Based Discrete Logarithm problem (CMBDLP).

Definition 3. Given x, Tr(x) and Ts(x), it is intractable to find Trs(x). It is called
the Chaotic Maps-Based Diffie-Hellman problem (CMBDHP).

2.4. One-way Hash Function. A secure cryptographic one-way hash function h : a→ b
has four main properties:

(1) The function h takes a message of arbitrary length as the input and produces a
message digest of fixed-length as the output;

(2) The function h is one-way in the sense that given a, it is easy to compute h (a) = b.
However, given b, it is hard to compute h−1 (b) = a;

(3) Given a, it is computationally infeasible to find a′ such that a′ 6= a,but h (a′) = h (a);
(4) It is computationally infeasible to find any pair a, a′ such that a′ 6= a, but h (a′) =

h (a).

2.5. Symmetric encryption. A symmetric encryption scheme Ek(Kgen,E,D)consists
of three algorithms as follows:

(1) Randomized Key Generation Algorithm Kgen: it returns a key k drawn from the
key space Keys(Ek)at random.

(2) Encryption Algorithm E: it takes the key k ∈ Keys(Ek) and a plaintextM ∈ {0, 1}∗
as the inputs and outputs a ciphertext C ∈ {0, 1}∗. So it can be written C = Ek(M).

(3) Decryption Algorithm D: it takes the key k ∈ Keys(Ek) and a ciphertext C ∈
{0, 1}∗ as the inputs and outputs a plaintext M ∈ {0, 1}∗. So it can be written M =
Ek(C).

2.6. Security requirements. Secure communication schemes for remote mutual au-
thentication and session key agreement for the multiple servers to server architecture
should provide security requirements [41-46], such as mutual authentication and key agree-
ment, impersonation attack, man-in-the-middle attack, replay attack, known-key security,
perfect forward secrecy, data integrity, off-line guessing attack, session key security and
key compromise impersonation. The definitions and proofs of above-mentioned security
requirements will be illustrated in Appendix A. detailedly.

2.7. Function requirements. The steps as follows:
(1) Symmetry: It is symmetric design for all the servers in the proposed scheme. In

other words, any server can work as a registration center. Furthermore, any user can
regard the registered server as the registration center to log in the other servers without
multiple registration. That is very convenient from the perspective of the client.

(2) Transparency: Transparency is defined as users need not know the operating mech-
anism of the servers. For example, the user has a Facebook account already: when a user
log in another servers (VOD server, Game server, Database server and so on), the user
only need to click the button of using Facebook account to log in.

(3) Simplicity: The user only needs to register at a certain server according to his
favorite, and then treat this server as the registration center to access all the permitted
services provided by the eligible servers.

(4) Expandability: In the multiple servers to server architecture, the servers are under
the dynamic changing. In other words, any servers can join or leave easily.

(5) Other functions: The protocol should achieve some well-known properties, such as,
no timestamp, and execution efficiency.
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3. The Proposed Chaotic Maps-based Scheme with Multiple Servers to Server.
In this section, under the multiple servers to server architecture, a chaotic maps-based
password-authenticated key agreement scheme is proposed which consists of four phases:
the multiple servers to server architecture setup phase, the user registration phase, authen-
ticated key agreement phase and password and shared secret key among servers update
phase. But firstly some notations are given which used in the proposed scheme.

3.1. Notations. In this phase, any participant i has its identity IDi , and public key
(x, Tki(x)) and a secret key ki based on Chebyshev chaotic maps, a secure one-way
hash function H(·)[49], and a pair of secure symmetric encryption/decryption functions
EK()/DK() with key K. The concrete notation used hereafter is shown in Table1.

Table 1. Notations

3.2. Multiple servers to server architecture setup phase. Simply speaking, for all
the servers Si(1 ≤ i ≤ n) shown in Fig.4., their public keys are (x, Tki(x))(1 ≤ i ≤ n) and
the corresponding secret keys are ki(1 ≤ i ≤ n).The setting mainly has two advantages:

(1) It is symmetric for all the servers based on chaotic maps which are suitable for our
proposed scheme.

(2) It is expandable because any server can join or leave easily. Remark: It has to be
emphasized that all the servers must be verified by the authorities before they provide
services for users.

Figure 4. Multiple servers to server architecture setup phase
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3.3. User registration phase. Concerning the fact that the proposed scheme mainly
relies on the design of Chebyshev chaotic maps-based in multiple servers to server archi-
tecture, it is assumed that the user can register at his appointed server as the registration
center in some secure way or by secure channel. The same assumption can be set up for
servers Fig.5 illustrates the user registration phase. The steps are performed during the
user registration phase as follows.

Step 1. When a user Alice wants to be a new legal user, she chooses her identityIDA,
password pwA at liberty, and also inputs her personal biometric image sample B at the
sensor. Then Alice submits {IDA, h (pwA||B) , B} to server Sj as the RC via a secure
channel.

Figure 5. User registration phase

Step 2. After receiving the message m1 = {IDA, Ta(x), C1} from Alice, Si will
do the following tasks to ask Sj for helping to authenticated Alice: Si selects ran-
dom ri and computes Tri(x), KSiSj

= TriTkj(x), HSi
= H(IDA||IDSi

||Tri(x)||m1) and
C2 = EKSiSj

(IDA||IDSi
||m1||HSi

). And then sends the message m2 = {IDSi
, Tri(x), C2}

to Sj.

Step 3. Next, Sj will help Alice and Si to authenticate each other and verify the
temporary information by helping them to compute the session key. After receiving the
message m2 = {IDSi

, Tri(x), C2}, Sj will Compute KSjSi
= TkjTri(x) to decrypt C2. Af-

ter getting the information in C2, Sj can compute H
′
Si

= H(IDA||IDSi
||Tri(x)||m1) and

C
′
1 = H(H(IDA||kj)||Ta(x)) to check if HSi

= H
′
Si

and C
′
1 = C1. If above equations hold,

that means Alice and Si are legal participants in this instance. Then Sj selects random rj
and computes Trj(x), K

′
SjSi

= TrjTki(x), C4 = H(H(IDA||kj)||IDA||IDSi
||Ta(x)||Tri(x)),

HSj
= H(IDA||IDSi

||Ta(x)||Tri(x)||C4), C3 = EK
′
SjSi

(IDA||IDSi
||Ta(x)||Tri(x)||HSj

||C4)

and sends the message m3 = {IDSj
, Trj(x), C3} to Si. If not, Sj terminates it simply.

Step 4. After receiving the message m3 = {IDSj
, Trj(x), C3}, Si firstly computes

K
′
SiSj

= TkiTrj(x) and uses K
′
SiSj

to decrypt C3 for getting the messages

IDA||IDSi
||Ta(x)||Tri(x)||HSj

||C4. Then Si computes

H
′
Sj

= H(IDA||IDSi
||Ta(x)||Tri(x)||C4). Check if H

′
Sj

= HSj
. If the equation does

not hold, Si terminates it. Otherwise, that means Sj is authenticated and the infor-
mation of user Alice is also authenticated messages. Finally Si computes SK = TriTa(x),
C5 = H(C4||SK) and sends m4 = {IDSi

, Tri(x), C5} to Alice.

Step 5. After receiving the message m4 = {IDSi
, Tri(x), C5} from Si, Alice can use

her secret H(IDA||kj) to compute C4 and use her nonce a to compute SK = TaTri(x).
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Alice computes C
′
5 = H(C4||SK) and checks if C

′
5 = C5. If any of above equations does

not hold, Alice terminates it. Otherwise, Alice authenticates both Si band Sj. Finally
Alice computes C6 = H(C4||SK||Tri(x)) and sends m5 = {C6} to Si.

Step 6. When Si obtains m5, Si computes C
′
6 = H(C4||SK||Tri(x)) and verifies

whether C
′
6 = C6 or not. If it does not hold, Si terminates it. Otherwise, Alice and

Si share the session key SK = TaTri(x) = TriTa(x).

Figure 6. Authenticated key exchange phase
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3.4. Password and biometrics update phase

. Fig.7 illustrates biometrics and password update phase. The steps are performed during
the biometrics and password update phase as follows.

Step 1. Alice inputs the smart card into a card reader, opens the update application
software, and imprints biometrics Bnew at the sensor.

Step 2. Firstly, the biometrics authentication process compares Bnew with B. If
d (Bnew, B) ≥ τ , that means Alice will get a connection refused response. If d (B∗, B) < τ ,
that means Alice will get a connection accepted response. Then the smart card sends the
password input request message to Alice.

Step 3. Alice inputs the old password pwA and the new password pwnew
A .

Step 4. Smart card computes Znew = Z ⊕ H (pwA||B) ⊕ H (pwnew
A ||Bnew), and then

replaces Z and by Znew and Bnew, and then stores Znew and Bnew into the smart card.

Figure 7. The biometric and password update phase

4. Security Consideration

. The section analyzes the security of our proposed protocol. Let us assume that there are
three secure components, including the two problems CMBDLP and CMBDHP cannot
be solved in polynomial-time, a secure one-way hash function, and a secure symmetric en-
cryption. Assume that the adversary has full control over the insecure channel including
eavesdropping, recording, intercepting, modifying the transmitted messages. The defini-
tions and analysis of the security requirements will be illustrated in Appendix A, and the
provable security will be given in Appendix B. From Table 2, we can see that the proposed
scheme not only provides secure session key agreement and perfect forward secrecy, but
also prevents the KCI attacks. As a result, the proposed scheme is more secure and has
much functionality compared with the recent related scheme.
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Table 2. Architecture and security of our proposed protocol

5. Efficiency Analysis. Compared to RSA and ECC, Chebyshev polynomial computa-
tion problem offers smaller key sizes, faster computation, as well as memory, energy and
bandwidth savings. In our proposed protocol, no time-consuming modular exponentiation
and scalar multiplication on elliptic curves are needed. However, Xiao et al., [9] and Wang
[24] proposed several methods to solve the Chebyshev polynomial computation problem.

In this section, we will compare our scheme with Eun-Jun Yoon’s scheme of [46]. For
convenience, some notations are defined as follows.

Thash: The time for executing the hash function;
Tsym : The time for executing the symmetric key cryptography;
TXOR: The time for executing the XOR operation;
TECmul: The time for executing the elliptic curve point multiplication;
TCHpol: The time for executing the Tn(x) mod p in Chebyshev polynomial using the

algorithm in literature[52].
To be more precise, on an Intel Pentium4 2600 MHz processor with 1024 MB RAM,

where N and P are 1024 bits long, the computational time of a one-way hashing operation,
a symmetric encryption/decryption operation, an elliptic curve point multiplication op-
eration and Chebyshev polynomial operation is 0.0005s, 0.0087s, 0.063075s and 0.02102s
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separately [52-54]. Moreover, the computational cost of XOR operation could be ignored
when compared with other operations. Table 3 shows performance comparisons between
our proposed scheme and Eun-Jun Yoons scheme of [46]. Therefore, as in Table 3, we
can draw a conclusion that the proposed scheme has the lowest computational costs and
is well suited to the smart card’s applications.

Table 3. Efficiency of our proposed scheme

6. Conclusions. The article put forward a new architecture called multiple servers to
server (MSTSA) to solve the problems caused by centralized registration center in tradi-
tional multi-server communication architecture. In MSTSA architecture, the paper pro-
poses the first provably secure and flexible password-authenticated key agreement scheme
based on chaotic maps which is a better algorithm than RSA and ECC. The core ideas
of the proposed scheme are the symmetry (or called peer to peer) in the servers side
and the transparency for the clients side. Our proposed scheme has satisfactory security,
efficiency and functionality. Therefore, our protocol is more suitable for practical applica-
tions. Next, the proposed protocol in three aspects will be extended: (1) From the view
of functionality, it is meaningful to research the fairness or entanglement and so on. (2)
From the perspective of complex, diversified algorithms, especially for quantum security,
are our interests.
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APPENDIX A. Security proof of the proposed scheme

(1) Mutual authentication and key agreement

Definition A.1. Mutual authentication and key agreement refers to two parties au-
thenticating each other suitably and getting the session key simultaneously.

Theorem A.1. The proposed protocol can achieve mutual authentication and key agree-
ment.

Proof: Sj uses the secret key kj to compute C4and Si uses the secret key ki to compute
SK, so the proposed scheme allows the Alice to authenticate the Si and Sj simultaneously
by checking whether H(C4||SK) equals C5. Si and Sj authenticate each other by opposite
sides public key (x, Tkj(x)) and (x, Tki(x)), because only using the secrets key ki or kj to
decrypt the message C3 or C4.

If H(H(IDA||kj)||Ta(x)) equals C1, which means that Alice was already authenticated
by Sj. Because only after Alice was authenticated by inputting her personal biometric
image sample B and pwA, the smart card can compute the messages H(IDA||kj) and
H(H(IDA||kj)||Ta(x)).
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If H
′
Sj

equals HSj
, which also means that the information Ta(x) of Alice was already

authenticated by Sj. Because HSj
contains IDA||IDSi

||Ta(x)||Tri(x)||C4 and C4 contains
H(IDA||kj). The trust flow is Si → Sj → Alice.

As for the key agreement, after authenticating each other, the temporary Ta(x), TSr(x)
and the ID IDA, IDSi

were already authenticated by Sj. So finally Alice and Si can make
the key agreement simultaneously.

(2) Impersonation attack / Man-in-the-middle attack
Definition A.2. An impersonation attack is an attack in which an adversary success-

fully assumes the identity of one of the legitimate parties in a system or in a communica-
tions protocol.

Definition A.3. The man-in-the-middle attack is a form of active eavesdropping in
which the attacker makes independent connections with the victims and relays messages
between them, making them believe that they are talking directly to each other over a
private connection, when in fact the entire conversation is controlled by the attacker.

Theorem A.2. The proposed protocol can resist impersonation attack.
Theorem A.3. The proposed protocol can resist Man-in-the-middle attack.
Proof: An adversary cannot impersonate anyone of the Alice, Si and Sj. The proposed

scheme has already authenticated each other among Alice, Siand Sj (in section Appendix
A.(1)) based on the secrets ki, kj, B, pwA and the nonces a, ri, rj. So there is no way for
an adversary to have a chance to carry out impersonation attack.

Because Ci(1 ≤ i ≤ 6) contain the participants identities, a man-in-the-middle attack
cannot succeed.

(3)Replay attack
Definition A.4 A replay attack is a form of network attack in which a valid data

transmission is maliciously or fraudulently repeated or delayed.
Theorem A.4 The proposed protocol can resist replay attack.
Proof: An adversary cannot start a replay attack against our scheme because of the

freshness of a, ri, rj in each session. If Ta(x), Tri(x) and Trj(x) has appeared before or
the status shows in process, any of the participants in instance protocol will reject the
session request. If the adversary wants to launch the replay attack successfully, it must
compute and modify Ta(x), Tri(x), Trj(x) and Ci(1 ≤ i ≤ 6) correctly which is impossible.

(4) Known-key security
Definition A.5 Known-key security is that a protocol can protect the subsequent

session keys from disclosing even if the previous session keys are revealed by the intendant
user.

Theorem A.5 The proposed protocol can achieve known-key security.
Proof: Since the session key SK = TaTri(x) = TriTa(x) is depended on the random

nonces a and ri, and the generation of nonces is independent in all sessions, an adversary
cannot compute the previous and the future session keys when the adversary knows one
session key. And in the secrets update phase, any session key is only used once, so it has
known-key security attribute.

(5) Perfect forward secrecy
Definition A.6 An authenticated multiple key establishment protocol provides perfect

forward secrecy if the compromise of both of the nodes secret keys cannot results in the
compromise of previously established session keys [50].
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Theorem A.6 The proposed protocol can achieve perfect forward secrecy.
Proof: In the proposed scheme, the session key SK = TaTri(x) = TriTa(x) is related

with a and ri, which were randomly chosen by Alice and the server Si, respectively. So any
session key has not related with the secret key (such as ki, pwA) of each of participants.
Furthermore because of the intractability of the CMBDLP and CMBDHP problem, an
adversary cannot compute the previously established session keys.

(6) Data integrity
Definition A.7 Authentication multiple key establishment protocol is said to achieve

the property of data integrity, if there is no polynomial time algorithm that can alter or
manipulate the transmitted messages.

Theorem A.7 The proposed protocol can achieve data integrity property.
Proof: While the each participant sends the sensitive data to another participant in

the instance protocol by the communication channel, the adversary alter or manipulate
the data and cheat one of the honest participants by relying on the wrong session keys.

If the adversary wants to alter or manipulate the message m1 = {IDA, Ta(x), C1} of
step1 for cheating Si and Sj, the adversary will be detected in the step3. Because the
adversary does not have the pwA and the personal biometric image sample B of Alice,
then the adversary cannot compute C1 = H(R||Ta(x)), finally the adversary cannot pass
the validation of Sj. Simply speaking, if the adversary wants to alter or manipulate the
message m2 (including m1), the adversary will be detected in the step3 by Sj. If the
adversary wants to alter or manipulate the message m3 and m4, the adversary will be
detected in the step4 and step5 by Sj and Alice relatively. As for m5, the adversary
cannot alter or manipulate it because m5 is just a value of a secure hash and Si can verify
m5 by the local information.

(7) Guessing attacks
Definition A.8 In an off-line guessing attack, an attacker guesses a password or long-

term secret key and verifies his/her guess, but he/she does not need to participate in any
communication during the guessing phase. In an undetectable on-line guessing attack,
an attacker searches to verify a guessed password or long-term secret key in an on-line
transaction and a failed guess cannot be detected and logged by the server.

Theorem A.8 The proposed protocol can resist Guessing attacks.
Proof: In our proposed scheme of the authenticated key exchange phase, the unde-

tectable on-line guessing attack will fail since after Step3, Sj can authenticate Alice. The
off-line guessing attack will not work against the proposed scheme since the password pwA

is not transmitted on the public channel at all. Even if the adversary gets the Alices smart
card and wants to execute off-line guessing attack, he will fail because the information
Z = R⊕h (pwA||B) is protected by Alices personal biometric image sample B. Therefore,
the proposed scheme can resist guessing attacks.

(8) Session key security
Definition A.9 A communication protocol exhibits session key security if the session

key cannot be obtained without any long-term secrets.
Theorem A.9 The proposed protocol can achieve session key security.
Proof: In the authenticated key agreement phase and password and shared secret key

among servers update phase, a session key SK is generated from a and ri. These param-
eter values are different in each session, and each of them is only known by Alice and
Si. Whenever the communication ends between Si and Alice, the key will immediately
self-destruct and will not be reused. Therefore, assuming the attacker has obtained a
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session key, Alice will be unable to use this session key to decode the information in other
communication processes. Because the random point elements a and ri are all generated
randomly and are protected by the CMBDLP, CMBDHP, and the secure symmetric en-
cryption, a known session key cannot be used to calculate the value of the next session key.
Additionally, since the values a and ri of the random elements are very large, attackers
cannot directly guess the values a and ri of the random elements to generate session key.
Therefore, the proposed scheme provides session key security.

(9) Key Compromise Impersonation Attacks (KCI attacks)
Definition A.10 An adversary is said to impersonate a party B to another party A

if B is honest and the protocol instance at A accepts the session with B as one of the
session peers but there exists no such partnered instance at B [47]. In a successful KCI
attack, an adversary with the knowledge of the long-term private key of a party A can
impersonate B to A. Theorem A.10 The proposed protocol can resist KCI attack.

Proof: We assume that an adversary can know Alices secret password pwA. Then,
an adversary can impersonate Si or Sj to cheat Alice, and to get the session key. But
above-mentioned process will not be achieved and the attack course terminates at the be-
ginning. Because an adversary cannot own the Sjs secret key kj, and then an adversary
cannot compute Ci(2 ≤ i ≤ 4) and finally the adversary cannot pass validation of Sj. So
the key compromise impersonation attacks will fail.

(10) Stolen smart card attacks
Definition A.11 Anyone gets the smart card in some way to execute some kinds of

attacks.
Theorem A.11 The proposed scheme can resist stolen smart card attacks.
Proof: It is very clear that the proposed scheme provides biometrics authentication.

Anyone including an adversary cannot pass the biometric verification. Therefore, the
proposed scheme can resist stolen smart card attacks.

APPENDIX B. The provable security of the proposed scheme

We recall the definition of session-key security in the authenticated-links adversarial
model of Canetti and Krawczyk [51]. The basic descriptions are shown in Table 4.

Table 4. Descriptions the model of Canetti and Krawczyk

We allow the adversary access to the queries SessionStateReveal, SessionKeyRe-
veal, and Corrupt.

(1) SessionStateReveal(s): This query allows the adversary to obtain the contents
of the session state, including any secret information. s means no further output.
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(2) SessionKeyReveal(s): This query enables the adversary to obtain the session
key for the specified session s, so long as s holds a session key.

(3) Corrupt(Pi) : This query allows the adversary to take over the party Pi, including
long-lived keys and any session-specific information in Pis memory. A corrupted party
produces no further output.

(4) Test(s): This query allows the adversary to be issued at any stage to a completed,
fresh, unexpired session s. A bit b is then picked randomly. If b = 0, the test oracle
reveals the session key, and if b = 1, it generates a random value in the key space. The
adversary can then continue to issue queries as desired, with the exception that it cannot
expose the test session. At any point, the adversary can try to guess b. Let

GoodGuessΛ(k)

be the event that the adversary correctly guesses b, and we define the advantage of
adversary as

AdvantageΛ(k) = max{0, |Pr[GoodGuessΛ(k)]− 1

2
|}

, where k is a security parameter. A session s is locally exposed with Pi: if the adversary
had issued SessionStateReveal(s), SessionKeyReveal(s), Corrupt(Pi) before s would have
expired.
Definition B 1: A key exchange protocol Π1 in security parameter k is said to be session-
key secure in the adversarial model of Canetti and Krawczyk if for any polynomial-time
adversary,

(3) If two uncorrupted parties have completed matching sessions with predistributed
parameter, these sessions produce the same key as output; (4) is negligible. Theorem
B.2. Under the CMBDHP assumption, using the Algorithm 2 to compute session key is
session-key secure in the adversarial model of Canetti and Krawczyk [51].
Proof. The proof’s process is similar to Theorem B.1. The protocol Π2 is the com-
posable instance of protocol multiple Π1. Since Theorem B.1 is session-key secure, the
protocol Π2 is also session-key secure. Probability analysis. It is similar to Algorithm
1. If we assume that Algorithm 2 forms a polynomial-time extinguisher for CMBDHP
having non-negligible advantage, the overall advantage of the proposed protocol simulator
with authenticated parameter is ε/k which is also non-negligible. Because the protocol Π2

chooses different parameters to structure session keys in different phase which are secure
independence of protocol Π2.
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(3) If two uncorrupted parties have completed matching sessions with pre-distributed
parameter, these sessions produce the same key as output;

(4) AdvantageΛ(k) is negligible.
Theorem B.2. Under the CMBDHP assumption, using the Algorithm 2 to compute

session key is session-key secure in the adversarial model of Canetti and Krawczyk [51].
Proof. The proofs process is similar to Theorem B.1. The protocol Π2 is the com-

posable instance of protocol multiple Π1. Since Theorem B.1 is session-key secure, the
protocol Π2 is also session-key secure.

Probability analysis. It is similar to Algorithm 1. If we assume that Algorithm
2 forms a polynomial-time distinguisher for CMBDHP having non-negligible advantage,
the overall advantage of the proposed protocol simulator with authenticated parameter is
ε/k which is also non-negligible. Because the protocol Π2 chooses different parameters to
structure session keys in different phase which are secure independence of protocol Π1.


