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Abstract. Password-based group key agreement protocol (PGKA) is a kind of user
experience-centered scheme which can provide many advantages, such as, memorable
secret, no hardware involved, strong security and high efficiency etc. To accomplish
above mentioned PGKA scheme, we should put emphasis on how to design a mechanism
to apply cryptographic secret instead of password to capture the secure attributes, and at
the same time make the calculated consumption and communicating round restrict to an
acceptable bound. In this paper, we design a new structured and efficient password-based
group key agreement protocol, which has a general structure to realize N-party PGKA
scheme with members revocation or join easily. Then, we give a concrete PGKA protocol
and an example for N=4 case. Furthermore, we prove the security of the new PGKA
protocol which based on the DDH assumption under the random-oracle and ideal-cipher
models. Finally, in comparison with recent related literatures, our PGKA protocol is
much more efficient in both sides of communication and computation under the same
secure setting.
Keywords: Authentication, Password, Group key, Ideal cipher model, Random oracle
model

1. Introduction. In the network information age, it is important to structure password-
based group key agreement schemes which are designed to provide a set of players, com-
municating over a public network, and holding a shared human-memorable password with
a session key to be used to implement secure multicast sessions, e.g., video conferencing,
collaborative computation, file sharing via internet, secure group chat, group purchase
of encrypted content and so on. Consequently for the user experience, its very conve-
nient for users only remembering low-entropy passwords to surf the Internet. Therefore
we must use cryptographic (i.e., high-entropy) secret instead of password to confirm the
security during the communicating process. Nowadays, there are mainly three directions
for password-based secure protocols.

(1) Authentication Password-based using smart card scheme[1-8]: It is the most common
scheme which checks the validity of the login message to authenticate remote users.
The first password-based authentication scheme was proposed by Lamport in 1981[1].
Thereafter, many modified schemes were proposed to improve the security and effi-
ciency [2-7]. Recently, Authentication password-based using smart card scheme turns
towards multi-server realm and simple computing step by step[8]. So it is a mixing
hardware technology to strengthen security and convenience, however, it must have a
smart card device.
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(2) Password-based authenticated key exchange (PAKE): This kind of password-based
scheme is usually including two-party(a client and a server) or three-party(two clients
and a server) which is a hybrid technology of software secure components, e.g., PKI,
secret sharing, symmetric cryptography and so on. Bellovin and Merritt [9] were
the first to present protocols for password-only authenticated key exchange, where
users are required to remember only a short password. These initial works (and
others [10-13]) were relatively informal and did not provide definitions or proofs of
security. Then, formal definitions and provably secure protocols about the “hybrid”
model were proposed [14][15], followed by models for the password-only setting [16-
18] and associated protocols with proofs of security in the random oracle/ideal cipher
models [16, 17, 19, 35]or in the standard model [18, 20-22]. To further improve the
security of the PAKE scheme, recently, some authors use two-server [28-30] method or
secret sharing technology [31-34] to construct redundant or threshold password-based
authentication protocols.

(3) Password-based group key agreement: To design group key agreement protocols in
password-based setting is difficult but is very useful in many application environments
. The first work in this area is by Bresson et al [24]. As already mentioned, their
proposed scheme is secure in both the random oracle model and the ideal cipher
model. Next Lee presents a password-based group key protocol [23] which is not
authenticated because there is no way to convince a user that the message that he
receives is indeed coming from the intended participant. Recently there are three
literatures about password-based group key scheme [25-27, 36] and Abdalla M, et al
[36] points out the literature [25] which is subjected to an off-line dictionary attack,
however their efficiency is unsatisfactory. Consequently, the article proposes a scheme
which aims at designing a structured, efficient and secure password-based group key
agreement which is more efficient than the literatures [25-27, 36,40, 41] (in section 6).

Our Contributions: In this paper, we put forward a new simple and efficient PGKA.
We present our contributions below: Our proposed scheme is efficient from communication
point of view as it requires only 2 rounds and uses symmetric key encryption instead of
signature for message authentication in the round 1. And in the round 2, we mainly use
hash function and ⊕ operations to authenticate each other for all the participants and
compute the group session key. These methods reduce the bandwidth of the messages
sent and make the protocol faster as compared to the recent password-based group key
agreement protocols. Thus the communication efficiency is increased a lot. About security,
our PGKA protocol is also provable security which is based on ideal cipher model and
random oracle model that are more practical than standard secure model in the real
surroundings. The rest of the paper is organized as follows: We outline preliminaries in
Section 2. Next, a primary generic construction idea of a PGKA protocol from password
is presented in Section 3, followed by a concrete protocol from password scheme in Section
4. Then, the security model and the security analysis are given in Section 5 and efficiency
comparison is given in Section 6. This paper is finally concluded in Section 7.

2. Preliminaries.

2.1. Decisional Diffie-Hellman (DDH) assumption. Let G =< g > be any finite
cyclic group of prime order q. The DDH assumption is that it is difficult to distinguish
the following real Diffie-Hellman distribution Γreal and and random Diffie-Hellman distri-
bution Γreal.
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Γreal = {gx, gy, gxy|x, y∈RZq},
Γrand = {gx, gy, gz|x, y, z∈RZq}

More formally, if we define the advantage function AdvddhG (A) as:

AdvddhG (A) = |Pr[A(X) = 1|X ⊂ Γreal]− Pr[A(Y ) = 1|Y ⊂ Γrand]|
we say that the DDH assumption holds in group G if AdvddhG (A) is negligible for any

probabilistic polynomial time adversary A. We denote AdvddhG (t) the maximum value of
AdvddhG (A) overall adversary A running in time at most t.

2.2. Multi-Decisional Diffie-Hellman (MDDH) assumption. Define real Multi
Diffie-Hellman distribution Πreal and random Multi Diffie-Hellman distribution Πrand of
size n as follows [26]:

Πreal = {{gxi}1≤i≤n, {gxjxj+1}1≤j≤n|x1, ..., xn∈RZq}

Πrand = {{gxi}1≤i≤n, {gyj}1≤j≤n|x1, ..., xn, y1, ..., yn−1∈RZq}
Define the advantage function Advmddh

G (A) as

Advmddh
G (A) = |Pr[A(X) = 1|X ∈ Πreal]− Pr[A(Y ) = 1|Y ∈ Πrand]|

Lemma 1.: For any group G and any integern, the MDDH problem can be reduced
to the DDH problem [24]:

Advmddh
G (t) ≤ nAdvddhG (t)

2.3. Symmetric encryption. A symmetric encryption scheme Ek(Kgen,E,D) consists
of three algorithms as follows:

• Randomized Key Generation Algorithm Kgen: it returns a key k drawn from the
key space Keys(Ek) at random.

• Encryption Algorithm E: it takes key k ∈ Keys(Ek) and a plaintext M ∈ {0, 1}∗ as
the inputs and outputs a ciphertext C ∈ {0, 1}∗. We write C = Ek(M)

• Decryption Algorithm D: it takes key k ∈ Keys(Ek) and a ciphertext C ∈ {0, 1}∗
as the inputs and outputs a plaintext M ∈ {0, 1}∗. We write M = Ek(C)

3. Structured Group Key Agreement from Password. We now consider the generic
construction for a two-round group key agreement from password. All group participants
U1, U2, ..., Un are organized in an ordered chain and Ui+1 is the successor of Ui.Based on
shared low entropy secret password pw,the temporary two-party symmetric session key
can be computed in a parallel algorithm and which is used as the shared secret between
the participant Ui and its successor Ui+1, i = 1, ..., n.

Specifically, the outgoing message of the symmetric encryption including shared secret
password pw becomes the key encapsulation, and the session key computation process at
the receiver can be used as the decapsulation algorithm to retrieve and compute the sym-
metric key locally. The message with symmetric encryption including password pwgives
confidentiality protection and origin authentication to the group key agreement protocol.
The structure of the kind of group key agreement from password is illustrated in Fig. 1
which includes the following two rounds.
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Figure 1. Structure of the PGKA phases (The phases are presented clockwise)

Round 1.

(1) Let U = {U1, U2, ..., Un} be the set of protocol participants. All the participants
U1, U2, ..., Un run the following process. The participant Ui sends message ψi to its
successor Ui+1, i = 1, ..., (n− 1). At the same time, the participant Ui+1 sends message
Ψ

′
i to its predecessor Ui, i = 1, ..., (n− 1). This process is presented in the following

Fig. 2.

Figure 2. Exchange temporary information

(2) First, the successor Ui+1, i = 1, ..., (n− 1), verify the validity of the messages ψi and
ψ

′
i+1 from Ui and Ui+2.Then participants Ui, i = 2, ..., n, compute the secret SKi−1,i

and SKi,i+1 (U1 computes SK1,2 and SKn,1), which is the session secret computed by
a sender Ui and its successor Ui+1 and its predecessor Ui−1. We can present this via
the following Fig. 3.

Figure 3. Two shared session key between a participant and its successor,
its predecessor

The above process can be simultaneous and parallel.
Round 2.

(1) The participants Ui, i = 2, ..., n, compute and broadcast Xi, where Xi = Bi−1 ⊕
Bi = H (SKi−1,i, IDsession) ⊕ H (SKi,i+1, IDsession). Note that the first par-
ticipant U1 computes and broadcasts X1 = Bn ⊕ B1 = H (SKn,1, IDsession) ⊕
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H (SK1,2, IDsession). Here,H(•) is a one-way hash function and IDsession is the
public ephemeral information that consists of participants’ identities and a nonce,
aiming to make the protocol secure against known-key attacks.

(2) Finally, with the two secrets session keys SKi−1,i and SKi,i+1 , the participants
Ui (i = 1, ..., n) computesBi = H(SKi,i+1, IDsession) andBi−1 = H(SKi−1,i, IDsession)
for extracting from Xi to get all Bj (j = 1, ..., n) as the following Fig. 4.

Figure 4. Participant Ui obtains all secrets by using its two secret session keys

(3) Firstly, the participant Ui, (i = 1, ..., n) compares Bi−1 and H (SKi−1,i, IDsession)
locally. After colletcing all the Xi, the Ui, (i = 1, ..., n) will verify if X1 ⊕ X2 ⊕
X3 ⊕ ...⊕Xn−1 ⊕Xn = 0 holds. Otherwise, output an error symbol ⊥ and abort.
Each participant computes the group session keyGSKi = H (B1 ∥ B2 ∥ ... ∥ Bn).
Because each participant can locally computes Bi(1 ≤ i ≤ n) by his own two
secret session keys, GSK1 = GSK2 = ... = GSKn holds obviously. What this
means is that all the participants agree on a common strong group session key.

A member revocation: Assume that a participant Ux (1 < x < n) leaves the group.
Then group members change the group size into (n− 1).The participants Ux−1 and
Ux+1 respectively remove the shared values kx−1,x and kx,x+1 with Ux. The participant
Ux+1 becomes the new successor of participan Ux−1.Aiming to update group key, the
participant Ux−1 needs to send new message ψ̃x−1 to its new successor Ux+1 and Ux+1

needs to send new message ψ̃
′
x to its new predecessor Ux−1. Then, the participant

Ux+1 verifies the validity of the message ψ̃x−1 and computes the secret SKx−1,x+1 ,

and Ux−1 verifies the validity of the message ψ̃
′
x and computes the secret SKx−1,x+1

which is a new shared secret between Ux−1 and Ux+1. Each party Uj that follows
Ux changes their index to (j − 1). Then, from Step (1) of Round 2, all the (n− 1)
participants implement the above protocol to get a new group session key.
A new member join: Assume that a new entity joins the group whose size is n.
Then, the new participant Un+1, becomes the successor of participant Un and the
participant U1 becomes the successor of participant Un+1.
The participant Un sends message ψ̃n to its new successor Un+1 while Un+1 sends

message ψ̃
′
n to Un. Un+1 sends ψ̃n+1 to U1 and U1 send ψ̃

′
n+1 to Un+1 as the following

Fig. 5(a).

From the message ψ̃n and ψ̃
′
n+1 , the new participant Un+1 verifies the validity of

the message and computes the secret SKn,n+1 which is the new shared secret between
Un and its new successor Un+1. At the same time, the first participant U1 updates its
secret with SKn+1,1 as the following Fig. 5(b). Then, from step (1) of round 2, the
participants in the group implement the above protocol to get a new group session
key.
Remark. When a new user wants to join the group, he has to know the common

password shared by the group. Similarly, when a member wants to leave, the rest
of the participants should choose a new password. A password setup algorithm is
another problem and we need not handle it in this paper.
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Figure 5. A new member join case

4. A Concrete Password-based Group Key Agreement Protocol. The nota-
tion used hereafter is shown in Table 1.

Table 1. Notations

Symbol Definition
Ui , IDi The Participant i and its identity information

U set of protocol participants
p,q Two large and different safe primes, where p = 2q+1
Gq a subgroup of quadratic residues inZ∗

p , that is Gq = {i2|i ∈ Z∗
p}

Ti Timestamp for Ui
Ek A secure symmetric encryption with the key k
xi xi∈RZq chosen by each Ui
⊕ A bitwise Xor operator
∥ Means that two adjacent messages are concatenated
H A secure one-way hash that 0, 1}∗ → {0, 1}lH ,

where lH denotes outputted bit-length of H

Round 1.
Let U = {U1, U2, ..., Un} be the set of protocol participants. All the participants
U1, U2, ..., Un run the following process. We assume that xi ∈ [1, ..., q− 1] is the secret
key of the participant Ui with identity IDi(i = 1, ..., n), and yi ≡ gxi mod p is the
corresponding temporary public key. The participants Ui(i = 1, ..., n) perform the
following steps:
Step1 Ui chooses xi∈RZq , and computes y

′
i = Eki(yi, IDi, Ti) where yi ≡ gxi mod p,

ki = H(U, i, pw), U is the set of U1, U2, ..., Un, Ti is the timestamp. Then Ui sends <
IDi , y

′
i > to Ui+1 and Ui−1 (U1 sends < ID1, y

′
i > to U2 and Un.

Step2 After receiving the y
′
i−1 and y

′
i+1 from Ui−1 and Ui+1, Ui computes the

ki−1 and ki+1 using shared password pw. Then Ui extracts y
′
i−1 and y

′
i+1 to get

the < yi−1, IDi−1, Ti−1 > and <yi+1, IDi+1, Ti+1 >, and verifies the ID and the
two timestamps. If messages are fresh, Ui computes the two two-party session keys
SKi−1,i = H(IDi, IDi−1, Ti, Ti−1, (g

xi−1)xi mod p) and SKi,i+1 = H(IDi, IDi+1, Ti,
Ti+1, (g

xi+1)xi mod p). The first participant U1 computes SK1,n = H(ID1, IDn,
T1, Tn, (g

xn)x1 mod p) and SK1,2 = H(ID1, ID2, T1, T2, (g
x2)x1 mod p)

Round 2.
Each participant computes and broadcasts Xi = H (SKi−1,i, IDsession)⊕
H (SKi,i+1, IDsession). The U1 computes and broadcasts X1 = H (SKn,1, IDsession)⊕
H (SK1,2, IDsession).
Finally, each participant Ui(i = 1, ..., n) uses the shared secret two-party session

keys SKi−1,i and SKi,i+1 to get all Bj(j = 1, ..., n) as the following algorithms:
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(1) When j ≥ i,

(2) when j < i,

To sum it up, we can see the Table2.

Table 2. The value of Bi

Notation B1 B2 . . . . . . Bi . . . . . .
Value H(SK1,2, IDsession) H(SK2,3, IDsession) . . . . . . H(SKi,i+1, IDsession) . . . . . .

Here, IDsession is the public ephemeral information that consists of participants’
identities and a nonce, aiming to make the protocol secure against known-key attacks.
Furthermore, each participant Ui(i = 1, ..., n) verifies ifX1⊕X2⊕X3⊕...⊕Xn−1⊕Xn =
0 holds and all participants will continue to compute the group key. If not, output
an error symbol ⊥ and abort. After all participants accomplish the verifying, they
compute the group session key GSKi = H(B1||B2||...||Bn). This will be the common
group session key agreed by all participants. The example for N=4 is shown in Fig.
6.

5. Security Consideration.
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Figure 6. Password-based group key agreement among n = 4 users

5.1. Security Model. We describe below our security model following closely the
Real-or-Random (ROR) model of Abdalla et al.[36, 38], instead of the Find-then-
Guess (FTG) model of Bellare and Rogaway [16] as standardized by Bresson et al.
[24, 39].
A protocol P for password-based group key agreement assumes that there is a set

U = {U1, U2, ..., Un} of n fixed participants, who share a low entropy secret password
pw drawn uniformly from a small dictionary of size N . This security model allows
concurrent execution of the protocol among n participants, so each of participants
may have several instances (or called oracles) involved in distinct ones. We assume
that participants will execute the protocol faithfully and adversary never becomes a
participant in the protocol. This adversarial model allows concurrent execution of
the protocol among n participants. The interaction between the adversary A and
the protocol participants occur only via oracle queries, which model the adversarys
capabilities in a real attack.
We use the j-th to denote the instance of Ui by U

j
i . During the process of protocol,

the adversary can control over all communication in the external network. The in-
teraction between the adversary and participants occur only via oracle queries, which
model the adversary’s capabilities in a real attack. These queries are as follows [26,
36]:
Send(U j

i , m): The adversary can carry out an active attack by this query. The

output of the query is the response generated by the instance U j
i upon receipt of

message m according to the execution of the protocol P . The adversary A is allowed
to prompt the unused instance U j

i to initiate the protocol by invoking Send (U j
i ,

“Start”).
Test(U j

i ): This query models the misuse of the session key by instance (U j
i ). Once

the instance U j
i has accepted a session key, the adversary can attempt to distinguish

it from a random key as the basis of determining security of the protocol. A random
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bit b is chosen: if b = 0 then session key is returned while if b = 1 then a random key is
returned.The random key must however be consistent among the n users in the same
session. Therefore, a random key is simulated by the evaluation of a random function
on the view a user has of the session: all the participants have the same view, they
thus have the same random key but independent of the real view.
Finally adversary outputs a guess bit b

′
. Such an adversary A is deemed to win the

game if b = b
′
where b is the hidden bit used by the Test oracle. Let Suc denote the

event that the adversary wins the game. We define AdvakaP (A, t) = |2Pr[Suc]− 1| to
be the advantage of the active adversary A in attacking the protocol P [21]. Protocol
P is a secure password-based authenticated group key agreement protocol resistant
to the dictionary attacks if A’s advantage is a negligible function for any adversary A
running in time at most t.
In the ROR model, Execute, Send and Test queries can be asked by the adversary.

Execute queries were described to model passive attack. However, they can easily be
simulated using the Send queries. In security analysis of our protocol, we refine the
way only using Send and Test queries. Let qactive denotes the number of messages
made by the adversary, without including those he has just forwarded. This number
upper-bounds the number of attempts that the adversary guesses the password. In
addition, let qsession denotes the number of sessions the adversary has initiated, thus
nqsession upper-bounds the number of messages the adversary has sent in the protocol.
We emphasize that this is stronger than considering Execute and Send queries: while
being polynomial equivalent, the two models are not tightly equivalent, since the
adversary does not need to know in advance if he will forward all the flows, or be
active when a new session starts.

5.2. Security Proof. Our protocol is based on the DDH assumption and security is
achieved in both the random oracle model1 and the ideal cipher model2.
Lemma 2. Let E, and F be events defined on a probability space:

If Pr[E| ¬ F] = Pr[E
′ | ¬F], then mid Pr[E]-Pr[E

′
] |≤ Pr[F] [37].

Theorem 1. Under the DDH assumption, the password-based group key agree-
ment protocol P described in section 4 satisfies the following:

AdvakaP (t) ≤ 2qactive
N

+ 4nqsessionAdv
ddh
G (t) + 2q4H/(2

lH )3+2qH(2qH + qD)/2
lH

+
4q2H

2lH |G|2
+
qD + 2qE + 8qH + (qE + qD)

2

|G|
Where AdvakaP (t) denote the advantage of any active adversary A breaking the

semantic security of the session key, running in time t and making at most qactive
active attempts within at most qsession sessions. qH , qE, qD denote the number of
oracle queries of this adversary making to the random oracles H, and to the ideal-
cipher oracles E and D, respectively. N is the size of the dictionary.
Please see appendix for proof for Theorem 1.

5.3. Efficiency comparison. Efficiency of a protocol is related to the costs of com-
munication and computation. Communication cost involves counting total number
of rounds and total messages transmitted through the network during a protocol
execution. Number of rounds is a critical concern in practical environments where
number of group members is large. Table 3 compares our protocol and Bresson et
al.’s password-based group key agreement protocol (BCP) [24] Dutta et al.’s protocol
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[25] and recent literatures [26][27] where the following notations are used (TG-CDH
stands for Trigon Group Computational Diffie-Hellman Problem, M-DDH stands for
Multi Decision Diffie Hellman Problem, DDH stands for Decisional Diffie-Hellman
assumption, PDDH means Parallel Decisional Diffie-Hellman assumption, IC denotes
ideal cipher model and RO stands for random oracle model).

Table 3. Protocol comparison

From the Table 3, we can see easily that our protocol is much more efficient (no
matter how communication or computation under the same security model) than re-
cent related literatures [24-27, 36]. For literature [24], it used serial method to deliver
the messages which consumes mass communication and computation so that as the
size of the participants increases linearly, the cost and difficulty to make it increases
linearly too. Contrasting with literature [24], ours protocol only need constant round
and constant modular exponentiations(see “R”, “BL”, “PTP” and “Exp” in the table
3). Then the main different between the literature [25] and our protocol is the com-
putation aspect. The literature [25] uses the symmetric key encryptions to transfer
messages in the round 2 which leading to computation increasing linearly with the size
of the participants increasing linearly. However ours protocol is still constant round
for computation(see “Dec”and “PTP” in the table 3). About The literature [26], it
has too much multiplication modular operations. The literature [27] uses asymmetric
encryption and signature to get the group session key which consume mass computing
because each participant must sign n signatures and verify 2n-2 signatures. Moreover,
The literature [27] is not given the concrete algorithm so that we can’t analyze some
computing efficiency. Finally, the main difference between ours protocol and literature
[36] is that we use the XOR operations to substitute for the multiplication modula
operations so that can improve computing efficiency in the round 2.

6. Conclusion. We described an efficient password-based group key exchange pro-
tocol, mainly based on symmetric key encryption, hash function and ⊕ operations.
The protocol is proven secure against dictionary attacks under the DDH assumption,



Structured and Efficient Password-Based Group Key Agreement Protocol 659

in the ideal-cipher and random oracle models. In the future, we will study the se-
cure password-based efficient group key agreement protocol under the standard model
instead of random oracle model, and give the PGKA protocol more secure properties.
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Appendix: Proof of Theorem 1. Proof. We define a sequence of experiments
from the experiment Exp0 to Exp8 incrementally. In each of them, we simulate a
sequence of adversary behaviors and environments, and measure the advantage of an
adversary A about the agreed session key. That means,in each experiment Expi, when
the adversary A asks a Test query, a coin for bit b is flipped to specify the answer of
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a rea incrementally. In each of them, we simulate a sequence of adversary behaviors
and environments, and measure the advantage of an adversary A about the agreed
session key. That means, in each experiment l session key or a random nonce. Then A
guesses bit b and outputs the guessed bit b

′
, Let Sucibe the success event that b

′
= b,

in the Expi and Pr[Suci] is its probability. At the end of the experiments, we measure
the probability | Pr[Suci]-Pr[Suci−1]| between Expi and Expi−1, for 1 ≤ i ≤ 8. By
using each difference of probability, we finally get the result of Theorem 1.
Experiment Exp0. It is a real world protocol in the random-oracle and ideal-

cipher models. An adversary A can query the hash oracles H, the ideal-cipher oracles
E, D, and all instances of users. The advantage of A in this real protocol is defined
as AdvakaP = 2Pr[Suc0]− 1
Experiment Exp1. In this experiment, We simulate the random oracles H in a

classical way by maintaining the lists LH(initially empty) by oracles query as follows
Fig. 7.

Figure 7. Oracles query for hash

Define the collision event in the output of the H function by ColH , The probability
of such bad event upper-bounder is q2H/2

lH by the birthday paradox. It is clear
that Exp1 and Exp0 are perfectly indistinguishable unless that the bad event Bad1(
=ColH(step1 round1)∨ ColH(round2 broadcast X i) ∨ ColH(round2 compute session
key)) does occur. Therefore, we get:

Pr[Suc1|¬Bad1] = Pr[Suc0|¬Bad1]

By lemma 2, we have:

|Pr[Suc1]− Pr[Suc0]| ≤ Pr[Bad1] ≤ q2H/2
lH + q4H/(2

lH )3 + q2H/2
lH = 2q2H/2

lH + q4H/(2
lH )3

Where q4H/(2
lH )3 means when broadcast the form Xi = H(·) ⊕ H(·) in round2 that

bad event ColH (round2 broadcast X i)=(q2H/2
lH ∧ 1/2lH ∧ q2H/2lH )=q4H/(2lH )3.

Experiment Exp2.This experiment simulates the ideal-cipher oracles Eand D
through maintaining a list LE,D which keeps track of the previous queries-answers
and that links each query to a specific user. Records of LE,D are of the form
(S, i, e, k, y,Λ, y

′
), where Λ ∈ {enc, dec}. Such record means that Ek(y) = y

′
, and

∧ indicates which kind of queries generated the record. The index i indicates which
user is associated with the key k, while S indicates the dealing session. These val-
ues are both set to ⊥ if k does not come from a H query of the form (S, i, ∗) for
1 ≤ i ≤ n. The e will be explained in Experiment Exp3. We simulate E and D
oracles as follows Fig. 8.
The above simulation is perfect, as long as the following two bad events don’t occur:
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Figure 8. Oracles query for encryption/decryption

(1) Collisions may appear that contradict the permutation property of the ideal-
cipher. Define this collision even by ColE,D, the probability of such bad even can

be upper-bounded by (qE+qD)2

2|G| .

(2) In the case of the decryption query simulation, one will abort executions if the
value k involved in a decryption query is output later by H. Fortunately, this even
denoted by Colk happens with probability at most qH/2

lH for each decryption
query. Intuitively, as it will become clear in the next experiments, we indeed want
to make sure that, for any k involved in a decryption query, if k comes from a H
query, we know the corresponding tuple (S, i).

Above simulation is perfect unless the bad event Bad2(=ColE,D ∨ Colk)does occur.
Therefore, we get:

Pr[Suc2|¬Bad2] = Pr[Suc1|¬Bad2]

By lemma 2, we have:

|Pr[Suc2]− Pr[Suc1]| ≤ Pr[Bad2] ≤
(qE + qD)

2

2|G|
+

qD
2|G|

+ qHqD/2
lH

Experiment Exp3. This experiment change the simulation of the decryption
queries, and make our challenger to embed an instance of the MDDH problem in
the protocol simulation. Let the challenger output tuples (ζ1, ..., ζn, λ1, ..., λn−1) ac-
cording to the Πreal distribution. We use these tuples to properly simulate the
decryption queries. More precisely, we make a new tuple each time a new ses-
sion S appears in a decryption query. But if several queries are asked with the
same S, the challenger outputs the same tuple, so we will derive many related in-
stances,granted therandom self − reducibility[38]. The latter tells us that, given a
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tuple outputted by the challenger, and then for any randomly chosen (e1, e2, ..., en),
the tuple (ζe11 , ..., ζ

en
n , λ

e1e2
1 , ..., λ

en−1en
n−1 ) has the same distribution as the original tu-

ple. We make this property as follows, by modifying the first sub-case previously
considered for new decryption queries in experiment Exp2 as follows Fig. 9.

Figure 9. New decryption queries in experiment Exp2

Now, the list LE,D whose records are of the form (S, i, e, k, y,Λ, y
′
) has been defined.

The element e is an exponent indicating how we applied the random self−reducibility
of the MDDH problem to the instance generated by the challenger upon the request
S : z = ζei . Here, e can only be defined if S and i are known. If e is unknown to the
simulator, we set e=⊥. Above change of simulation on the decryption queries does
not modify the view of the adversary, so we can get Pr[Suc3] = Pr[Suc2].
Experiment Exp4. Starting from this experiment, we will simulate the Send

queries in a different way, but only in the Step2 and Step3 in proposed protocol. When
the session S is defined, user I computes the symmetric keys as kj = H(S, i, pw), for
all j. Thus we know that we are working with the tuple (ζ1, ..., ζn, λ1, ..., λn−1).

In the Step2 of the round1, Ui chooses y
′
i∈RG to be broadcasted, and queries yi =

Dki(y
′
i) using the simulation in experiment Exp3. The simulation leads to add ei to

the list LE,D, unless y
′
i already existed as an encryption result. Defining the event

that y
′
i already existed as an encryption result by Eve4, but the probability Pr[Eve4]

is at most qE/|G|.
In the Step 2 of the Round 1, Uicomputes yi−1 = Dki−1

(y
′
i−1) and yi+1 = Dki+1

(y
′
i+1).

We omit the the ID and timestamp, then there are two cases appear:

Case 1: y
′
i−1 and y

′
i+1 have been simulated according to the above simulation of the

Step2, and then one gets ei−1 and ei+1 in the list LE,D such that yi−1 ≡ ζ
ei−1

i−1 mod p
and yi+1 ≡ ζ

ei+1

i+1 mod p.

Case 2: one of the y
′
j has been previously answered by the encryption oracle in

response to an adversary query Ek(y
′
) , where k = H(S, j, pw) is the correct key

for player Uj in session S. Now, we denote such an event by Enci in experiment
Expi(4 ≤ i ≤ 8). In this case, the simulation is terminated and let the adversary win.

Then user Ui can get yi−1 ≡ ζ
ei−1

i−1 mod p and yi+1 ≡ ζ
ei+1

i+1 mod p, and correctly com-
pute SKi−1,i = H(·, ·, ·, ·, λei−1ei

i−1 mod p) and SKi+1,i = H(·, ·, ·, ·, λei+1ei
i+1 mod p). Then

Ui computes and broadcasts Xi = H (SKi−1,i, IDsession)⊕H (SKi,i+1, IDsession). Af-
ter this final step, each user can compute the session key as before. Because we
have already simulated the form Xi = H(·) ⊕ H(·) which bad event is q4H/(2

lH )3 in
Exp2, we just only simulate λ

ei−1ei
i−1 mod p and λ

ei+1ei
i+1 mod p.The simulation is still
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perfect, unless the bad event Bad4(=Eve4 ∨ Enc4) does occur. Therefore, we get
Pr[Suc4|¬Bad4] = Pr[Suc3|¬Bad4].

Based on lemma 2, we can defer:

Pr[Suc4]− Pr[Suc3] ≤ Pr[Bad4]

Pr[Suc4]− Pr[Suc3] ≤ qE/|G|+ Pr[Enc4]

Experiment Exp5.Since it is clear that the security of the above protocol still relies
on the DDH assumption, we let the challenger output tuples (ζ1, ..., ζn, λ1, ..., λn−1)
according to the Πrand distribution. By Lemma 1 and Lemma 2, we then can get:

Pr[Suc5]− Pr[Suc4]| ≤ qsessionAdv
mddh
G (t) ≤ nqsessionAdv

ddh
G (t)

Pr[Enc5]− Pr[Enc4]| ≤ qsessionAdv
mddh
G (t) ≤ nqsessionAdv

ddh
G (t)

Experiment Exp6. For the authenticator, each participant Ui(i = 1, ..., n) verifies
ifX1⊕X2⊕X3⊕...⊕Xn−1⊕Xn = 0 holds and all participants will continue to compute
the group key. The probability for the adversary to distinguish the current and the
previous experiments is to query H (SKi,i+1, IDsession), which is upper-bounded by
qH/|G|. And for The probability for the adversary to distinguish the current and the
previous experiments is to query Xi = H (SKi−1,i, IDsession) ⊕H (SKi,i+1, IDsession)
which is upper-bounded by q2H/2

lH |G|2.So we have

Pr[Suc6]− Pr[Suc5]| ≤ q2H/2
lH |G|2

Pr[Enc6]− Pr[Enc5]| ≤ q2H/2
lH |G|2

Experiment Exp7. Like the experiment Experiment Exp6, after the modifi-
cation of the computation of the session key, the probability for the adversary to
distinguish the current and theprevious experiment is to query H(B1||B2||...||Bn).
From the previous experiment, we know that all honest users have the same view
inside each session, thus these queries are same: the probability of such event is
upper-bounded by qH/|G|, since no information has been leaked about Biexcept it
does not correspond to the H queries which asked above. So we have

Pr[Suc7]− Pr[Suc6]| ≤ qH/(|G| − qH) ≤ 2qH/|G|

Pr[Enc7]− Pr[Enc6]| ≤ 2qH/|G|
Experiment Exp8. Note that the password pw is only used in the simulation of

the Step1 and Step2 in round1, to compute y
′
i−1, y

′
i, y

′
i+1, but eventually, Ui computed

using the λ
ei−1ei
i−1 and λ

ei+1ei
i+1 is outputted only. They are totally independent each

other. Thus we can simplify the simulation of the Step1 and Step2: In the Step1, user
Ui chooses y

′
i ∈ G randomly, and sends it but no decryption is needed. In the Step2,

Ui simply computes and sends Xi. The simulation is perfect, since one does not need
to compute SKi−1,i and SKi,i+1 anymore.
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In the above simulation, the password pw is never used, and can thus be chosen
at the end only, which makes clear that probability of the even Enc8 is no more than
qactive/N where qactive denotes the number of first flows manufactured by the adversary.
Based on the fact that collisions in the output of H have been eliminated in previous
experiments, we have

Pr[Enc8]− Pr[Enc7]| ≤ qactive/N

Consequently from equations in all experiments, we get the Theorem 1.

AdvakaP (t) ≤ 2qactive
N

+ 4nqsessionAdv
ddh
G (t) + 2q4H/(2

lH )3+2qH(2qH + qD)/2
lH

+
4q2H

2lH |G|2 +
qD+2qE+8qH+(qE+qD)2

|G|


