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Abstract. Many efficient secret sharing schemes for general access structures have
been developed in efforts to deal with the problems of multi-party computations (MPC),
threshold cryptography, and access control. In this paper, we have proposed a novel secret
sharing scheme with general access structures that is based on the key-lock-pair mecha-
nism. In our scheme, the dealer can assess a real situation and design the corresponding
access structures, Γ = (Γ1,Γ2, . . . ,Γm). The different qualified subset of participants in
Γ = (Γ1,Γ2, . . . ,Γm) can cooperate to reconstruct the shared secret, and no unqualified
participants can reconstruct the corresponding shared secret.
Keywords: Secret sharing, general access structure, threshold scheme, key-lock-pair

1. Introduction. Secret sharing was developed in 1979 by Shamir [1] and Blakley [2],
who presented two different methods to construct a threshold scheme, the first of which
was based on the Lagrange interpolating polynomial and the second of which was based
on linear projective geometry. In a secret sharing scheme, a dealer is responsible for
creating some pieces of information related to the secret data, known as shadows of the
secret data, and distributing these shadows to the participants. By using a secret sharing
scheme, secret data can be protected among a finite set of participants in such a way that
only pre-determined, qualified subsets of participants can cooperate to reconstruct the
secret data, and no unqualified subset of participants can get any information about the
secret data.

Let P = {p1, p2, . . . , pn} be the set of participants. An access structure, denoted by Γ,
is a collection of qualified subsets of p. The access structure of a secret sharing scheme
satisfies the monotone ascending property, i.e., for any A ∈ Γ, B ⊆ A implies B ∈ Γ. The
traditional (t, n) threshold secret sharing [3 - 9] is a special case of general secret sharing.
Their qualified subsets are those that have at least a certain, pre-determined number of
participants. Researchers have investigated (t, n) threshold secret sharing extensively,
and it has been performed for a wide range of applications, including key-management
problems [10] and key-distribution problems [11, 12]. In 2010, Harn and Lin [13] extended
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the basic idea of a (t, n) secret sharing scheme and proposed a strong (n, t, n) verifiable
secret sharing (VSS) scheme. In their scheme, each participant also can act as a dealer.
In 2012, Liu, Harn, Yang, and Zhang [14] proposed an efficient strong (n, t, n) VSS that
was more efficient than Harn and Lins scheme [13]. In addition, they proposed an (n, t,
n) multi-secret sharing (MSS) scheme to allow participants to share n− t+ 1 secrets.
However, (t, n) threshold mechanisms have a serious limitation in some applications,

and there are still many challenges to be overcome. One of the major problems is the de-
termination of how different approaches can be utilized to construct secret sharing schemes
with special access structures, such as multi-level access structures, weighted-threshold
access structures, hierarchical access structures, and generalized-threshold access struc-
tures. Also, it is worthwhile to identify families of access structures that have other useful
properties for secret sharing applications.
Shamir [1], in his seminal work on secret sharing, attempted to construct a weighted-

threshold secret sharing scheme in which the participants did not have the same status.
Shamir discussed the case of sharing a secret among the shareholders of a company in
which each shareholder held a different amount of shadows. In 2007, Iftene [15] also
presented a weighted-threshold secret sharing scheme based on the Chinese Remainder
Theorem (CRT). Iftenes scheme extended the threshold Mignotte scheme [3] in order to
address the weighted-threshold access structure in which each participant is associated
with one positive weight, and the secret can be reconstructed when the weights of the
cooperating participants are equal to or greater than a fixed threshold. In 2002, Sun and
Chen [16] also proposed a weighted-decomposition construction for perfect secret sharing
schemes with general access structures.
In 2007, Tassa [17] utilized the Birkhoff interpolation to propose a novel, hierarchical-

threshold secret sharing scheme. In his scheme, the secret is shared among a group of
participants that is partitioned into some levels, and the corresponding access structure
is determined by a sequence of threshold requirements. In 2012, Zhao, Peng, Wang, and
Yang [18] proposed a secret sharing scheme based on the properties of the Jordan matrix
that can achieve the (t, n) threshold and the adversary access structure. That is, there
are some subsets that contain at least t participants that cannot reconstruct the shared
secret.
In 1996, Jackson, Martin, and O’Keefe [19] considered a secret sharing scheme in which

a number of different secrets can be shared among a group of participants with each secret
being associated with a (potentially different) access structure. In 2007, Farràs, Farré,
and Padró [20] presented a characterization of multipartite access structures in terms of
discrete polymatroids. Also, they proposed an ideal multipartite secret sharing scheme
based on the matroid. In 2011, based on monotone span programs (MSP), Hsu, Cheng,
Tang, and Zeng [21] proposed an ideal, multi-threshold, secret sharing scheme for general
access structures. In their scheme, each different subset of the set of participants may
have different associated secrets depending on the access structures. The (t, n)-threshold
secret sharing schemes also have been utilized to design a steganographic technique [22,
23, 24] for important confidential images.
Due to the difficulty of finding efficient secret sharing schemes with general access

structures, more and more researchers are investigating this problem. In this paper, we
proposed a novel, secret sharing scheme with general access structures that is based on the
key-lock-pair mechanism. In our scheme, the dealer can design the corresponding access
structure Γ = (Γ1,Γ2, . . . ,Γm) according to the real situation. The subset of participants
in Γ = (Γ1,Γ2, . . . ,Γm) can cooperate to reconstruct the shared secret, and no unqualified
participants can obtain any information about the shared secret.
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The structure of this paper is organized as follows. In Section 2, the key-lock-pair mech-
anism is reviewed briefly. In Section 3, we describe the proposed secret sharing scheme
with general access structure that is based on the key-lock-pair mechanism. Section 4 ad-
dresses the correctness and security analysis of the proposed scheme, and our conclusions
are presented in Section 5.

2. Preliminary. In 1984, Wu and Hwang [25] proposed a revised version of the key-
lock-pair (KLP) mechanism [26] that fulfills the requirement of the single-key-lock (SKL)
system, in which each user keeps only one key and each resource is associated with a
single lock. By an operation on the key of the ith user and the lock of the jth resource,
we can obtain the access right of user i for resource j.

In this section, we briefly introduce this key-lock-pair mechanism [26], which is the
major building block of our scheme.

We can establish an arbitrary m× n matrix A with entries aij represented by positive
integer numbers in Galois Field GF(p), where p is a prime number and 1 ≤ i ≤ m,
1 ≤ j ≤ n. Many vector pairs exist, i.e., {Ki, Lj}, 1 ≤ i ≤ m, 1 ≤ j ≤ n, with dimensions
1×m and m× 1, respectively, and

Ki ∗ Lj = aij (1)

where ∗ denotes the operation of inner product over Galois Field GF(p).
Therefore, we can assign Ki to user i and Lj to the file j as their single key and lock,

respectively.
We will give an example that was described in reference [25].
We can establish an arbitrary, non-singular matrix K (|K| ̸= 0) in Galois Field GF(7)

of size 5 for five users:

K =


3 1 5 6 5
1 2 3 5 3
4 1 1 4 1
2 6 1 1 2
5 5 6 5 4


Given a column vector C = (4, 3, 1, 1, 1, 0) with dimension 1× 5 in Galois Field GF(7),
we can find a coordinate vector X = (x1, x2, x3, x4, x5), which is obtained by solving the
set of five linear equations in GF(7). The corresponding X for the above C is (1, 3, 0, 1,
4).

This example shows that, when the vector X is solved, the ith element in vector C
becomes the result of Ki ∗X, where ∗ denotes the operation of inner product over Galois
Field GF(p), and Ki is the ith row of matrix K.

3. The secret sharing scheme with general access structures. In this section, first,
we give a definition of secret sharing with general access structures with respect to the
proposed scheme. Then, we propose a novel, secret sharing scheme with general access
structure.

3.1. Definition of general secret sharing. Let P = {p1, p2, . . . , pn} be the set of
participants, and let Γ = (Γ1,Γ2, . . . ,Γm) be an m-tuple of access structures on the set
of P , where m ≤ 2|P |−1. The secret data can be shared among these n participants,
and each participant holds one piece of information relating to the secret data. Each
qualified subset Γi, 1 ≤ i ≤ m of P , pre-determined according to the access structures
Γ = (Γ1,Γ2, . . . ,Γm), can cooperate to reconstruct the shared secret data.
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Example 1. Let P = {p1, p2, p3, p4} and Γ = {{p1, p2}, {p1, p3, p4}, {p2, p3}, {p2, p4}}.
Then, the secret data S can be shared in such a quadruple Γ = (Γ1,Γ2,Γ3,Γ4). Since the
access structures satisfy the monotone ascending property, the access structures can be
described as follows:

(Γ1)min = {{p1, p2}}, (Γ2)min = {{p1, p3, p4}},
(Γ3)min = {{p2, p3}}, and (Γ4)min = {{p2, p4}}.

3.2. Shadow generation and distribution. In this subsection, we present a secret
sharing scheme with general access structures. In the proposed scheme, the dealer (a
trusted third party) is responsible for generating the shadows and distributing them to
each participant. This scheme consists of the following steps:

Step 1. The dealer builds the corresponding access structures Γ = (Γ1,Γ2, . . . ,Γm) ac-
cording to the real situation.

Step 2. The dealer can establish an arbitrary, non-singular matrix K of size n (|K| ̸= 0)
in Galois Field GF(p) for n users, where p is a large prime number.

Let K =


k11 k12 . . . k1n
k21 k22 . . . k2n
...

...
. . .

...
kn1 kn2 . . . knn


We can obtain n row vectors,

K1 = (k11, k12, . . . k1n)
T ,

K2 = (k21, k22, . . . k2n)
T ,

...
Kn = (kn1, kn2, . . . knn)

T .

(2)

Step 3. Assume that the shared secret data are S. According to the shared secret data
and the corresponding access structures, the dealer can construct a matrix A of
size n.

p1 p2 . . . pn

A =

p1
p2
...
pn


a11 a12 . . . a1n
a21 a22 . . . a2n
...

...
. . .

...
an1 an2 . . . ann


Then, we give some rules to describe how to compute the elements of matrix A.

There are some access structures Γ = (Γ1,Γ2, . . . ,Γm). Given an access structure
Γi = (pj, pk, pr, pl), 1 ≤ i ≤ m, 1 ≤ j, k, r, l ≤ n, we locate three elements
of matrix A, akj(the kth column and jth row of matrix A), arj(the rth column
and jth row of matrix A), and aij(the lth column and jth row of matrix A). We
randomly select three positive integers {akj, arj, alj} in Galois Field GF(p) that
satisfy S = akj + arj + alj. Using the same method, the dealer can compute the
other corresponding elements of matrix A. The remaining elements of matrix A
are set to “0”. Then, we can obtain matrix A. In the following, we will give an
example to describe how to construct matrix A.
Example 2. Continuing Example 1 above, P = {p1, p2, p3, p4} and Γ =

{{p1, p2}, {p1, p3, p4}, {p2, p3}, {p2, p4}}. Assume that the shared secret data are
S = 9, and p = 11.
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Since there are four participants, we define a 4 × 4 matrix A. The size of the
matrix is equal to the number of participants. In the following, we utilize matrix
A to describe the shared secret data and the corresponding access structures.

Let

p1 p2 p3 p4

A =

p1
p2
p3
p4


a11 a12 a13 a14
a21 a22 a23 a24
a31 a32 a33 a34
a41 a42 a43 a44


Concerning access structure Γ1 = {{p1, p2}}, we find the corresponding element
a21 located in the second column and the first row of matrix A and set a21 = 9. In
the same way, concerning Γ2 = {p1, p3, p4}, we set a31 = 2 and a41 = 7, satisfying
S = a31 + a41. Concerning Γ3 = {p2, p3} and Γ4 = {p2, p4}, we set a32 = 9 and
a42 = 9, respectively. Then, the dealer can construct the corresponding matrix A
according to the secret data S and the access structures,

A =


0 0 0 0
9 0 0 0
2 9 0 0
7 9 0 0

 .

Step 4. Given the corresponding matrix A, A =


a11 a12 . . . a1n
a21 a22 . . . a2n
...

...
. . .

...
an1 an2 . . . ann

, the dealer can

compute n column vectors (L1, L2, . . . , Ln),

L1 = (l11, l12, . . . , l1n),
L2 = (l21, l22, . . . , l2n),
...
Ln = (ln1, ln2, . . . , lnn).

(3)

that satisfy aij = Li ∗ Kj, where ∗ denotes the operation of inner product over
Galois Field GF(p). Since the matrix K is an arbitrary, non-singular matrix over
GF(p), that is |K| ̸= 0, the n columns of K are linearly independent over GF(p).
Therefore, a unique value of Li exists, such that aij = Li ∗Kj.
Example 3. (Following Example 2). The dealer establishes an arbitrary, non-

singular matrix K of size 4 (|K| ̸= 0) in Galois Field GF(11).

Let K =


3 5 6 5
1 3 5 3
2 1 1 2
5 6 5 4


Therefore, we have K1 = (3, 5, 6, 5)T , K2 = (1, 3, 5, 3)T , K3 = (2, 1, 1, 2)T , and
K4 = (5, 6, 5, 4)T .
According to matrix A and matrix K, we can compute four column vectors

(L1, L2, L3, L4) that satisfy aij = Li ∗Kj in Galois Field GF(11).
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Concerning the vector L1 = (l11, l12, l13, l14), we can compute:
k11l11 + k12l12 + k13l13 + k14l14 = a11
k21l11 + k22l12 + k23l13 + k24l14 = a12
k31l11 + k32l12 + k33l13 + k34l14 = a13
k41l11 + k42l12 + k43l13 + k44l14 = a14

3l11 + 5l12 + 6l13 + 5l14 = 0
l11 + 3l12 + 5l13 + 3l14 = 0
2l11 + l12 + l13 + 2l14 = 0
5l11 + 6l12 + 5l13 + 4l14 = 0

Then, we can obtain the vector L1 = (l11, l12, l13, l14) = (0, 0, 0, 0). Using the same
method, we can compute L2 = (2, 9, 2, 9), L3 = (3, 4, 1, 0), and L4 = (9, 9, 7, 5).
Furthermore, the dealer can compute four corresponding shadows (L1, K1), (L2,
K2), (L3, K3), and (L4, K4) for each participant.

Step 5. The dealer can compute n pairs of vectors (Lj, Kj), 1 ≤ i ≤ n, and distribute (Lj,
Kj) to each corresponding participant as her/his shadow over a secure channel.

3.3. Secret reconstruction. In traditional secret sharing, there are two kinds of modes
for secret reconstruction. One mode is that all active participants send their shadows to a
designated party that is responsible for reconstructing the secret data. In the other mode,
if one participant wants to obtain the shared secret data, he/she must initiate a call to all
participants. When this message is received, each active participant broadcasts her/his
shadow. If a sufficient number of shadows are obtained, the shared secret data can be
reconstructed. In the proposed scheme, we utilized the second reconstruction mode.
If one participant pj wants to reconstruct the shared secret data, he/she will broadcast

her/his shadow Kj to the group of participants. If some active participants, e.g., pk,
pr and pl, also want to reconstruct the shared secret data, they must broadcast their
shadows, i.e., Lk, Lr and Ll. If the subset Ω = (pj, pk, pr, pl) ⊆ Γ, they can cooperate to
compute the shared data S in Galois Field GF(p) by

S = Kj ∗ LT
k +Kj ∗ LT

r +Kj ∗ LT
l (4)

where ∗ denotes the operation of inner product over Galois Field GF(p). If the subset
Ω = (pj, pk, pr, pl) * Γ, these participants cannot compute the shared secret data.
Example 4. (Following Example 3). Suppose that p1 wants to reconstruct the shared

secret data, he/she must initiate a call and broadcast her/his K1 = (3, 5, 6, 5)T . Then,
if both p3 and p4 also want to reconstruct the secret data, they must broadcast their
shadows L3 = (4, 4, 5, 2) and L4 = (3, 5, 4, 3). Then, they can compute the shared secret
data in Galois Field GF(11) as follows:

S = (4, 4, 5, 2) ∗ (3, 5, 6, 5)T + (3, 5, 4, 3) ∗ (3, 5, 6, 5)T = 5,

where ∗ denotes the operation of inner product over Galois Field GF(11).

4. Analysis of correctness and security. In this section, we discuss the correctness
and security of the proposed scheme.

Proposition 1. According to the access structures, the qualified subset of participants
in Γ = (Γ1,Γ2, . . . ,Γm) can cooperate to reconstruct the corresponding shared secret S.

Proof. As the above description in Subsection 3.2 indicated, matrix A can be constructed
according to the shared secret S and the corresponding access structures. Given any
access structure Γi = (pj, pk, pr, . . . , pl), 1 ≤ i ≤ m, 1 ≤ j, k, r, . . . , l ≤ n, we can set
S = ajk + ajr + . . .+ ajl. From [25], we will know that for an m× n access matrix A with
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entries aij represented by positive integer numbers, choose a prime number p such that
p ≥ max{aij}, 1 ≤ i ≤ m, 1 ≤ j ≤ n.

Then, in [25] they can conclude the following theorem.
Theorem 1 [25]. There exist many sets of {Ki, Lj}, 1 ≤ i ≤ m, 1 ≤ j ≤ n, Ki, Lj

having dimensions 1×m and m× 1, respectively, and:

Ki ∗ Lj = aij

where ∗ denotes the operation of inner product over Galois Field GF(p).
A detailed description of theorem 1 is provided in reference [25].
Then, we can obtain n arbitrary row vectors (K1, K2, . . . , Kn) that are linearly indepen-

dent over GF(p) and compute n column vectors (L1, L2, . . . , Ln) that satisfy aij = Li∗Kj,
where ∗ denotes the operation of inner product over Galois Field GF(p). Therefore, if a
qualified subset {pj, pk, pr, . . . , pl} of participants in Γ = (Γ1,Γ2, . . . ,Γm) wants to recon-
struct the shared secret, we can compute S = ajk + ajr + . . .+ ajl.
Proposition 2.No unqualified participants can reconstruct the corresponding shared
secret.
Proof. According to Proposition 1, we can conclude that the shared secret can be recon-
structed by any qualified subset of participants by computing S = ajk+ajr+. . .+ajl. Since
these n row vectors (K1, K2, . . . , Kn) are arbitrary and linearly independent over GF(p),
unique column vectors (L1, L2, . . . , Ln) exist that satisfy aij = Li ∗Kj, where ∗ denotes
the operation of inner product over Galois Field GF(p). So, any unqualified participants
without the expected column vectors {Lk, Lr, . . . , Ll} cannot compute the correspond-
ing corrected {ajk, ajr, . . . , ajl}. Consequently, they cannot compute the corrected shared
secret S.

Since the entries aij of matrix A are selected randomly just satisfying S =
∑n

j=1 aij,
1 ≤ i ≤ n, unqualified participants also cannot guess the corrected aij that satisfies
S =

∑n
j=1 aij, 1 ≤ i ≤ n.

5. Conclusions. In this paper, we proposed a novel, secret sharing scheme for gen-
eral access structures based on the key-lock-pair mechanism. In a set of participants
P = {p1, p2, . . . , pn}, the dealer can design the corresponding access structures Γ =
(Γ1,Γ2, . . . ,Γm) in terms of the real situation. Each qualified subset of P = {p1, p2, . . . , pn}
in these access structures Γ = (Γ1,Γ2, . . . ,Γm) can reconstruct the shared secret. The cor-
rectness and security analysis showed that the shared secret only can be reconstructed
by the corresponding qualified subset of participants and that no unqualified participants
can reconstruct the corresponding shared secret.
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